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1. Introduction to GlobeSurfer® Il

Within minutes, you can connect to your mobile network and use a wireless connection to the Internet
through the mobile network.

GlobeSurfer® Il is compatible with GSM and 3G mobile networks and supports GPRS, EDGE, UMTS and
HSDPA technologies.

Tip: To achieve the best possible reception, check the signal strength on the display of the unit (the
more bars the better the reception). You may find that placing the unit near a window provides the
best reception.

Simple set-up

GlobeSurfer® Il provides you with a quick installation and set-up that gets you easily and quickly
connected to the Internet. You can use an Internet browser (e.g. Microsoft™ Internet Explorer 6.0 or
Firefox™ 1.5) and most personal computers, including Windows”, Macintosh™ and Linux”. The ‘Quick
Setup Wizard’ introduces you to the basic settings that need to be configured for use with the mobile
network. Once you have configured, you can review and enable customised wireless security settings.

Instant protection

Your GlobeSurfer® Ill supports Network Address Translation (NAT). This network service hides the
computers in your network so they cannot be found or directly accessed from outside your network. A
firewall is also included which, by default, blocks incoming traffic and allows outgoing traffic.

Additional security

GlobeSurfer® Ill supports both Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA and
WPAZ2) to protect your network data. Security logs keep you aware of potential security risks and
intrusion attempts. You can view logs online or via email.

Stay in touch

You can use GlobeSurfer® Il to send and receive SMS text messages. The display on the
front of the unit lets you know when a new SMS arrives.

You can use GlobeSurfer® Il to make mobile phone calls. When you get a phone call the
display shows the caller’s number and indicates missed calls.

Important note

To protect your network from unauthorised access, and to make it more difficult for hackers to analyse
your data, please configure the WLAN security settings and enable WEP, WPA or WPA2 encryption on
your GlobeSurfer® Ill.

About This Manual

This manual describes configuration and operation of GlobeSurfer® Ill. It is intended as a complement
to the GlobeSurfer® Ill User Guide to provide reference information for the advanced user of the
GlobeSurfer® Ill. It is assumed that the hardware installation of GlobeSurfer® Il has been done when
the Reference Manual is read. This version of the manual is valid for GlobeSurfer® lll.

GlobeSurfer® llI Page 6 of 180 TECHNICAL REFERENCE MANUAL



M

OPTION

WIRELESS TECHNOLOGY

O O

2. Setup

Connecting your computer or home network to the gateway is a simple procedure, varying slightly
depending on your operating system. This chapter will help you to seamlessly integrate GlobeSurfer® Il|
with your computer or home network. The Windows default network settings dictate that in most
cases the setup procedure described below will be unnecessary. For example, the default DHCP setting
in Windows 2000 is client, requiring no further modification. However, it is advised to follow the setup
procedure described below to verify that all communication parameters are valid and that the physical
cable connections are correct. The setup procedure consists of three consecutive configuration stages:

Setting up WAN and LAN connections (see section 2.1)
PC Network Configuration (see section 2.2)
GlobeSurfer® Il Quick Setup (see section 4.3)

2.1. Setting up WAN and LAN connections

e WAN Connection: setting up the WAN connection requires that a SIM card is inserted correctly into
the SIM slot of the GlobeSurfer® Ill. See the User Guide for instructions on how to insert the SIM
card. With the SIM card in place you configure the WAN connection through the Quick Setup of
GlobeSurfer® Il (see section 4.3). The first time you login to GlobeSurfer® Il you will have to enter a
PIN code. The PIN code is received from your ISP, but normally provided separately from the SIM
card for security reasons.

e LAN Connection: your computer can connect to the gateway in two ways, either through Ethernet
or through the use of Wireless. The most common type of connection is Ethernet, with most
platforms featuring four such ports. Use an Ethernet cable to connect between an Ethernet port on
your gateway and your computer’s network card. Please refer to the accompanying Installation
Guides for additional information.

2.2. PC Network Configuration

Each network interface on the PC should either be configured with a statically defined IP address and
DNS address, or should be instructed to automatically obtain an IP address using the Network DHCP
server. GlobeSurfer® lll provides a DHCP server on its LAN and it is recommended to configure your LAN
to obtain its IP and DNS server IPs automatically. This configuration principle is identical but performed
differently on each operating system.

The following screen displays the TCP/IP Properties dialog box as it appears in Windows XP. Following
are TCP/IP configuration instructions for all supported operating systems.

GlobeSurfer® llI Page 7 of 180 TECHNICAL REFERENCE MANUAL
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Internet Protocol (TCP/IP) Properties @@
General | Atemate Corfiguration
You can get IP settings assigned automatically if your networlc supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate |F settings
(%) Obtain an IP address automatically
() Use the following IF address
(#) Obtain DNS server address automatically
() Use the following DNS server addresses
Windows XP
e Access Network Connections from the Control Panel.
e Right-click the Ethernet connection icon, and select Properties.
e Under the General tab, select the Internet Protocol (TCP/IP) component, and press the Properties
button.
e The Internet Protocol (TCP/IP) properties window will be displayed.
e Select the Obtain an IP address automatically radio button.
e Select the Obtain DNS server address automatically radio button.
o Click OK to save the settings.

Windows 2000/98/Me

e Access Network and Dialing Connections from the Control Panel.

e Right-click the Ethernet connection icon, and select Properties to display the connection’s
properties.

e Select the Internet Protocol (TCP/IP) component, and press the Properties button.

e The Internet Protocol (TCP/IP) properties will be displayed.

e Select the Obtain an IP address automatically radio button.

e Select the Obtain DNS server address automatically radio button.

e Click OK to save the settings.

Windows NT

e Access Network from the Control Panel.

e From the Protocol tab, select the Internet Protocol (TCP/IP) component, and press the Properties
button.

e From the IP Address tab select the Obtain an IP address automatically radio button.

e From the DNS tab, verify that no DNS server is defined in the DNS Service Search Order box and no

suffix is defined in the Domain Suffix Search Order box.

GlobeSurfer® llI Page 8 of 180 TECHNICAL REFERENCE MANUAL
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Linux

Login into the system as a super-user, by entering su at the prompt.
Type ifconfig to display the network devices and allocated IP addresses.
Type pump -i <dev>, where <dev> is the network device name.

Type ifconfig again to view the new allocated IP address.

Make sure no firewall is active on device <dev>.

GlobeSurfer® llI Page 9 of 180 TECHNICAL REFERENCE MANUAL
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3. GlobeSurfer® Ill Management Console

The GlobeSurfer® Il management console described here allows you to control various GlobeSurfer® Il|
system parameters, using a user-friendly graphical interface. The management console includes a
connection status screen, a quick setup screen, network configuration, security configuration,
authentication with multiple-user support, connection monitoring and more.

3.1. Accessing the GlobeSurfer® Il Management Console

To access the management console:

e Launch a Web-browser on a PCin the LAN or WLAN.

e Type the IP address of the GlobeSurfer® Il or a name as provided by the supplier in the address bar
(Internet Explorer) or location bar (Netscape Navigator). The default IP address is 192.168.1.1, and
default name is http://umts-gateway.mydomain.

e Enter your username and password to log on to the web-based management console.

Your session will automatically time-out after a few minutes of inactivity. If you try to operate the
management console after the session has expired the Login screen will appear and you will have to re-
enter your user name and password before proceeding. This feature helps to prevent unauthorised
users from accessing the management console and changing the GlobeSurfer® Il settings.

3.2. Menu System

The GlobeSurfer® lll management console screens have been grouped into several subject areas and
may be accessed by clicking on the appropriate icon in the top menu.

') [-|
[o®)
EN English 2lcome admin | Go to Basic Mode | e Site Map | {1) Reboot | B Logou
g/ Home S internet IE Local Services / ) system o ~ Shortcu ts & Telephone ‘ sms
[ Setup Connection P Network A v e T feut : .
£ w a & 24 >

The subject areas are:

e Home: displays an overview of the status of the Internet Connection, Local Network, Storage,
Printers and Services (see section 4)

e Quick Setup: quick access to basic configuration settings (see section 5)

e Internet Connection: configure internet connections (see section 6)

e Local Network: configure local network, storage and printer settings (see section 7)

e Services: configure Firewall, Print Server, Personal Domain Name, File Server and IPSec settings (see
section 8)

e System: configure system settings (see section 9)

e Shortcuts: displays icons to enable quick and easy access to all areas (see section 10)

e Telephone: manage your telephony options (see section 11)

e SMS: manage your SMS messages (see section 12)

GlobeSurfer® llI Page 10 of 180 TECHNICAL REFERENCE MANUAL
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3.3. Managing Tables

Tables are used throughout the GlobeSurfer® Ill management console. They handle user-defined
entries relating to elements such as network connections, local servers, restrictions and configurable
parameters. The principles outlined in this section apply to all tables in the management console.

| ALG Rule Sets

Rule ID Source Address Destination Address Match Operation Status Action

"'1_)‘:- Any Any FTP - TCP Any -> 21 ALG FTP Adii % R
[ Any Any IKE - UDP 500 -> 500 ALG IPSec Active NRY
w2 Any Any SIP - UDF Any -= 5060 ALG S1P Active RS &0 4
w2 Any Any H.323 Call Signaling - TCP Any -> 1720 ALG H.323 C5L Active R

New Entry

In a typical table each row defines an entry in the table. The following icons located in the Action
column enable adding, editing and deleting table entries:

u* Click the Add icon to add an entry of the same type as on that row.
“. Click the Edit icon to edit the entry on that row.
& Click the Delete icon to remove the entry on that row.

“¥Click the Move Down icon to move an entry down.
1" Click the Move Up icon to move an entry up.

In many tables the last row includes a link that allows adding a new entry to the table.

GlobeSurfer® llI Page 11 of 180 TECHNICAL REFERENCE MANUAL
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4. Home

From this screen you can click on the tabs at the top left hand side to route to the following screens:

e Overview - status of Internet Connection/Local Network/Storage/Printers/Services (see section 4.1)
e Map View - pictorial overview of all components connected to GlobeSurfer® Il (see section 4.2)

e Installation Wizard - guides you through the main settings for your GlobeSurfer® Il (see section 4.3)
e Quick Setup - routes directly to the Quick Setup area to change the main settings (see section 5)

4.1. Overview

This screen displays an overview of the status of the Internet Connection, Local Network, Storage,
Printers and Services available to you with GlobeSurfer® lll. For details of each component you can
easily drill down by clicking on the area.

GlobeSurtfer Il

Fo sit=

[esh
-
Locat " e S system T Q etepnone
= E -

1§ storage

S Printers

4.2. Map View

This screen shows a pictorial overview of all components currently connected to your GlobeSurfer® Ill
including the firewall and all networks including wireless networks. For details of each component you
can easily drill down by clicking on the component icon.

orTion GlobeSurfer lli
N English leome sdmin | Go 16 Basic Mode | e Site tap | [1) Reboot | B Logo
T e || > = "!ﬁ’ "-’ H L9 e ||é/ system "@'A snariuts ||§ " @ I

S = in=tallation Wizard __ Guick Setup. ]
Tome
—

#¥ Network Map

. .

Tocas- 6574cf835
192.168.1.2
(me)
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4.3. GlobeSurfer® Il Installation Wizard

The GlobeSurfer® lll management console allows you to control various GlobeSurfer® Il system
parameters. The interface is accessed through a web browser:

e Start a web browser on your PC.

e Enter the address 192.168.1.1 to display the GlobeSurfer® Ill management console. When first
logging on to the management console, the Login screen will appear. Configure your language
settings and enter a password. To verify correctness retype the password, and click OK to login to
the management console. For security reasons it is strongly recommended that you specify a
password. However, make sure you remember your new user name and password, since this is the
only way you will be able to login to the GlobeSurfer® Il from now on.

—

OPTION GlobeSurfer Il

G S

'f‘ Login

Language:

User Name:

e After choosing your password and clicking OK you will be forwarded to the Installation Wizard page.
Click OK to continue the Installation Wizard.

e The Installation Wizard helps you to quickly set the most important settings of your GlobeSurfer® lll.
If you would like to complete the Installation without using the Wizard just click Cancel.
Alternatively, click the Quick Setup icon on the left sidebar, after login in. The following sections
describe the various configuration parameters of Installation. Once you have filled the Installation
sections as described below, click the OK button to configure your GlobeSurfer® lll.

'S ]
B
EN English =lcome admin | Go to Basic Mods | f Site Map | (1) R=boot | B Legout
- H &
internet " Local /» — . i s .
3 Services '@ ) system & Shortcuts Telephone 3 SMS
Connection Network —_— 3
w = i A O &
Quick Setup )
> Installation Wizard
Follaw the instructions on each page and click ‘Next' to continue
Wizard Progress
Navigate using '= Back' and 'Next >' exit the wizard >
Click 'Finish' on the Finish page and © vith 'OK’ to accept and save the settings
Note: Changes will be discarded if you click 'Cancel
¥ Hext “ O cancel i
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Select the language and time zone you would like to use on the GlobeSurfer® Il Management Console

and Display.

O)

OPTION

GIobeSurfer I

Wieleome admin | Go de | e Sit= Map | (1) Rt Logaut | [EN English =
- s &
5 N
" Local ! services ) system ’ Shortcuts Telephone ~\ sMS
Hetwork A A :
A= e —...m,
‘O Installation Wizard: Language
Select the lznauage for Globesurfer 111
i |W|zard Progress
Nate: The current language setting will be restared if yau cancel the wizard before clicking 'OK’ (after 'Finish').
rd: Language
Telephony

| Language and region settings

Language:

Time Zone:

EN English =

[GwT (GuT=00:00)

Ce=)G=(e==]

4.3.2.

Installation Wizard: Telephony

Select the country for your telephone handset. This will adapt the telephone connector of

GlobeSurfer® Il to

work with your handset.

[ &= Back ][ “F Next ][ © cancer

)

Installatio

O O
(@)
EN English [ elcame admin | G5 1o = | Jw it Map | (1) Retoot | T Lo
- AR
[ 1 h:\.‘:nm ) services ;, T system m Shartcuts ? Telephone :\\% SMS
@ Installation Wizard: Telephony
Select the standard supported by your caller 1D box.
Wizard Progress |
| E— | Installation Wizard: Language
P Installation Wizard: Telephony
| Caller ID; ETSIDTHMF ~ I zord

GlobeSurfer® Ill
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4.3.3. Installation Wizard: UMTS

Check or change the following settings on the Installation screen to configure the UMTS connection:

oPTION GIobeSurfer |||

EN Engiish [ Welcome admin | Go to 8 (1) reboot

-~ p : - N @
¢ 4| Home Sk w ‘C”;f‘rn’;‘mn i@ h:‘:\:{'w ” Services ” /.L_ ) system ’ iw Shartcuts ’ ? Telephone ‘ ‘ sMs ’
= 8 B L A,
Quick Setup ]
Home
€ Installation Wizard: UMTS
Configure GlabeSurfer 11T UMTS =ettings.
Vizard Progress l
® Acc Point Name: Enter the APN provided by your Internet Servi Provider, or accept the default.

Installation Wizard: Language

onnect method:
Connect Manually: connect to the Internet by clicking 'Connect’ on the 'Connection Status' page in the management consale or press the 'Connect’ button on the
GlobeSurfer II1 unit

2 Automatically connect upon traffic: GlobeSurfer 111 will automatically connect when you attempt to send data via the Internet.
0 Always connected: GlobeSurfer 111 will connect to the internet when pessible and will remain connected.
# In case of inactivity, disconnect after{minutes): Set it to zero (0) if vou want the UMTS to stay connected. The maximum is 1440 minutes (24hrs). Note: Incoming traffic is

treated as inactivity

umMTS
Access point name: generalt-mobik.uk
& Connect Manually
UMTS connect methad: & Automatically connect upon traffic

C Always connected

In case of inactivity, disconnect after (minutes):

Access point name: enter the access point name as provided by your Internet Service Provider (ISP), or
accept the name already set.

UMTS connect method:
e Connect Manually: connect to the Internet by clicking Connect on the Connection Status page in
the management console or press the Connect button on the GlobeSurfer® Il unit.
e Automatically connect upon traffic: GlobeSurfer® Il will automatically connect when you
attempt to send data via the Internet.
e Always connected: GlobeSurfer® Il will connect to the internet when possible and will remain
connected.

In case of inactivity, disconnect after (minutes): the default is zero (0), meaning UMTS will stay
connected until manually disconnected. The maximum is 1440 minutes (24hrs). Note: Incoming traffic is
treated as inactivity.
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4.3.4. Installation Wizard: Wireless

SSID: the Service Set Identifier: enter a name for your local wireless network (WLAN) (maximum 32
characters).

Note: Setting the SSID to something unique will make it much easier to identify your own wireless
network, especially if there are other wireless networks available in the nearby area.

SSID broadcast: if you set the Enabled checkbox to broadcast, then other devices can detect and
connect to your WLAN. Clear the checkbox to disable broadcasting and hide the name of your network.
This provides minimal security, as other devices have to know the SSID to connect. You can install the
WLAN with this feature enabled and then disable it once you have set up GlobeSurfer® lll and its

associated wireless clients.

: 8 PTION GlobeSurfer Il

EN Engiish [ <lcame sdmin | Gs to sit= Map | {4} Retoo
r"’. - - £ \
[ Internet - Local ; — NG :
gl Home ] ot " B | services (- ) system ¢ Shortcuts 6 Telephone ‘ SMS
-4 L 3 / o
Overview Map View Quick Setup J
Home

@ Installation Wizard: Wireless

: The Service Set Identifier: enter a name for your local wireless netw

AN) (maximum 32 characters)

Wizard Progress

box to broadcast then other devices can detect and connect to your WLAN. Clear the checkbox to disable broadcasting and
inimal security as other devices have to know the SSID to connect. You can install the WLAN with this feature enabled and

Installation Wizard: Language

* 5 oadcast: If t the 'Enabled"
hide the name of y network. This pro
then disable it once you have set up GlobeSurfer III and its associated wireless clients

| Wireless |

¥ Enabled
SSiDDeborah
¥ Enabled

I &= Back || ¥ Hext ” Otan:all
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4.3.5. Installation Wizard: Wireless Encryption

In order to prohibit unauthorized access to your GlobeSurfer® Ill, make sure to apply sufficient security
and encryption on your wireless network.

If WPA2 is supported by your wireless clients it is recommended to apply WPA2 encryption to your
wireless network as it offers the highest level of security.

Depending on your choice of security method, the Wireless Encryption page will refresh with relevant
configuration choices. Unless No Encryption is selected you will be asked to enter an encryption key in
either HEX or ASCII format. HEX format requires a hexadecimal key (0-9, a-f) of various length
depending on your selection. An ASCII key consists of a pass-phrase of various length that will be
translated by the GlobeSurfer® llI” Il into a HEX key. Using an ASCII key could be easier to remember
than a HEX key, but in some cases there are compatibility issues between different vendors of wireless
equipment. Hence, if you are experiencing problems when using ASCII key, try to use HEX keys instead.

Available choices are:

e None/No encryption: this option is not recommended except during installation of your
network.

e WPA: Wi-Fi Protected Access is a 256-bit encryption method with keys that change automatically
over time.

e WPA2: a more secure version of WPA with implementation of the 802.11i standard.

e WPA and WPA2: allows both options

e 802.1X WEP: Wireless Equivalent Privacy is a 40-bit or 104-bit encryption method with user
configurable fixed keys. 802.1X indicates RADIUS support.

e WEP/Non-802.1X WEP: like 802.1X WEP but without RADIUS support.

e Authentication Only: authentication by physical MAC address.
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Welceme sdmin | Ga 1o Basic Mods | e Site Map | (1) Reboot | W Logout | [EN Englel
] 1
- " Internet = : — B
" - iy p
gl Home w R i@ P ) services e 7 system ‘:f‘ds( Shortcuts @ Telephone ‘ sMs
- : = J A b \
Overview Map View Quick Setup J
v Installation Wizard: Wireless encryption
Configure the encryption of the GlobeSurfer 111 wireless network,
Viizard Progress
Add encryption to your wireless network to prevent unautharized traffic monitoring and access:
Installation W : Language

commended except during installation of your netwark.

56-bit encryption method with keys that change automatically over time

ecure version of WPA with implementation of the 802.11i standard

bit encry

Wireless Equivalent Privacy is a 40-bit or 104- ption method with user configurable fixed keys. 802.1X indicates RADIUS support.

: Like 802.1X WEP but without RADIUS support.

Authentication by physical MAC addi

ommended as it provides the higher rity due to the longer key that changes automatically. You must configure your wireless PC clients to use

1d each oth g W encryption ha n wired (Et ctions

lect the desired level (104 srovides higher security). Enter the 1 hexadecimal (10 or 26 ¢ cters), or in plain text (ASCII) format (5 or

characters.Note: Not all wireless client equipment supports ASCII-text
port it.

AZ: Enter the Pre-Shared key as a plain text (ASCII) pass-phrase of at le

Configuring W
xperiencing problems, use the hexadecimal key format since most vendor:

format. If you

Security I

Security: None - I

Note: WPA/WPA?2 is recommended as it provides the higher level of security due to the longer key that
changes automatically. You must configure your wireless PC clients to use the same encryption type
and keys. Otherwise the devices will not understand each other. Enabling wireless encryption has no
security effect on wired (Ethernet) connections.

Configuring WEP: select the desired level (104-bit provides higher security). Enter the Pre-Shared key in
hexadecimal (10 or 26 characters), or in plain text (ASCII) format (5 or 13 characters).

Configuring WPA/WPA2: enter the Pre-Shared key as a plain text (ASCIl) pass-phrase of at least 8
characters. Note: not all wireless client equipment supports ASClI-text format. If you are experiencing
problems, use the hexadecimal key format since most vendors support it.

4.3.6. Installation Wizard: Firewall Policy

The GlobeSurfer® Il has three different predefined Firewall Policies:
e Minimum Security: lowest level of firewall security allowing both incoming and outgoing traffic.
e Typical Security: offers some firewall security, but is still open for all connections initiated from
clients connected to the GlobeSurfer® IIl.
e Maximum Security: highest level of firewall security where only most commonly used protocols
are allowed also for local clients trying to connect to the Internet.

To learn more about these predefined security levels, please refer to section 8.2. It is also possible to
add more advanced firewall policies than these three predefined levels.
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“OPTION GlobeSurfer Il

O O
EN English ¥

/ 4 - - »
i ,/: Quick (Ll Internet Local
g E’; tons }" Setup Q Connection f’ Network ” -

Overview  Wap View  [REEIERERRVEREY  Quick Setup J
Home

@ Installation Wizard: Firewall policy

The GlobeSurfar 111 firewall has three pre-defined levels of security. The default, 'typical security’, blocks traffic initiated by an external (Internet) source, and allows traffic
initiated from the local network. |V\nlard Progress

Installation Wizard: Langusge

| Firewall | Installation Wizard: Telephony
Installation Wizard: UMTS

| Firewall palicy:

- I Installation Wizard: Wireless
Installation Wizard: Wireless encryption
P installstion Wizard: Firewsll policy
Installation Completed
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4.3.7. Installation Wizard: Finish

The last page of the Installation Wizard shows all the settings made on previous pages. If they all look
correct, press the Finish button to apply these settings.

If you want to change any settings, use the Back button to navigate to the appropriate page and modify
that setting.

Press the Exit button if you want to quit the Installation Wizard without applying any new changes.

orTioON GlobeSurfer Il

EN English [ Welcome sdmin | @0 to BasicMode | ghe Sit= Map | (£) Rebcot | W Logout
"c’ /-- Quick B et R ; AR
[ | £ [ 3 S
g, ;_‘ Home Sy 8 ikt " el ) Services @ ) System ﬁ Shoricuts Telephone \_% SMs.
P -— = —
Overview  Map View Quick Setup )
Home
> Installation Completed
Web interface and display Wizard Progress |
o Language: EN English Installation Wizard: Language
ion Wizard: Telephony
n Wizard: UMTS
Telephony Installation Wizard: Wireless
n Wizard: Wireless encryption
(¥4 Caller 1D: ETSI DTMF Installation Wizard: Firewall policy
P Installation Completed
umTS
o7 Access paint name: general.t-mobile.uk
UMTS connect methad: Connect Manually
In caze of inactivity, disconnect after jmnutes): 0
Wireless
o Wireless: Enabled
SSID: SSIDDeborah
SSID Broadcast: Enabled

Wireless Securily Settings

Encryption: WEP
Encryption Key: livvy

Firewall

of Firewall palicy: Typical Security
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5. Quick Setup

&)

hr

oPTION GlobeSurfer Il

[

-
Local :, = A\ f
“’ Network ” = Services ” w ) Ssystem ”(;‘g}i Shortcuts

*  Quick Internet

3 5\
Setup ”w Connection ‘Q Telephone ‘I ‘ SMS

J

///4.

#

Quick Setup

Web interface and display

Language:

Telephony

Caller ID:

ETSIOTHF ~

umMTS

UMTS connect method:

Access point name: generali-mobik.uk

& Connect Manually

In case of inactivity, disconnect after jminutes):

Wireless

[ Enabled
SSiDDeborah

[ Enabled

You can use the Quick Setup screen to change the main settings needed to use GlobeSurfer® IlI:

Web interface and display

e Language: select the language for GlobeSurfer® Ill. The current language setting will be restored
if you do not apply the settings.
Telephony
e Caller ID: select the country for the telephone handset interface, options available are:
e ETSIDTMF
e ETSI FSK ring pulse
e ETSI FSK dualtone
e ETSI FSK Line reversal + dualtone
e ETSI FSK during ring
e Bellcore
e Australia
UMTS
e Access point name: as provided by your mobile operator
e UMTS connect method: radio button with the following choices:
e Connect Manually: connect to the Internet by clicking Connect on the Connection Status page in

the management console or press the Connect button on GlobeSurfer® Il|

Automatically connect upon traffic: GlobeSurfer® Ill will automatically connect when you
attempt to send data via the Internet

Always connected: GlobeSurfer® Il will stay connected
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e In case of inactivity, disconnect after (minutes): The default is 10 minures. Set it to zero (0) if
you want the UMTS to stay connected. The maximum is 1440 minutes (24 hours). Incoming
traffic is treated as inactivity.

Wireless
The following settings are the most important for the local Wireless LAN:
e Wireless: click on the Enabled checkbox to enable this function

e SSID: the Service Set Identifier — enter a name for your local wireless network (WLAN)
e SSID Broadcast

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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6. Internet Connection

The WAN Cellular connection connects GlobeSurfer® Il to the Internet and other networks through
GSM or UMTS mobile telecommunications standards. The WAN Cellular Properties screen displays a
summary of the connection.

From this screen you can click on the tabs at the top left hand side to route to the following detailed
screens:

e General - summary of wireless connection (see section 6.1)

e Settings - general communications parameters (see section 6.2)

e Routing - sets static or dynamic routing options (see section 6.3)

e Advanced - activate firewall for network connection (see section 6.4)

6.1. General

The WAN Cellular connection connects the GlobeSurfer® Il to the Internet and other networks through
the GSM and UMTS mobile telecommunications standards. The WAN Cellular Properties screen displays
a summary of the connection properties.

Ia)

"OPTION GlobeSurfer Il

¢

= — Jo
i@ :zf\i‘wk Services /{. D System @@okf  shortcuts
- LS b,

$ Telephone H ‘ SMS

Lo Guick internet
r, setup !..‘:? Connection

51/ WAN Cellular Properties

["General | Setiings | Routing
=

Name: VAN Celllar

WAN
Device Name: ethl

Status: Status working
Networlk: WAN
Connection Type: Cellular

IP Address: 10

Subnet Mask: 25

DNS Server: 14 82.12
149.254.201.126

Access point name: general.t-maobile.uk

Operator: T-Mobile

Signal strength: Low (-93 dBm)

Connection status: Connected

Received bytes: 29.8 [MB]

Sent bytes: 6.7 [MB]

Total connection time: 38:39:04 [hh:mm:ss]
Current connection time: 38:38:33 [hh:mm:ss]

l @ ok ” @ Appiy “ OCanm]

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.
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6.2. Settings

The top part of the configuration window displays general communication parameters. It is not
recommended to change the default values in this screen unless you are familiar with the networking

concepts they represent. Since your gateway is configured to operate with the default values, no
parameter modification is necessary.

)

"OPTION GlobeSurfer lI

1) revoot | B Logou

* Quick Internet

"‘{} Setup ” w Connection

I ‘ SMs

[«
P )\/ Shortcuts
)

-
Local :/ - .
l’ Network ” ‘_-,‘.—-.— Services ” -/ System " § Telephone

1) WAN Cellular Properties

[ eneml [ settings | Reuting [ Advanced 1
Device Name: sthi
Status: Status working
Schedule:
Metwork: I;,-,u -
Connection Type: Cellular
MTU: |,;utcmat|c =| 1500

Internet Protocol

[ override Subnet Mask

[DIIS Server Obtain DNS Server Address .—}ulcmsl\ca”y;l ]
umTS

Access point name: general.t-mobile.uk

Metwork Authentication: Irlcns >

Login User Name (ssss sensitve):

Login Password:

Metwork type: Inutcmatic 'I

UMTS connect methad: % Connect Manually

" Automatically connect upon traffic

' Always connected

You can configure the following general connection settings:

e MTU: this is the Maximum Transmission Unit. It specifies the largest packet size permitted for
Internet transmission. Manual, allows you to enter the largest packet size that will be
transmitted. The recommended size, is 1492. You should leave this value in the 1200 to 1500

range. To have the gateway select the best MTU for your Internet connection, select Automatic
(default setting).

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

GlobeSurfer® llI Page 24 of 180 TECHNICAL REFERENCE MANUAL



~

OPTION
O O WIRELESS TECHNOLOGY

6.3. Routing

You can choose to setup your gateway to use static or dynamic routing. Dynamic routing automatically
adjusts how packets travel on the network, whereas static routing specifies a fixed routing path to
neighbouring destinations.

—

"OPTION GlobeSurfer Il
O C
EN English Velcome sdmin | Go to Basic Mod= | S site Map | (1) Reocot | B Logoud
7 ' . Quick Internet = Local /"’ i A 4 3
) o PN < B
’ g fome - # Setup w kit on 'ﬂ PR = Services . ‘e system Imi Shortcuts . ® Telephone @ ™

1) WAN Cellular Properties

[ Genersi | setiings [ Routing | Advenced |

Routing Mode: [nerr =
20

Device Metric:

vl Default Route

[T Routing Information Protocel (RIP)

Routing Table

Hame Destination Gateway Netmas| k Metric Status Action

New Route

You can configure the following routing settings:

e Routing Mode: select one of the following routing modes:

e Route: use route mode if you want your GlobeSurfer® Il to function as a router between
two networks.

e NAPT: Network Address and Port Translation (NAPT) refers to network address translation
involving the mapping of port numbers, allowing multiple machines to share a single IP
address. Use NAPT if your LAN encompasses multiple devices, a topology that necessitates
port translation in addition to address translation.

e Device metric: this is a value used by the gateway to determine whether one route is superior to
another, considering parameters such as bandwidth, delay, and more.

o Default Route: select this checkbox to define this device as the default route.

e Multicast - IGMP Proxy Default: IGMP proxy enables the system to issue IGMP host messages on
behalf of hosts that the system discovered through standard IGMP interfaces. IGMP proxy
enables the routing of multicast packets according to the IGMP requests of LAN devices asking
to join multicast groups. Select the checkbox to enable this feature.

e Routing Information Protocol (RIP): select this checkbox to enable the Routing Information
Protocol (RIP). RIP determines a route based on the smallest hop count between source and
destination.

e Routing Table: allows you to add or modify routes when this device is active. Use the New Route
button to add a route or edit existing routes.

Press the OK button to apply changes and go back to the previous screen.
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Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

6.4. Advanced

Your gateway's firewall helps protect your computer by preventing unauthorized users from gaining
access to it through a network such as the Internet. The firewall can be activated per network
connection.

)

PPTIan GlobeSurfer Il

®

™

m Shortcuts
{

Internet

| \\‘ SMS

Services /;. \' System
~3 b

J =

= Local
l’ et rorts » Telephone

(%  Quick 1
,’:‘: Setup w Connection

)| WAN Cellular Properties
5 Routing | Advanced |_

[lmemez Connection Firewall [¥ Enabled ]

I @ ox I[ @ apply ” Q) cancel I

To enable the firewall on this network connection, select the Enabled checkbox. To learn more about
your gateway's security features, please refer to section 8.2.

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.
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7. Local Network

This area provides an overview of and the ability to configure local network, storage and printer
settings.

From this screen you can click on the tabs at the top left hand side to route to the following detailed
screens:

e Overview - overview of local network, storage and printers (see section 7.1)

e Device - list of all devices in local network with ability to drill down to see detail (see section 7.2)
e Wireless - overview of wireless network with ability to drill down to see detail (see section 7.3)
e Shared Storage - manage your system storage area, disks and RAID devices (see section 7.4)

e Shared Printers - shows printers attached to the device via the USB connection (see section 7.5)

7.1. Overview

This screen displays an overview of the local network, storage and printers, and provides access to
further screens where individual devices, wireless network, shared printers and shared storage can be
configured and modified.

~

OPTION GIobeSurfer |||

Telepho “ ‘ sms

Local /" > ?
: Services e ) system ‘_,~ Shorte
Network a— =

r
dagF  ouick internet
V4 Setup w Connection

ol Device Wireless Shared Storage

777-‘
##® Overview

% Local Network 1 Computers Connected

# of locas-6574cf835 (me) 192.168.1.2 Connected Block

[F storage No Disks Connected

Se Printers No Printers Connectad

The following data is displayed:
e Local Network: the number of computers connected is shown. For each computer the following
data appears:

o Type

e Name

e |P address
e Status

e Block status
e Storage: the number of external hard disk drives connected is shown
e Printers: the number of printers connected is shown
Press the Refresh button to refresh the screen.

GlobeSurfer® llI Page 27 of 180 TECHNICAL REFERENCE MANUAL



~

OPTION
O O WIRELESS TECHNOLOGY

7.2. Device

This screen displays a list of all the devices in the local network along with their status, and provides the
ability to modify and delete each entry.

“OPTION GlobeSurfer llI

ssic Mods | e Site Mep cot | M Logou
§ Telephone ” ‘ sms

(4% Quick Internet
/’ Setup w Connection

B8 Wireless Shared Storage Shared Printars

For each device the following data is displayed:

e Name
e Number of computers connected
e Status

Clicking on a LAN Bridge entry routes you to the LAN Bridge Properties screen in the System/Network
Connections/General part of the system (see section 9.4.1)

Clicking on a LAN Ethernet entry routes you to the LAN Ethernet Properties screen in the
System/Network Connections/General part of the system (see section 9.4.1)

Clicking on a LAN Wireless 802.11g Access Point entry routes you to the LAN Wireless 802.11g Access
Point Properties screen in the System/Network Connections/General part of the system (see section
9.4.1)

7.3. Wiireless

From this screen you can click on the tabs at the top right hand side to route to the following detailed
screens:

e Qverview (see section 7.3.1)
e Settings (see section 7.3.2)
e Advanced (see section 7.3.3)
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7.3.1. Overview
This screen provides an overview of the wireless network.
JOPTION GlobeSurfer Il
- Welcome admin | Go to Basic Mode | g Sits Map | (1) Recoot | B Logou

@

F P i d M
|!}:? et ﬂ Shortcuts ? elephone ’ ’ SMS l

Internet , Local / =
nterne =
' Hetwork N -tooces = D system
o [*

ared Storsge  Shared Printers ]

1) Overview

Enable Wireless: [¥ Enabled

Wireless Network (SSID):

eborah
802.11 Mode:

Security:

The following data is displayed:

e Enable Wireless: click to checkbox to enable wireless functionality

e Wireless Network (SSID): the SSID is the network name shared among all points in a wireless
network. It must be identical for all points in the wireless network. It is case-sensitive and must
not exceed 32 characters (use any of the characters on the keyboard).

e 802.11 Mode: select the wireless communication standard that is compatible with your PC’s
wireless card. Options are:
e 802.11b/g Mixed
e 802.11g Only
e 802.11b Only

e Security: choose the required security option from the drop down box, options are:
e None
e Web Authentication
e Password Protected (WPA)

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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7.3.2. Settings
This screen enables you to enter more wireless settings.
S TaEs GlobeSurfer lli
EN Engligh =lcome admin | Go to Basic Mode | g Site Map | (1) Reboot | ¥ Logou

Quick Internet Ia Local
Network

@ Telephone ” ‘ sMS

n}ﬂﬁ}? Shortcuts
A |

| Services ”;.: 7 System ’
i J

/j Setup ” w Connection
irele

Shared Storage Shared Printers

Authentication Method:

The following data is displayed:
e SSID Broadcast: click on this checkbox to enable the SSID's broadcast. SSID broadcast is used in
order to hide the name of the AP (SSID) from clients that should not be aware of its existence.
e Channel: choose the appropriate channel from the drop down list provided to correspond with
your network settings. All devices in your wireless network must be broadcast on different
channels in order to function correctly.
e Security: choose the appropriate security option from the drop down list

e None

e WPA

e WPA2

e WPA and WPA2
e 802.1X WEP

e Non-802.1X WEP
e Authentication Only
e Clean Mac List: click this button to clean the Mac list

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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7.3.3. Advanced

From this screen you can click on the tabs at the top left hand side to route to the following detailed
screens:

e General (see section 7.3.3.1)

e Settings (see section 7.3.3.2)

e Wireless (see section 7.3.3.3)

e Advanced (see section 7.3.3.4)

7.3.3.1. General

GIobeSurfer III
s el r=
> 5 g 3
‘ !:Q \Cn;z:‘n;‘mn ] '; hg:\i‘mk H B Seices ” é;'/‘) Systemn ”ﬁ Shorteuts ? Telephone | % SMS
LAN Wireless 802.11g Access Point Properties SR —
_J General | =t sless | Advanced d
2::; e, :;; Wireless 802 11g Access Pain
Status: Connected
s Wi 2.11g Access Point
Comifond Rt e
Upload Rate: 54 Mbps
MAC Address: 00:0c:e3:65:f6:ab
1P Address Distribution: Disabled
Encryption: Disabled
Received bytes: 29.5 [MB]
Sent bytes: MB]
Total connection time: :47:39 [hh:mm:ss]
Current connection time: 37:17:17 [hh:mmi:ss]
l @ ok " @ apply I[ Q) cancel |
Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.
7.3.3.2. Settings
e T e GlobeSurfer Il
”lEr‘g\ e €12 retoa Logout
= @ |2 e ol o e | =]

Overview | Settings |[NNERE=T]

- LAN Wireless 802.11g Access Point Properties
[[Ger=l | Settings | Wisie= | Advences |

Status

Network:

02.11g Access Point
1658 al
Automatic =] 1500

[ & ox I[ @ appy ][ ocam:EI]

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.
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% Internet
!& Connection

Services ” D) system ’
L 4 <‘g=
e

)

Shoricuts

|’ Telephone

Shared Printers

Overview  Device Shared Storage

Wireless

~)}) LAN Wireless 802.11g Access Point Properties

[ Genersl [ Settings [ Wireless | Advancsd |

Overview | Settings |[FIETEE

Wireless Network (SSID):
[V S5ID Broadcast
802.11 Mode:

Channel:

Network Authentication:
MAC Filtering Mode:

SSDDcberan

IECZ 11b/g Mixed &
Inulcmatuc >| Fec

Open System Authentication ¥

ID\:EI:IE -

MAC Filtering Table

MAC Address
New MAC Address

Action

Security

Authentication Only &

Authentication Method:

Web Authentication

Clean MacList

[W\re\ess QoS (WMM)

[ Enabled

Transmission Rate:
CTS Protection Mode:
CT5 Protection Type:

Auto ¥
None |+
cis-only 7]

Press the OK button to apply changes and go back to the previous screen.

Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

7.3.3.4. Advanced

N 5

.‘OPTION

0 0

GlobeSurfer Il

| o Site Mas | (1) Retoot | W Logow

Welcome admin | Go to Besic Mode

'; Local
AL Network

(ol Internet
w Connection

Shared Printers

‘ ’ | Home ’
[ overview

Shared Storage

e

Services @ ) System ﬂ Shortcuts
|

9 Telephane ‘\% sms
—¥

Device
Wireless
'j{]e LAN Wireless 802.11g Access Point Properties

General | Settings | Wireless

Advanced L

Overview | Settings [T

[Internet Connection Firewall

[ Enabled

| Additional IP Addresses

IP Address.
New IP Address

Subnet Mask

“ @ appiy ][ Q) cancel I

Press the OK button to apply changes and go back to the previous screen.

Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.
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7.4. Shared Storage/Disk Management

This screen enables you to manage your system storage area, disks and RAID devices.

GlobeSurfer lll

Wt i [ B o g v e 1Y v 1l
— 2
Services (=7 system ﬁ Shortcuts ? Telephone % sms

‘ Status: No Disks Connected

Device Hame Type Status Total Space Free Space RAID Action
Add RAID Device g

kS
ol
e
3
o
o
o
|
3
c
F
i
o
N
3
i
i
o
3
o
o
v
g
T
u
] 3
o
3
"
H
3
H
[
u
i
o
7
H
o
a
o
e =)L =/ _J

Press the Refresh button to update the status

[= -1 ][ @ Aeely ][ Q) cancel ” @} Refresh J

The following data is displayed:
e Enabled: click this checkbox to enable disk management
e Status: this shows the status of disk management and how many disks are connected
e System Storage Area
e Status: shows the status of the system storage area and whether it is connected
e Automatically Create System Storage Area: click this checkbox to automatically create a
system storage area
e Disks: for each disk the following data appears:

e Device

e Description
e Type

e Sijze

e Partitions
e RAID Devices: for each RAID device the following data appears:

e Device
e Name
o Type
e Status

e Total Space
e Free Space
e RAID
e Action
e Add RAID Device: click to add a new device and go to the RAID Properties screen (see section 7.4.1)
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Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the previous screen.
Press the Refresh button to refresh the screen.

7.4.1. RAID Properties

This screen enables you to add a RAID device.

)

"OPTION GIobeSurfer |||

. R
T Internet ocal / >, ]
: <3 Teleph SMS
w il ] PR Services System Shortcuts elephone .
3 = P
| shared siorzoe TN ]
Blease choose RAID level, RAID devices and mount paint name for the created
device,
RAID Level: RADD [T,
Mount Paint:
l ¥ Next ] © cancel I

The following data can be entered:
e RAID level: choose one of the following options from the drop down list:

e RAIDO
e RAID1
e RAID5

e Mount Enabled: add a mount point name for the created device

Press the Next button to apply changes and add another device.
Press the Cancel button to reject changes and go back to the previous screen.
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7.5. Shared Printers/Print Server

GlobeSurfer® Il includes a print server that allows printers attached to the device via the USB
connection to be shared by all computers on the LAN.

')

OPTION GlobeSurfer I

m
Internet

Welceme sdmin | Go to Basic Mode | Jw Sile Map Reboat | 1 t
i = Local /’ - 2 b
3 = Services a ) System ogis Shortcuts § Telephone - SMS
w hrmiachon [ Network o e m R ‘
) s

EUSE Il Shared Printers. ]

L%  Quick
Setup

“9@ Print Server

¥ Enabled
™ spool to Disk
W Allow t Access

¥ LPD Support

¥ 1PP Support

¥ Microsoft Shared Printing Support

Printers

Printer Status Jobs in Queue Jobs Printed Action

ress the Refresh button to update the status

I & ox II @ appiy Il Q) cancel Hl}:, Relresh]

On this screen you can see information about your printer, as well as view a list of print jobs (when
prints are in the queue).

The following checkboxes can be modified:
e Enabled

e Spool to Disk

e Allow Guest Access

e LPD Support

e |PP Support

e Microsoft Shared Printing Support

For each print job, the following data is displayed:

e Printer

e Status

e Jobsin Queue

e Jobs Printed

e Action

e Storage: the number of external hard disk drives connected is shown
e Printers: the number of printers connected is shown

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the previous screen.
Press the Refresh button to refresh the screen.
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8. Services
8.1. Overview
OPTION GlobeSurfer Il
EN English elcame admin | Ga to Basic Made | e Site Mg | (£) Resoot | B Logout

irewall VPN Storage  DONS _ Advanced ]

' Overview

-

I_ Services

i Firewall
< Typical Security

=

Personal Domain Name

This screen displays icons/hyperlinks for the various services available:

e Firewall : this hyperlink routes to the Firewall Overview screen

e File Server : this hyperlink routes to the File Server Overview screen

e Print Server : this hyperlink routes to the Print Server Overview screen

e |PSec : this hyperlink routes to the IPSec Overview screen

e Personal Domain Name : this hyperlink routes to the Personal Domain Name Overview screen

Each service also shows a summary description of the status of the service.

8.2. Firewall

The GlobeSurfer® Ill includes comprehensive and robust security services: Stateful Packet
Inspection Firewall, user authentication protocols and password protection mechanisms. These
features together allow users to connect their computers to the Internet and simultaneously to be
protected from the security threats of the Internet.

The firewall, the cornerstone of the GlobeSurfer® IlI’s security services, has been exclusively tailored
to the needs of the residential/office user and has been pre-configured to provide optimum
security.

The GlobeSurfer® III’s firewall provides both the security and flexibility that home and office users
seek. It provides a managed, professional level of network security while enabling the safe use of
interactive applications, such as Internet gaming and videoconferencing.

The GlobeSurfer® llI's firewall supports advanced filtering, designed to allow comprehensive control
over the firewall’s behaviour. You can define specific input and output rules, control the order of
logically similar sets of rules and make a distinction between rules that apply to WAN and LAN
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network devices.
e The Overview screen allows you to choose the security level for the firewall (see section 1.1.1).

e The Access Control screen can be used to restrict access from the local network to the Internet
(see section 8.2.2).

e The Port Forwarding screen can be used to enable access from the Internet to specified services
provided by computers in the local network and special Internet applications (see section 8.2.3).

e The DMZ Host screen allows you to configure a LAN host to receive all traffic arriving at your
GlobeSurfer® lll, which does not belong to a known session (see section 8.2.4).

e The Port Triggering screen allows you to define port triggering entries, to dynamically open the
firewall for some protocols or ports (see section 1.1.1).

e The Website Restrictions screen allows you to block LAN access to a certain host or Web site on
the Internet (see section 8.2.6).

e The NAT (Network Address Translation) screen allows you to hide the computers in your
network so they cannot be found or directly accessed from outside your network (see section

8.2.7).

e The Connections screen allows you to view all the active connections on the system (see section
1.1.1).

e The Advanced Filtering screen allows you to implicitly control the firewall setting and rules (see
section 1.1.1).

e The Log screen allows you to view and configure the firewall Log (see section 1.1.1)

GlobeSurfer® llI Page 37 of 180 TECHNICAL REFERENCE MANUAL



~

OPTION
O O WIRELESS TECHNOLOGY

8.2.1. Overview

)

OPTION GlobeSurfer I

O O
Local =% g -
|’w et (| o 1" > system Hw snorcts || G Toeonone | @ i
B = A

VPN Storage  DDMS __ Advanced J

Services

Access Cantral | Port Forwarding | DMZ Host | Port Triggering | Website Restrictions | NAT | Connections | Advanced Filtering | Log

v'Z General

 Maximum Security

urity
Reject.
ation settings will override the security inbound

Policy: Accept.

Use the Overview screen to configure the gateway’s basic security settings.

The firewall regulates the flow of data between the home network and the Internet. Both
incoming and outgoing data are inspected and then either accepted (allowed to pass through
GlobeSurfer® lll) or rejected (barred from passing through GlobeSurfer® Ill) according to a
flexible and configurable set of rules. These rules are designed to prevent unwanted intrusions
from the outside, while allowing home users access to the Internet services that they require.

The firewall rules specify what types of services available on the Internet may be accessed from
the home network and what types of services available in the home network may be accessed
from the Internet. Each request for a service that the firewall receives, whether originating in
the Internet or from a computer in the home network, is checked against the set of firewall
rules to determine whether the request should be allowed to pass through the firewall. If the
request is permitted to pass, then all subsequent data associated with this request (a “session”)
will also be allowed to pass, regardless of its direction.

For example, when you point your Web browser to a Web page on the Internet, a request is
sent out to the Internet for this page. When the request reaches GlobeSurfer® Il the firewall
will identify the request type and origin, HTTP and a specific PC in your home network, in this
case. Unless you have configured access control to block requests of this type from this
computer, the firewall will allow this request to pass out onto the Internet (see section 8.2.2 for
more on setting access controls). When the Web page is returned from the Web server the
firewall will associate it with this session and allow it to pass, regardless of whether HTTP access
from the Internet to the home network is blocked or permitted.

The important thing to note here is that it is the origin of the request, not subsequent responses
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to this request, that determines whether a session can be established or not.

You may choose from among three pre-defined security levels for GlobeSurfer® Ill: Minimum,
Typical and Maximum. The table below summarizes the behaviour of GlobeSurfer® Il for each

of the three security levels.

Security level

Requests Originating in the
WAN (Incoming Traffic)

Requests Originating in the
LAN (Outgoing Traffic)

Maximum Security

Blocked: No access to home
network from Internet,

except as configured in the
Port Forwarding, DMZ host
and Remote Access screens

Limited: By default, only
commonly-used services,
such as Webbrowsing and e-
mail, are permitted *

Typical Security

Blocked: No access to home
network from Internet,

except as configured in the
Port Forwarding, DMZ host
and Remote Access screens

Blocked: No access to home
network from Internet,

except as configured in the
Port Forwarding, DMZ host
and Remote Access screens

Minimum Security

Unrestricted: Permits full
access from Internet to
home network; all
connection attempts
permitted.

Blocked: No access to home
network from Internet,

except as configured in the
Port Forwarding, DMZ host
and Remote Access screens

* These services include Telnet,

applications) tend to use these ports, if they cannot connect with their own default ports. When

FTP, HTTP, HTTPS, DNS, IMAP, POP3 and SMTP. The list of
allowed services at '‘Maximum Security' mode can be edited in the Access Control page.
Attention: Some applications (such as some Internet messengers and Peer-To-Peer client

applying this behaviour, these applications will not be blocked outbound, even at Maximum

Security Level.

Choose from the among the three pre-defined security levels described in the table above:

e Maximum Security: if this option is chosen, remote administration settings will override
the security inbound policy and outbound access is allowed to the following services :
DHCP, DNS, IMAP, POP3, HTTPS, FTP and Telnet.

e Typical Security: this is the default option where remote administration settings will
override the security inbound policy.

e Minimum security: this option is not recommended as it may expose the home network

to significant security risks, and thus should only be used, when necessary, for short

periods of time.

e Block IP Fragments: click this checkbox in order to protect your home network from a
common type of hacker attack that could make use of fragmented data packets to

sabotage your home network. (Note that VPN over IPSec and some UDP-based services
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make legitimate use of IP fragments. You will need to allow IP fragments to pass into
the home network in order to make use of these select services.)

Press the OK button to apply changes and go back to the Home screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the Home screen.

8.2.2. Access Control
OPTION GlobeSurfer IlI
ofe]
EN Engfish lcome admin | Go to BasicMaods | g Site Map | (1) Reboot | T Logo
g rome H P = J ) Lo W |Q l, sorrs || Y roone | &
raca 2 A | |
Owverview fﬁ VPN Storage DDNS -‘-\ﬂ‘.‘i\"ad

overview | Port Forwarding | DMZ Host | Port Triggering | Website Restrictions | NAT | Connections | Advanced Filtering | Lo

w's. Access Control

Block access to Internet services from within the LAN

Local Host Local Address Protocols Status Action
New Entry

You may want to block specific computers within the home network (or even the whole
network) from accessing certain services on the Internet. For example, you may want to prohibit
one computer from surfing the Web, another computer from transferring files using FTP, and
the whole network from receiving incoming e-mail.

Access Control defines restrictions on the types of requests that may pass from the home
network out to the Internet, and thus may block traffic flowing in both directions. It can also be
used for allowing specific services when maximum security is configured. In the e-mail example
given above, you may prevent computers in the home network from receiving e-mail by
blocking their outgoing requests to POP3 servers on the Internet.

There are numerous services you should consider blocking, such as popular game and file
sharing servers. For example, if you want to make sure that your employees do not put your
business at risk from illegally traded copyright files, you may want to block several popular P2P
and file sharing applications.

This screen offers the facility to block access to Internet services from within the LAN. Entries
can be added, edited or deleted.

The following fields are displayed:
e Local Host: identifier
e Local Address: computer to apply the access control rule to
e Protocols: type of protocol
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e Status: shows the status of the access control rule
e Action: options for adding new entries or editing or deleting existing ones

Click on New Entry - this routes to the Add Access Control Rule screen (see section 8.2.2.1)
Click on the edit icon - this routes to the Edit Access Control Rule screen (see section 8.2.2.2)
Press the OK button to apply changes and go back to the Home screen.

Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the Home screen.

Press the Resolve Now button to check the screen.
Press the Refresh button to refresh the screen.

8.2.2.1. Add Access Control Rule

O PTION GlobeSurfer Il
EN Engish elcome dmin | Go to Basiz Mode | J Site Map | (1) Reboot | B Logo
? “ 7 o ’w “ "o, H D o |<~, “@i e | Q@ rocnn ” o o
;,:)'.;j:" Add Access Control Rule S e e e ey —_— T
[Froteca BT = ]
This screen allows the entry of new access control rules. The following fields should be
entered:

e Address: specify the computer or group of computers to apply the access control rule
to: options available are:
0 Any
0 User Defined — this routes to the Edit Network Object screen (see section
8.2.2.3)
0 Specific computer address in your LAN
e Protocol: type of protocol that will be used: choose from the drop down list:
0 Any
0 User Defined — this routes to the Edit Service screen (see section 8.2.2.5)
0 Show Basic Services — if this option is chosen a reduced list of options is
displayed including:
= FTP - File Transfer
=  HTTP - Web Server
=  HTTPS — Secured Web Server
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IMAP — Messaging Server

L2TP — Layer 2 Tuneling Protocol

Ping — ICMP Echo Request

POP3 — Incoming Mail

SMTP — Outgoing Mail

SNMP — Simple Network Management Protocol
Telnet — Remote Connection

TFTP — Trivial File Transfer Protocol

Traceroute — Route Tracking Utility

0 Show All Services —a more comprehensive list of services is displayed
e Reply an HTML Page to the Blocked Client: click this checkbox to send an HTML page
to the client when access is blocked — this is checked by default
e Schedule: define the time period during which this rule will take effect:
0 Always — access is always controlled
0 User defined — this routes to the Edit Scheduler Rule screen (see section
8.2.2.7)

Press the OK button to apply changes and go back to the Access Control screen.
Press the Cancel button to reject changes and go back to the Access Control screen.

8.2.2.2. Edit Access Control Rule

~

TOPTION

GlobeSurfer Il

c Mo | Jo site bap | (1) Reboo
£ Quick = [ t = Local / - B )
L uick || (LSl Interne ocal = L, P "
vy 4 Setup w P " Rt Services (e ] System :@w Shortcuts ? Telephone ‘ SMS
Y 4 2 "r" — ay >
] vPN__ storage  DONS __ Advanced ]
Firewall
o Port Forwarding | DMZ Host | Port Triggering | Website R IAT | Connections Ad d Fittering | L
1 2
vz Edit Access Control Rule
[Address Any - I
[Frolocnl Ay - ]
l [¥ Reply an HTML Page to the Blocked Client ’
[Schadul Always I
| @ ok ” O cance i

This screen allows the editing of existing access control rules. The following fields should be

entered:

e Address: specify the computer or group of computers to apply the access control rule
to: options available are:

0 Any

0 User Defined — this routes to the Edit Network Object screen (see section
8.2.2.3)
0 Specific computer address in your LAN
e Protocol: type of protocol that will be used: choose from the drop down list:
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0 User Defined — this routes to the Edit Service screen (see section 8.2.2.5)
0 Show Basic Services — if this option is chosen a reduced list of options is
displayed including:

FTP - File Transfer

HTTP — Web Server

HTTPS — Secured Web Server
IMAP — Messaging Server

L2TP — Layer 2 Tuneling Protocol

Ping — ICMP Echo Request
POP3 — Incoming Mail
SMTP — Outgoing Mail

SNMP — Simple Network Management Protocol

Telnet — Remote Connection

TFTP — Trivial File Transfer Protocol
Traceroute — Route Tracking Utility
0 Show All Services —a more comprehensive list of services is displayed
e Reply an HTML Page to the Blocked Client: click this checkbox to send an HTML page

to the client when access is blocked — this is checked by default
e Schedule: define the time period during which this rule will take effect:
O Always —access is always controlled
0 User defined — this routes to the Edit Scheduler Rule screen (see section
8.2.2.7)

Press the OK button to apply changes and go back to the Access Control screen.
Press the Cancel button to reject changes and go back to the Access Control screen.

8.2.2.3.

Edit Network Object

"OPTION

GlobeSurfer [l

Local
Network —
=

Services H;: _'\. System

i
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]

sic Mcods | 8 Site Map
» Telephone “ ‘ sMs

Shortcuis l

§¥ Edit Network Object

Port For

rwal

rding

DMZ Host

Port Triggering | Website Restrictions | NAT | C.

Network Object

Description:

ltems

New Entry

Item

Action
o

This screen allows the editing of network objects. The following fields should be entered:

e Description: type the description of the object
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Click on New Entry - this routes to the Edit Item screen (see section 8.2.2.4)

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

8.2.2.4. Edit Item

—

0 QO
EN English Welcome admin | Go to Basic Mode | S Site Map | (1) Retoot | B Logeu
'_ " 2 Quick Internet = /'/"‘1 3 N
4 ; = il

g U Home v Setup w Connection Iﬂ Network - Services - System w Shortcuts ? Telephone ‘ SMs

= (2 & | )| = il A J S
[ Overview VPN Storage  DONS ___ Advance d ]
Firewall

- Overview TPl Port Forwart ding | DMZ Host | Port Triggering | Website Restrictions | MAT | Connections | Advanced Filtering | Log
#@ Edit Item

Network Object Type: ddress
1P Address: 0 -0 {0 1|0
& ox ” © cancal l

This screen allows the editing of network object types. The following fields should be
entered:
e Network Object Type: choose from the drop down list:
O IP Address, then enter
= |Paddress
0 IP Subnet, then enter
=  Subnet IP Address
= Subnet Mask
0 IP Range, then enter
=  From IP Address
= To IP Address
0 MAC Address, then enter
=  MAC Address
=  MAC Mask
0 Host Name, then enter
= Host Name
0 DHCP Option, then choose from the drop down list:
= 60:Vendor Class ID
= 61:ClientID
= 77:UserClass ID
= then enter the appropriate ID

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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8.2.2.5. Edit Service

N )
EN English vI eleame admin | Go to site Map | {1} Reboot Logout
/-’ P ; o AR
gl Home Ay Quick i ntemet Chical Services = ) System ‘-" Shortouts Telephone sMS
_“s ‘/« Setup Connection Network L A § - ',
l Overvie o VPN Storage  DONS __ Advance ]
Firewall
il Overview [T T Port Forwarding | DMZ Host | Fort Triggering | Website Restrictions | NAT | Cennections | Advanced Filtering | Log
L} Edit Service
|ServarPDrls |
Protocol Server Ports Action
New Server Ports &
& ok © cancal

This screen allows the editing of services. The following fields should be entered:
e Service Name: type the name of the service

Click on New Server Ports - this routes to the Edit Service Server Ports screen (see section
8.2.2.6)

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

8.2.2.6. Edit Service Server Ports

Y )

S5 T [ DI GIobeSurfer III

@45
£ Engiisn =] o oo | B Sit= Mg | (1) Rezoct| B

/_7’ & Quick q Internet = Lloca =% B
(1 }4 s w s i = seniices <.¢ system (m Shortcuts % SMs

4 Home
l Ovarview Firewall VPN Storage DONS Advanced
Firewall

Telephone

overview [Tl Port Forwarding | DMZ Host | Port Triggering | Website Restrictions | NAT | Connections | Advanced Filtering | Log

EI| Edit Service Server Ports

Protocol Other &= |

Protocol Number: 3 I

@ ox © cancel

This screen allows the editing of service server ports. The following fields should be entered:
e Protocol: choose from the drop down list:

0 TCP, then enter
= Source Ports, then choose from the drop down list:

e Any
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e Single, then enter port number
e Range, then enter range values

= Destination Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values

0 UDP, then enter

= Source Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values

= Destination Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values

0 ICMP, then enter

= |CMP Message by choosing from the drop down list:
e Echo Reply
e Network Unreachable
e Host Unreachable
e Protocol Unreachable
e Port Unreachable
e Destination Network Unknown
e Destination Host Unknown
e Redirect for Network
e Redirect for Host
e Echo Request

e Other
O GRE
O ESP
O AH
0 Other, then enter

=  Protocol Number

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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8.2.2.7. Edit Scheduler Rule

m

“oPTION GlobeSurfer Il

BasioMode | e Site Map | (1) Retoot | T Logout
4 Quick 3 Internet = Local / - B
Ll uicl nterne! ocal — g i 5
> e w At { [ e Services < 2 System m Shortcuts ? Telephone % SMS
v : = e -
Overview ol VPN Storsge  DDNS  Advance d ]
Firewall
(1. Overvi ST Port Forwarding | DMZ Host | Port Triggering | Website Restrictions | NAT | Connections | Advanced Filtering | Log
\,/ Edit Scheduler Rule
Name: Scheduler Rule
Rule Activity Settings
@ Rule will be Active at the Scheduled Time
¢ Rule will be Inactive at the Scheduled Time
Time Segments Action
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4 oK © cancel

This screen allows the editing of scheduler rules. The following fields should be entered:
o Name: type the name of the scheduler ruled and click on New Time Segment Entry
e Rule Activity settings: choose from the following radio buttons
0 Rule will be Active at the Scheduled Time
O Rule will be Inactive at the Scheduled Time

Click on New Time Segment Entry - this routes to the Edit Time Segment screen (see section
8.2.2.8)

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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8.2.2.8. Edit Time Segment
C;o TR GIobeSurfer III
T -..... TR ]

Firewall

Cﬁ Edit Time Segment

Days of Week

[T Monday
[T Tuesday
™ Wednesday
[ Thursday
[ Friday

[ saturday
[T Sunday

Hours Range

Action

o

Start Time: End Time

New Hours Range Entry

This screen allows the editing of time segments. The following fields should be entered:
e Days of Week: check the days of the week when the rule should apply

Click on New Hours Range Entry - this routes to the Edit Hour Range screen (see section
8.2.2.9)

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

.
8.2.2.9. Edit Hour Range
e
g &
EN English | =lcome admin | ode | v Site Map | (1) Rescot | W Legout
f” & Quick Internet Local - .-JI&"
L EL Home r 4 Setup Carnection Network: Services Shortcuts Telephone \\% SMS
=N —
l Overview m VPN Storage DON S Advanced J
Firew
Firewall
\/“ 1| Port Forwarding | DMZ Host | Port Triggering | Website Restrictions | NAT | Conneot tions | Advance: d Filtering | Log
o | Edit Hour Range

=

Start Time: 00 |foo

End Time: o0 |foo |

This screen allows the entry of the hours during the day when the rules will apply. The
following fields should be entered:

Start Time in hours and minutes

GlobeSurfer® Ill

Page 48 of 180

TECHNICAL REFERENCE MANUAL



M

OPTION

WIRELESS TECHNOLOGY

e End Time in hours and minutes

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

8.2.3. Port Forwarding

=

OPTION GIobeSurfer |||

& O

| - | T |
Quick Internet 'F‘ Local . | = . =\
# 3 4 o 3 v Services ‘-. - ] System < Shortcuts Telephone SMS
!‘ ; Setup It w Connection I Hetwork e 4 | l g‘r | . 6

l Overview M_;‘MJ‘, VPN Storage DONS Advancet d

Overview | Access Control DMZ Host | Port Triggering | Website Restrictions | NAT | Connections | Advanced Filtering | Log

0 Port Forwarding

Local Host Local Address Protocols Status Action
New Entry

@) Apply © cancel || Resotve ow || &) Refresn

In its default state, GlobeSurfer® Il blocks all external users from connecting to or
communicating with your network. Therefore the system is safe from hackers who may try to
intrude on the network and damage it. However, you may want to expose your network to the
Internet in certain limited and controlled ways in order to enable some applications to work
from the LAN (game, voice and chat applications, for example) and to enable Internet-access to
servers in the home network. The Port Forwarding feature supports both of these
functionalities. If you are familiar with networking terminology and concepts, you may have
encountered this topic referred to as “Local Servers”.

The Port Forwarding screen lets you define the applications that require special handling by
GlobeSurfer® Ill. All you have to do is select the application's protocol and the local IP address of
the computer that will be using or providing the service. If required, you may add new protocols
in addition to the most common ones provided by GlobeSurfer® Ill.

For example, if you wanted to use a File Transfer Protocol (FTP) application on one of your PCs,
you would simply select FTP from the list and enter the local IP address or host name of the
designated computer. All FTP-related data arriving at GlobeSurfer® Ill from the Internet will
henceforth be forwarded to the specified computer.

Similarly, if you want to grant Internet users access to servers inside your home network, you
must identify each service that you want to provide and the PC that will provide it. For example,
if you want to host a Web server inside the home network you must select HTTP from the list of
protocols and enter the local IP address or host name of the computer that will host the Web
server. When an Internet user points her browser to the external IP address of GlobeSurfer® lll,
the gateway will forward the incoming HTTP request to the computer that is hosting the Web
server.
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Additionally, port forwarding enables you to redirect traffic to a different port instead of the
one to which it was designated. Let’s say, that you have a Web server running on your PC on
port 8080 and you want to grant access to this server to anyone who accesses GlobeSurfer® I
via HTTP. To accomplish this, do the following:

e Define a port forwarding rule for the HTTP service, with the PC's IP or host name.
e Specify 8080 in the 'Forward to Port' field.

All incoming HTTP traffic will now be forwarded to the PC running the Web server on port 8080.
When setting a port forwarding service, you must ensure that the port is not already in use by
another application, which may stop functioning. A common example is when using SIP signaling
in Voice over IP - the port used by the gateway's VolP application (5060) is the same port on
which port forwarding is set for LAN SIP agents.

Note: Some applications, such as FTP, TFTP, PPTP and H323, require the support of special
specific Application Level Gateway (ALG) modules in order to work inside the home network.
Data packets associated with these applications contain information that allows them to be
routed correctly. An ALG is needed to handle these packets and ensure that they reach their
intended destinations. GlobeSurfer® Il is equipped with a robust list of ALG modules in order to
enable maximum functionality in the home network.

Note: The ALG is automatically assigned based on the destination port.

This screen offers the facility to expose services on the LAN to external Internet users. Entries
can be added, edited or deleted.

The following fields are displayed:
e Local Host: identifier
e Local Address: IP address or host name of computer providing the service
e Protocols: type of protocol
e Status: shows the status of the port forwarding rule
e Action: options for adding new entries or editing or deleting existing ones

Click on New Entry - this routes to the Add Port Forwarding Rule screen (see section 8.2.3.1)

Press the OK button to apply changes and go back to the Home screen.
Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the Home screen.
Press the Resolve Now button to check the screen.

Press the Refresh button to refresh the screen.
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8.2.3.1. Add Port Forwarding Rule
- PR GlobeSurfer Il
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i Storage DDHS Advanced J
—® Add Port Forwarding Rule o DWZ Host | Port Triggering beite R NAT | Connections Advance d Filtering | Log

ILDcaI Host [aae. 5 I

IProroco\ ,ﬁ l

[ o i| Q) cancel “ Advanca d>> i

This screen allows the entry of new port forwarding rules. The following fields should be
entered:

e Local Host: IP address or the host name of the computer that will provide the service
- the “server”. (Note that only one LAN computer can be assigned to provide a
specific service or application): options available are:

O User Defined - this routes to the Edit Iltem screen (see section 8.2.3.2)
0 A specific address
e Protocol: type of protocol: choose from the drop down list:
0 Any
0 User Defined — this routes to the Edit Service screen (see section 8.2.2.5)
0 Show Basic Services — if this option is chosen a reduced list of options is
displayed including:
= FTP - File Transfer
=  HTTP - Web Server
=  HTTPS — Secured Web Server
=  |IMAP — Messaging Server
= |2TP - Layer 2 Tuneling Protocol
= Ping — ICMP Echo Request
=  POP3 - Incoming Mail
=  SMTP — Outgoing Mail
=  SNMP —Simple Network Management Protocol
= Telnet — Remote Connection
=  TFTP — Trivial File Transfer Protocol
= Traceroute — Route Tracking Utility
0 Show All Services —a more comprehensive list of services is displayed

Press the OK button to apply changes and go back to the Port Forwarding screen.
Press the Cancel button to reject changes and go back to the Port Forwarding screen.
Press the Advanced button to go to the Home screen.
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8.2.3.2. Edit Item
AR beeSuﬁerm
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| DMZ Host | Port Triggering | Website Restrictions | NAT | Connections | Advanced Filtering | Log

-
i@ Edit Item

Network Object Type: 1P-Address B ’

1P Address: 0 Lo o Lo

This screen allows the editing of network object types. The following fields should be
entered:
e Network Object Type: choose from the drop down list:
0 |P Address, then enter
= |P address
O Host Name, then enter
= Host Name

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

8.2.4. DMZ Host
)
Wizlcome sdmin | Go to = | go site Map | {1) Reboot | T Logou
J‘g
— Quick y Internet Local gl %
Y Home Setip w Caahan Netaon ™ A Services m Shortcuts v Telephone b SMS
Overview @ VPN Storage  DDHS _ Advance
Firewall
Overview Access Control | Port Forwarding (] Y Port Triggering | Website Restrictions | HAT | Connections | Advanced Fillering | Log
¥_ DMZ Host
Allow a single LAN computer to be fully exposed to the Internet
[ [T DMZ Host IP Address: 182 | 168 W1 |0 ’

(o= (o) (@=)

The DMZ (Demilitarized) Host feature allows one local computer to be exposed to the Internet.
Designate a DMZ host when:

e You wish to use a special-purpose Internet service, such as an on-line game or video-
conferencing program, that is not present in the Port Forwarding list and for which
no port range information is available.
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e You are not concerned with security and wish to expose one computer to all services
without restriction.

Warning: A DMZ host is not protected by the firewall and may be vulnerable to attack.
Designating a DMZ host may also put other computers in the home network at risk.

When designating a DMZ host, you must consider the security implications and protect it if
necessary.

An incoming request for access to a service in the home network, such as a Web-server, is
fielded by GlobeSurfer® Ill. GlobeSurfer® Il will forward this request to the DMZ host (if one is
designated) unless the service is being provided by another PC in the home network (assigned in
Port Forwarding), in which case that PC will receive the request instead.

This screen offers the facility to allow a single LAN computer to be fully exposed to the Internet.

The following fields should be entered:
e DMZ Host IP Address: click on the checkbox and enter the local IP address of the
computer that you would like to designate as a DMZ host. Note that only one LAN
computer may be a DMZ host at any time.

You can disable the DMZ host so that it will not be fully exposed to the Internet, but keep its IP
address recorded on the DMZ Host screen. This may be useful if you wish to disable the DMZ
host but expect that you will want to enable it again in the future.

e To disable the DMZ host so that it will not be fully exposed to the Internet, clear the
check-box next to the DMZ IP designation, and click OK.
e Toreinstate it at a later time, simply reselect the check box.

Press the OK button to apply changes and go back to the Home screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the Home screen.
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8.2.5. Port Triggering
m
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% Port Triggering
=
Trigger opening of ports for incoming data
Outgoing Trigger Ports Action
UDP Any -> 1701 @&

tocel UDP 1024-65535 ->
69

Port triggering can be used for dynamic port forwarding configuration. By setting port triggering
rules, you can allow inbound traffic to arrive at a specific LAN host, using ports different than
those used for the outbound traffic. This is called port triggering since the outbound traffic
triggers to which ports inbound traffic is directed.

For example, consider a gaming server that is accessed using UDP protocol on port 2222. The
gaming server responds by connecting the user using UDP on port 3333 when starting gaming
sessions. In such a case you must use port triggering, since this scenario conflicts with the
following default firewall settings:
e The firewall blocks inbound traffic by default.
e The server replies to GlobeSurfer® lll's IP, and the connection is not sent back to your
host, since it is not part of a session.

In order to solve this you need to define a Port Triggering entry, which allows inbound traffic on
UDP port 3333, only after a LAN host generated traffic to UDP port 2222. This will result in
accepting the inbound traffic from the gaming server, and sending it back to the LAN Host which
originated the outgoing traffic to UDP port 2222.

This screen offers the facility to trigger the opening of ports for incoming data. Entries can be
added, edited or deleted.

The following fields are displayed:
e Protocol: the protocol for this entry
e Qutgoing Trigger Ports: shows the range of trigger ports for this protocol
e Incoming Ports to Open: shows the ports to be opened when triggered
e Action: options for adding new entries or editing or deleting existing ones

To add a trigger, choose from the drop down list:
O User Defined — this routes to the Edit Port Triggering Rule screen (see section
8.2.5.1)
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0 Show Basic Services — if this option is chosen a reduced list of options is
displayed
0 Show All Services —a more comprehensive list services is displayed including
= L2TP - Layer 2 Tuneling Protocol
= TFTP —Trivial File Transfer Protocol

= AIM Talk
= DijalPad.com
= |ICQ

=  RealAudio on Port 7070

Press the OK button to apply changes and go back to the Home screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the Home screen.

You can disable a port triggering rule without having to remove it from the Port Triggering
screen.

e Totemporarily disable a rule, clear the check box next to the service name.

e Toreinstate it at a later time, simply reselect the check box.T

e Toremove a rule, click the Remove action icon for the service. The service will be
permanently removed.

e There may be a few default port triggering rules listed when you first access the port
triggering screen. Please note that disabling these rules may result in impaired gateway
functionality.

8.2.5.1. Edit Port Triggering Rule

PO PTION GlobeSurfer Ml

come admin | Ge to Basic bods | gw Site Map | (1) Reboot | 1
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» 2 d
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=

Overview | Access Control | Port Forwarding | DMZ Host |[RaRi il Website Restrictions | MAT | Connections | Advanced Filtering | Log
/ Edit Port Triggering Rule

1

l Service Name: Application ]

Outgoing Trigger Ports

Protocol Server Ports Action
New Trigger Ports P

Incaming Ports to Open

Protocol Opened Ports Action
New Opened Ports &
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This screen allows the editing of port triggering rules. The following fields should be entered:
e Service Name: type the name of the service

Click on New Trigger Ports - this routes to the Edit Service Server Ports screen (see section
8.2.2.6)

Click on New Opened Ports - this routes to the Edit Service Opened Ports screen (see section
8.2.5.2)

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

8.2.5.2. Edit Service Opened Ports

0
EN Englis elcome admin | Go 1o Basic Moo= | Je site Msp | (1) Retoat | T Logout
Quick Internet = Local —— B b
. :« n 2\ e’
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F 2 =2 2N <
Overview [0 VPN Storage  DDNS _ Advance d ]
Firewal
| Overview | Access Control | Port Forwarding | DMZ Host SRR ]| Website Restrictions | NAT | Connes tions | Advanced Filtering | Log
| Edit Service Opened Ports
Protocol m:; = |
Source Ports: Any ¥
Destination Ports: Any ~
| @ ox I © cance | I

This screen allows the editing of service opened ports. The following fields should be
entered:

e Protocol: choose from the drop down list:
0 TCP, then enter
= Source Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values
= Destination Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values
e Same as Initiating Ports
O UDP, then enter
= Source Ports, then choose from the drop down list:
e Any
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e Single, then enter port number
e Range, then enter range values
= Destination Ports, then choose from the drop down list:
e Any
Single, then enter port number
Range, then enter range values
e Same as Initiating Ports
0 ICMP, then enter
= |CMP Message by choosing from the drop down list:
e Echo Reply
e Network Unreachable
e Host Unreachable
e Protocol Unreachable
e Port Unreachable
e Destination Network Unknown
e Destination Host Unknown
e Redirect for Network
e Redirect for Host
e Echo Request

e Other
O GRE
o ESP
0o AH
0 Other, then enter

=  Protocol Number

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

8.2.6. Website Restrictions

e
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o
+ Website Restrictions
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New Entry >
Press the Refresh button to update the data.
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GlobeSurfer® llI Page 57 of 180 TECHNICAL REFERENCE MANUAL



M

OPTION

WIRELESS TECHNOLOGY

You may configure GlobeSurfer® Il to block specific Internet websites so that they cannot be
accessed from computers in the home network. Moreover, restrictions can be applied to a
comprehensive and automatically updated table of sites to which access is not recommended.

This screen offers the facility to restrict access from the LAN to websites. Entries can be added,
edited or deleted.

The following fields are displayed:
e Local Host: the host for which restrictions are shown
e Local Address: shows the address for this entry
e Restricted Website: the website name to be restricted
e Restricted IP Address: the IP address to be restricted
e Status: shows the status of the website restriction
e Action: options for adding new entries or editing or deleting existing ones

Click on New Entry - this routes to the Restricted Website screen (see section 8.2.6.1)

Press the OK button to apply changes and go back to the Home screen.

Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the Home screen.

Press the Resolve Now button to try to locate the site and resolve the URL into one or more IP
addresses.

Press the Refresh button to refresh the screen.

You may edit the website restriction by modifying its entry under the Local Host column. To
modify an entry click the Edit action icon for the restriction. Modify the website address, group
or schedule as necessary.

To ensure that all current IP addresses corresponding to the restricted websites are blocked,
click the Resolve Now button. GlobeSurfer® |1l will check each of the restricted website
addresses and ensure that all IP addresses at which this website can be found are included in
the IP addresses column.

You can disable a restriction in order to make a website available again without having to
remove it from the Website Restrictions screen. This may be useful if you wish to make the
website available only temporarily and expect that you will want to block it again in the future.

e Totemporarily disable a rule, clear the check box next to the service name.

e Toreinstate it at a later time, simply reselect the check box.

e Toremove arule, click the Remove action icon for the service. The service will be
permanently removed.
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8.2.6.1. Restricted Website
S
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This screen allows the entry of websites to be restricted. The following fields should be
entered:

e Restricted Website: enter the website address (IP address or URL) that you would
like to make inaccessible from your home network (all web pages within the site will
also be blocked and if the website address has multiple IP addresses, GlobeSurfer®
Il will resolve all additional addresses and automatically add them to the restrictions
table)

e Local Host: specify the computer or group of computers for which you would like to
apply the website restriction: options available are:

0 Any

0 User Defined — this routes to the Edit Network Object screen (see section
8.2.2.3)

0 A specific computer address in your LAN

e Schedule: choose when the website is to be restricted, by default the rule will always

be active:
O Always —access is always controlled
0 User defined — this routes to the Edit Scheduler Rule screen (see section
8.2.2.7)

Press the OK button to apply changes and go back to the Restricted Website screen.
Press the Cancel button to reject changes and go back to the Restricted Website screen.

“Resolving” will appear in the Status column while the site is being located (the URL is
resolved into one or more IP addresses). If the site is successfully located then “Resolved”
will appear in the status bar, otherwise “Hostname Resolution Failed” will appear. In case
GlobeSurfer® lll fails to locate the website, do the following:
0 Use a web browser to verify that the website is available. If it is, then you
probably entered the website address incorrectly.
0 If the website is not available, return to the “Website Restrictions” screen at
a later time and click the Resolve Now button to verify that the website can
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be found and blocked by GlobeSurfer® Ill.
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The NAT (Network Address Translation) screen allows you to hide the computers in your
network so they cannot be found or directly accessed from outside your network.

This screen offers the facility to translate network addresses. Entries can be added, edited or
deleted.

The following fields are displayed:

e NAT (Network Address Translation) IP Addresses Pool
O |IP address: the IP address to be translated
O Action: options for adding new entries or editing or deleting existing ones

Click on New IP Address - this routes to the Edit Item screen (see section 8.2.7.1)

e NAT/NAPT Rule Sets
0 Rule ID: the rule identifier
Source Address: IP address of source
Destination Address: IP address of source
Match: the condition that must exist for the rule to apply
Operation: protocol in use
Status: shows the status of the rule set
Action: options for adding new entries or editing or deleting existing ones

OO O0OO0OO0Oo

Click on New Entry - this routes to the Add NAT/NAPT Rule screen (see section 8.2.7.2)

Press the OK button to apply changes and go back to the Home screen.
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Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the Home screen.

Press the Resolve Now button to check the screen.
Press the Refresh button to refresh the screen.

8.2.7.1. Edit Item
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Metwork Object Type:
1P Address:

This screen allows the editing of network object types. The following fields should be
entered:
e Network Object Type: choose from the drop down list:
O IP Address, then enter
= |P address
0 IP Subnet, then enter
= Subnet IP Address
= Subnet Mask
0 IP Range, then enter
=  From IP Address
= To IP Address
0 DHCP Option, then choose from the drop down list:
= 60:Vendor Class ID
= 61:ClientID
= 77:UserClass ID
= then enter the appropriate ID

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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8.2.7.2. Add NAT/NAPT Rule
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This screen allows the entry of new NAT (Network Address Translation) /NAPT rules. The
following fields should be entered:
e Matching

O Source Address: choose from the drop down list:

= Any

= User Defined — this routes to the Edit Network Object screen (see
section 8.2.2.3)

= A specific address

O Destination Address: choose from the drop down list:

= Any

= User Defined — this routes to the Edit Network Object screen (see
section 8.2.2.3)
= A specific address

= Any

0 Protocol: choose from the drop down list:

= User Defined — this routes to the Edit Service screen (see section
8.2.2.5)
= Show Basic Services — if this option is chosen a reduced list of options
is displayed including:

FTP - File Transfer
HTTP — Web Server

HTTPS — Secured Web Server
IMAP — Messaging Server

L2TP — Layer 2 Tuneling Protocol
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e Ping — ICMP Echo Request
e POP3 —Incoming Mail
e SMTP — Outgoing Mail
e SNMP - Simple Network Management Protocol
e Telnet — Remote Connection
e TFTP —Trivial File Transfer Protocol
e Traceroute — Route Tracking Utility
= Show All Services —a more comprehensive list of services is displayed
Operation: choose from the drop down list:
O NAT - Source IP translation rule
= NAT Addresses: choose from the drop down list:
e User Defined — this routes to the Edit Network Object screen
(see section 8.2.2.3)
0 NAPT - Source IP and port translation rule
= NAPT Address: choose from the drop down list:
e User Defined — this routes to the Edit Item screen (see section
8.2.7.1)
= NAPT Ports: Choose from the drop down list:
e Single, then enter port number
e Range, then enter range values
Logging
0 Log Packets Matched by This Rule: click this checkbox to log packets matched
by this rule
Schedule: choose when the rule is to be followed:
O Always —access is always controlled
0 User defined — this routes to the Edit Scheduler Rule screen (see section
8.2.2.7)

Press the OK button to apply changes and go back to the NAT screen.
Press the Cancel button to reject changes and go back to the NAT screen.
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8.2.8. Connections
P!
EN English = Velcame admin | Go to Basic Mads | Je Site Map | (1) Reboot | B Logout
& / . - &
{ ' Ao auick Internet 7 Local ; = iy 3
g oo /’ il w heallsiol i@ estsag g) senices - '7 System m Shorteuts . Telephone ’ sms
e _ 5 _ = S
Overview H VPH Storage DDN S Advanced J
Firewall
~ Owerview | Access Control | Port Forwarding | DMZ Host | Port Triggering | Website Restrictions | NAT [[niae el Advanced Filtering | Log
| P H
W' Connections
W
Active Connections: 3
Approximate Max. Connections: 66862
Connection List
Humber Protocol LANIP:Port GiobeSurfer IP:Port WAN IP:Port Direction Action
1 upP 10.34.113.121:1024 10.34.113.121:1024 149.354.192.126:53 Outgoing R’
2 uDP 10.34.113.121:1024 10.34.113.121:1024 Outgoing €’
3 uDF 10.34.113.121:1024 10.34.113.121:1024 Outgoing %
4 UDF 10.34.113.121:1024 10.34.113.121:1024 Outgoing b4
5 uop 10.34.113.121:1024 10.34.113.121:1024 254, Outgoing b 4
5 upP 10.34.113.121:1024 10.34.113.121:1024 149.254.192.126:53 Outgoing #
7 uppP 10.34.113.121:1024 10.34.113.121:1024 149.254.192.126:53 Outgoing %
8 uoP 10.34.113.121:1024 10.34.113.121:1024 149.254.192.126:53 Outgoing %
3 upe 192.168.1.2:1948 10.34.113.121:1948 212.58.250.75:443 Outgoing %

l (D Clase l[ (&) Refresh ][ Advanced >> l

This screen shows all connections currently active.

The following fields are displayed:
e Active Connections: number of active connections

e Approximate Max. Connections: maximum number of possible connections
(approximate)

For each active connection the following fields are displayed:
e Number: number of connection in sequential order
e Protocol: protocol used
e LAN IP Port: IP address of LAN
e GlobeSurfer® Il IP Port: IP address of GlobeSurfer® IlI
e WAN IP Port: IP address of WAN
e Direction: Outgoing/incoming
e Action: options for deleting connections

Press the Close button to go back to the previous screen.
Press the Refresh button to refresh the screen.
Press the Advanced button to go to the Home screen.
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GlobeSurfer |l

¥/Zz Advanced Filtering

EN English
f ’ & oucx B et = ocal / —~ i3
g/ Home g AR i NAET " o Services e ) System P Shorteuts Telephone 3 SMS
- 'L, / Setup Connection Network e ) S \ S
- ¥ 4 2 -
VPN Storage DONS Advanced J
Overview | Accass Control | Port Forwarding | DMZ Host | Port Triggering | Website Restrictions | NAT | Connections [ Log

Input Rule Sets
Rule ID Source Address Destination Address Match Operation Status Action
Initial Rules New Entry
LAN Bridge Rules New Entry
LAN Ethernet Rules New Entry
LAN Wireless 802.11g Access Point Rules New Entry
VAN Cellular Rules New Entry
Final Rules New Entry
Output Rule Sets
Rule ID Source Address Destination Address Match Operation Status Action
Initial Rules New Entry
LAN Bridge Rules New Entry
LAN Ethernet Rules New Entry
LAN Wireless 802.11g Access Point Rules New Entry
VAN Cellular Rules New Entry
Final Rules New Entry
ALG Rule Sets
Rule ID Source Address Destination Address Match Operation Status Action
Input
Fo e Any FTP - TCP Any -> 21 ALG FTP Active A% S 2
w1 Any Any IKE - UDP 500 -> 500 ALG IPSec Active % L A
P2 Any Any SIP - UDP Any -> 5060 ALG SIP Active A% & .01
=] Any Any H.323 Call Signaling - TCP Any -= 1720 ALG H.323 CSL Active % <)
New Entry &
Output
Fo Any Any FTP - TCP Any -> 21 ALG FTP Active L% SN
- A i DNS ALG - UDP Any -> 53 ALG DNS Protection Active RS & 0
Fz Any Any DHCP ALG - UDP 67-68 -> 67 ALG DHCP Active A < N

Advanced filtering is designed to allow comprehensive control over the firewall's behaviour. You
can define specific input and output rules, control the order of logically similar sets of rules and
make a distinction between rules that apply to WAN and LAN devices.

The screen is divided into three sections, one for Input Rule Sets, one for Output Rule Sets and
one for ALG (Application Level Gateway) Rule Sets. The Input Rule Sets and Output Rule Sets
sections are comprised of subsets, which can be grouped into three main subjects:

e |[nitial rules - rules defined here will be applied first, on all gateway devices.

o Network devices rules - rules can be defined per each gateway device.

e Final rules - rules defined here will be applied last, on all gateway devices.

Note: The order of the firewall rules' appearance in the Advanced Filtering screen represents
the sequence by which they will be applied.

There are numerous rules automatically inserted by the firewall in order to provide improved
security and block harmful attacks.

This screen displays advanced filtering rules. Entries can be added, edited, deleted, moved up or
moved down.

The following fields are displayed:
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e Input Rule Sets for configuring inbound traffic

O Rule ID: the rule identifier

0 Source Address: source address of the packets sent to or received from the

network object

0 Destination Address: destination address of the packets sent to or received from
the network object — this address can be configured in the same manner as the
source address
Match: the condition that must exist for the rule to apply
Operation: action the rule will take
Status: shows the status of the rule set
Action: options for adding new entries or editing, deleting, moving up or moving
down existing ones

O O 0O

Click on New Entry - this routes to the Add Advanced Filter screen (see section 8.2.9.1)

e Output Rule Sets for configuring outbound traffic

O Rule ID: the rule identifier

O Source Address: source address of the packets sent to or received from the

network object

0 Destination Address: destination address of the packets sent to or received from
the network object — this address can be configured in the same manner as the
source address
Match: the condition that must exist for the rule to apply
Operation: action the rule will take
Status: shows the status of the rule set
Action: options for adding new entries or editing, deleting, moving up or moving
down existing ones

O O 0O

Click on New Entry - this routes to the Add Advanced Filter screen (see section 8.2.9.1)

o ALG Rule Sets

0 Rule ID: the rule identifier

O Source Address: source address of the packets sent to or received from the

network object

0 Destination Address: destination address of the packets sent to or received from
the network object — this address can be configured in the same manner as the
source address
Match: the condition that must exist for the rule to apply
Operation: protocol in use
Status: shows the status of the rule set
Action: options for adding new entries or editing, deleting, moving up or moving
down existing ones

O O 0O

Click on New Entry - this routes to the Add ALG Rule screen (see section 8.2.9.2)
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Press the OK button to apply changes and go back to the Home screen.
Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the Home screen.
Press the Resolve Now button to check the screen.

Press the Refresh button to refresh the screen.

8.2.9.1. Add Advanced Filter

—

orTion GlobeSurfer Ii

cde | ghe Sit
? Telephone

Overview | Access Control | Port Forwarding | DMZ Host | Port Triggering | Website Restrictions | NAT | Connections

= Local
" Network

Services

/: & system
=> e

4 3 Internet
Setup w Connection

Storage  DDNS Advanced

|  -—

@

s
(ﬁ Shortcuts I
\

Matching

lSource Address Any - l

[Desllnﬁ!mn Address Any ~ ]

[Proto:ol |—n'_.- ﬂ ]

[Tl Length

Operation

EER ] e eckets

Logging

[T Log Packets Matched by This Rule

[Schedule Always - ]

This screen allows the entry of advanced filtering rules. The following fields should be
entered:

e Matching —to apply a rule, a matching must be made between IP addresses and a
traffic protocol must be defined:
0 Source Address: source address of the packets sent to or received from the
network object: choose from the drop down list:
= Any
= User Defined — this routes to the Edit Network Object screen (see
section 8.2.2.3)
= A specific address
0 Destination Address: destination address of the packets sent to or received
from the network object — this address can be configured in the same manner
as the source address: choose from the drop down list:
=  Any
= User Defined — this routes to the Edit Network Object screen (see
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section 8.2.2.3)
= A specific address
0 Protocol: traffic protocol: choose from the drop down list:

=  Any
= User Defined — this routes to the Edit Service screen (see section
8.2.2.5)

= Show Basic Services — if this option is chosen a reduced list of options
is displayed including:
e FTP - File Transfer
e HTTP - Web Server
e HTTPS —Secured Web Server
e |IMAP — Messaging Server
e L2TP — Layer 2 Tuneling Protocol
e Ping—ICMP Echo Request
e POP3 —Incoming Mail
e SMTP — Outgoing Mail
e SNMP - Simple Network Management Protocol
e Telnet — Remote Connection
e TFTP —Trivial File Transfer Protocol
e Traceroute — Route Tracking Utility
=  Show All Services —a more comprehensive list of services is displayed
0 Length: click this checkbox to enter packet or data length, then choose from
the drop down list:
= Packet Length, then enter range in bytes
= Data Length, then enter range in bytes
Operation: define what action the rule will take, by selecting one of the following
from the drop down list:

O Drop — Deny access to packets that match the source and destination IP
addresses and service ports defined in Matching.

O Reject — Deny access to packets that match the source and destination IP
addresses and service ports defined in Matching and sends an ICMP error or a
TCP reset to the origination peer.

0 Accept Connection — Allow access to packets that match the source and
destination IP addresses and service ports defined in Matching. The data
transfer session will be handled using Stateful Packet Inspection (SPI).

0 Accept Packet — Allow access to packets that match the source and
destination IP addresses and service ports defined in Matching. The data
transfer session will not be handled using Stateful Packet Inspection (SPI),
meaning that other packets that match this rule will not be automatically
allowed access. For example, this can be useful when creating rules that allow
broadcasting.

Logging

0 Log Packets Matched by This Rule: click this checkbox to log the first packet

from a connection that was matched by this rule
Schedule: choose when the rule is to be followed:
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0 User defined — this routes to the Edit Scheduler Rule screen (see section

8.2.2.7)

Press the OK button to apply changes and go back to the Advanced Filtering screen.
Press the Cancel button to reject changes and go back to the Advanced Filtering screen.

8.2.9.2. Add ALG Rule
)
elcome admin | Go to Basic Moge | g Site Mac | (1) Reboct | # Logout
Quick . Internet = = 3 5
Sotip w Connection I’ Network o Services - System cm Shortcuts @ Telephone ‘ SMS
Storage  DDNS _ Advance d )
Firewall
Overview Access Cantral | Port Forwarding | DIMZ Host | Port Triggering | Website Restrictions | HAT | Connections Log
Y
¥/'zz Add ALG Rule
s
Matching
[ Source Address A - ]
[Das!ma[mn Address Any - ]
IFrDEDcDI Any = ]
Operation
ALG lect.. %
Logging
[T Log Packets Matched by This Rule
[Echedu\e Always hd ]
& ox © cancel

This screen allows the entry of ALG (Application Level Gateway) rules. The following fields

should be entered:

traffic protocol must be defined:

Matching - to apply a rule, a matching must be made between IP addresses and a

0 Source Address: source address of the packets sent to or received from the
network object: choose from the drop down list:

= Any
section 8.2.2.3)
= A specific address

User Defined — this routes to the Edit Network Object screen (see

0 Destination Address: destination address of the packets sent to or received
from the network object — this address can be configured in the same manner
as the source address: choose from the drop down list:

= Any

section 8.2.2.3)

User Defined — this routes to the Edit Network Object screen (see
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= A specific address
0 Protocol: traffic protocol: choose from the drop down list:

=  Any
= User Defined — this routes to the Edit Service screen (see section
8.2.2.5)

= Show Basic Services — if this option is chosen a reduced list of options
is displayed including:
e FTP - File Transfer
e HTTP - Web Server
e HTTPS —Secured Web Server
e |IMAP — Messaging Server
e L2TP — Layer 2 Tuneling Protocol
e Ping—ICMP Echo Request
e POP3 —Incoming Mail
e SMTP — Outgoing Mail
e SNMP - Simple Network Management Protocol
e Telnet — Remote Connection
e TFTP —Trivial File Transfer Protocol
e Traceroute — Route Tracking Utility
=  Show All Services —a more comprehensive list of services is displayed
Operation: choose from the drop down list:
o FTP
0 H.323CSL
o SIP
0 IPSec
Logging
O Log Packets Matched by This Rule: click this checkbox to log the first packet
from a connection that was matched by this rule
Schedule: choose when the rule is to be followed:
O Always —access is always controlled
0 User defined — this routes to the Edit Scheduler Rule screen (see section
8.2.2.7)

Press the OK button to apply changes and go back to the Advanced Filtering screen.
Press the Cancel button to reject changes and go back to the Advanced Filtering screen.
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8.2.10. Log

)
O 0o
EN Engiish =lcams sdmin | Go to Basic Mode | B Site Map | (1) Resoct | B Load)
= v .
F - |
’ ” Quick Internet Local /‘ - A 3
o Vi - ) £ P, - t 2
U‘ Home /:;' Setup ” w iy Iﬂ Hetwork ’ Services ‘ / System ‘.ﬂﬁi Shortcuts \ Telephone ‘ SMS
4 J 5 | v - ) [ :
1] VPN Strage  DDHS _ Advance d
Overview | Acoess Control | Port Forwarding | OMZ Host | Port Triggering | Website Restrictions | NAT | Connestions | Advanced Filtering ([0}
l D ciose Il Clear Log IDD‘Nquan Log Il Settings ” (@) Refresh l
Press the Refresh button to update the data.
Time Event Event-Type Details
Jul 28 15:17:08 2008 WBM Login User authentication Username: admin [repeated 5 times, last time on Jul 28 19:58:34 2008]
success

Jul 28 12:43:36 2008 Firewall Setup Firewall internal Firewall configuration succeeded
Firewall Setup Firewall internal  Starting firewall configuration
Firewall Setup Firewall internal Firewall configuration succeeded
Firewall Setup Firewall internal Starting firewall configuration
Firewall Setup Firewall internal Firewall configuration succeeded
Firewall Setup Firewall internal Starting firewall configuration
Firewall Setup Firewall internal Firewall configuration succeeded
Firewall Setup Firewall internal No IP for NAT - connections may fail [repeated 2 times, last time on Jul 28 12:43:33 2008]
Firewall Setup Firewall internal  Starting firewall configuration
Firewall Setup Firewall internal Firewall configuration succeeded
Firewall Setup Firewall internal Starting firewall configuration
Firewall Setup Firewall internal Firewall configuration succeeded
Firewall Setup Firewall internal Starting firewall configuration
Firewall Setup Firewall internal Firewall configuration succeeded
Firewall Setup Firewall internal Starting firewall configuration
Firewall Setup Firewall internal Firewall configuration succeeded
Firewall Setup Firewall internal Starting firewall cenfiguration
Firewall Setup Firewall internal Firewall configuration succeeded

Jul 28 12:37:01 2008 Firewall Setup Firewall internal Starting firewall configuration

The Security Log displays a list of firewall-related events, including attempts to establish
inbound and outbound connections, attempts to authenticate through an administrative
interface (Web-based management or Telnet terminal), firewall configuration and system start-

up.

The following fields are displayed:
e Time: the date and time the event occurred
e Event: there are five kinds of events:
0 Inbound Traffic: the event is a result of an incoming packet.
0 Outbound Traffic: the event is a result of outgoing packet.
0 Firewall Setup: configuration message.
0 WBM Login: indicates that a user has logged in to WBM.
0 CLI Login: indicates that a user has logged in to CLI (via Telnet).
e Event Type: a textual description of the event:
0 Blocked: the packet was blocked — the message is coloured red
0 Accepted: the packet was accepted — the message is coloured green
e Details: more details about the packet or the event, such as protocol, IP addresses, ports,
etc.

Press the Close button to go back to the Home screen.

Press the Clear Log button to delete all entries in the log and stay on this screen.

Press the Download Log button to download the log into a Microsoft Excel spreadsheet.
Press the Settings button to go to the Log Settings screen (see section 8.2.10.1)

Press the Refresh button to refresh the screen.
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The following are the available event types that can be recorded in the firewall log:

13
14
15
16

17
18
19
20

21

22
23
24
25
26

27
28
29

30
31
32

Firewall internal - an accompanying explanation from the firewall internal mechanism
will be added in case this event-type is recorded.

Firewall status changed - the firewall changed status from up to down or the other way
around, as specified in the event type description.

STP packet - an STP packet has been accepted/rejected.

Illegal packet options - the options field in the packet's header is either illegal or
forbidden.

Fragmented packet - a fragment has been rejected.

WinNuke protection - a WinNuke attack has been blocked.

ICMP replay - an ICMP replay message has been blocked.

ICMP redirect protection - an ICMP redirected message has been blocked.

Packet invalid in connection - a packet has been blocked, being on an invalid connection.
ICMP protection - a broadcast ICMP message has been blocked.

Broadcast/Multicast protection - a packet with a broadcast/multicast source IP has been
blocked.

Spoofing protection - a packet from the WAN with a source IP of the LAN has been
blocked.

DMZ network packet - a packet from a demilitarized zone network has been blocked.
Trusted device - a packet from a trusted device has been accepted.

Default policy - a packet has been accepted/blocked according to the default policy.
Remote administration - a packet designated for GlobeSurfer® llI” Il management has
been accepted/blocked.

Access control - a packet has been accepted/blocked according to an access control rule.
Parental control - a packet has been blocked according to a parental control rule.

NAT out failed - NAT failed for this packet.

DHCP request - GlobeSurfer® IIlI" 1l sent a DHCP request (depends on the
distribution).
DHCP response - GlobeSurfer® 1lI” Il received a DHCP response (depends on the

distribution).

DHCP relay agent - a DHCP relay packet has been received (depends on the distribution).
IGMP packet - an IGMP packet has been accepted.

Multicast IGMP connection - a multicast packet has been accepted.

RIP packet - a RIP packet has been accepted.

PPTP connection - a packet inquiring whether GlobeSurfer® 11l Il is ready to receive a
PPTP connection has been accepted.

Kerberos key management 1293 - security related, for future use.

Kerberos 88 - for future use.

AUTH:113 request - an outbound packet for AUTHprotocol has been accepted (for
maximum security level).

Packet-Cable - for future use.

IPV6 over IPV4 - an IPv6 over IPv4 packet has been accepted.

ARP - an ARP packet has been accepted.
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33 PPP Discover - a PPP discover packet has been accepted.

34 PPP Session - a PPP session packet has been accepted.

35 802.1Q - a 802.1Q (VLAN) packet has been accepted.

36 Outbound Auth1X - an outbound Auth1X packet has been accepted.

37 IP Version 6 - an IPv6 packet has been accepted.

38 GlobeSurfer® llI" Il initiated traffic - all traffic that GlobeSurfer® llI” Il initiates is
recorded.

39 Maximum security enabled service - a packet has been accepted because it belongs to a

permitted service in the maximum security level.
40 SynCookies Protection - a SynCookies packet has been blocked.
41 ICMP Flood Protection - a packet has been blocked, stopping an ICMP flood.
42 UDP Flood Protection - a packet has been blocked, stopping a UDP flood.
43 Service - a packet has been accepted because of a certain service, as specified in the

event type.

44 Advanced Filter Rule - a packet has been accepted/blocked because of an advanced filter
rule.

45 Fragmented packet, header too small - a packet has been blocked because after the
defragmentation, the header was too small.

46 Fragmented packet, header too big - a packet has been blocked because after the
defragmentation, the header was too big.

47 Fragmented packet, drop all - not used.

48 Fragmented packet, bad align - a packet has been blocked because after the

defragmentation, the packet was badly aligned.

49 Fragmented packet, packet too big - a packet has been blocked because after the
defragmentation, the packet was too big.

50 Fragmented packet, packet exceeds - a packet has been blocked because
defragmentation found more fragments than allowed.

51 Fragmented packet, no memory - a fragmented packet has been blocked because there
was no memory for fragments.

52 Fragmented packet, overlapped - a packet has been blocked because after the
defragmentation, there were overlapping fragments.

53 Defragmentation failed - the fragment has been stored in memory and blocked until all
fragments arrived and defragmentation could be performed.

54 Connection opened - usually a debug message regarding a connection.

55 Wildcard connection opened - usually a debug message regarding a connection.

56 Wildcard connection hooked - usually debug message regarding connection.

57 Connection closed - usually a debug message regarding a connection.

58 Echo/Chargen/Quote/Snork protection -a packet has been blocked, protecting from
Echo/Chargen/Quote/Snork.

59 First packet in connection is not a SYN packet - a packet has been blocked because of a
TCP connection that had started without a SYN packet.

60 Error: No memory - a message notifying that a new connection has not been established
because of lack of memory.

61 NAT Error : Connection pool is full - a message notifying that a connection has not been

created because the connection pool is full.
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62 NAT Error: No free NAT IP - a message notifying that there is no free NAT IP, therefore
NAT has failed.

63 NAT Error: Conflict Mapping already exists - a message notifying that there is a conflict
since the NAT mapping already exists, therefore NAT has failed.

64 Malformed packet: Failed parsing - a packet has been blocked because it is malformed.

65 Passive attack on ftp-server: Client attempted to open Server ports - a packet has been
blocked because of an unauthorized attempt to open a server port.

66 FTP port request to 3rd party is forbidden (Possible bounce attack) - a packet has been
blocked because of an unauthorized FTP port request.

67 Firewall Rules were changed - the firewall rule set has been modified.

68 User authentication - a message during login time, including both successful and failed
authentication.

69 First packet is Invalid - First packet in connection failed to pass firewall or NAT

8.2.10.1. Log Settings

"OPTION GlobeSurfer llI

GO
EN English

- Q
Quick Internet ” Local ///”'j ey i/ < B
Setup w Cotamction ' Netwark A Services - System g‘\ﬁ Shortcuts X Telephone . SMS
5 | = L >
Storage  DONS _ Advance d
Overview | Access Control | Port Forwarding | DMZ Host | Port Triggering | Website Restrictions | HAT | Connect tions | Advanced Filtering [[E]
Accepted Events
[T Accepted Incoming Connections
I™ Accepted Outgoing Connections
Blocked Events
™ 2l Blocked Connection Attempts
[C Winnuke [ Multicast/Broadcast [T ICMP Replay
I Defragmentation Error [ spoofed Connection M 1CMP Redirect
™ Blocked Fragments [T Packet Tllegal Options [T 1CMP Multicast
[ Syn Flood [T UDP Flood [ 1CMP Floed
I™ Echo Chargen
Other Events
™ Remote Administration Atternpts
[T Connection States
[Log Buffer ]

This screen allows you to select the types of activities for which you would like to have a log
message generated:

The following checkboxes can be clicked:
o Accepted Events
0 Accepted Incoming Connections - write a log message for each successful
attempt to establish an inbound connection to the home network.
0 Accepted Outgoing Connections - write a log message for each successful
attempt to establish an outgoing connection to the public network.
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e Blocked Events

0 All Blocked Connection Attempts - write a log message for each blocked
attempt to establish an inbound connection to the home network or vice
versa. You can enable logging of blocked packets of specific types by disabling
this option, and enabling some of the more specific options below it.

0 Specify the blocked events that should be monitored. Use this to monitor
specific event such as SynFlood. A log message will be generated if either the
corresponding check-box is checked, or the “All Blocked Connection
Attempts” check-box is checked.

=  Winnuke
= Defragmentation Error
= Blocked Fragments
= Syn Flood
= Echo Chargen
= Multicast/Broadcast
= Spoofed Connection
= Packet Illegal Options
= UDP Flood
= |CMP Replay
= |CMP Redirect
= |CMP Multicast
= |CMP Flood

e Other Events

O Remote Administration Attempt - write a log message for each remote-
administration connection attempt, whether successful or not.

0 Connection States - provide extra information about every change in a
connection opened by the firewall. Use this option to track connection
handling by the firewall and Application Level Gateways (ALGs).

e Log Buffer

0 Prevent Log Overrun - select this check box in order to stop logging firewall

activities when the memory allocated for the log fills up.

Press the OK button to apply changes and go back to the Log screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the Log screen.
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8.3. VPN/Internet Protocol Security (IPSec)

Oy

"OPTION GlobeSurfer |||

thre t
Sl internet —— /-" p
nterne oca > sl
w Connection " Wetwrotic -2 System .‘;w‘/ Shortcuts Telephone ‘ sMs

DDHS  Advance d J

Services

 Internet Protocol Security (IPSec)

Block Unauthorized IP [¥ Enabled

Maximum Mumber of Authentication Failures:
Block Period (in seconds):

[Anh-Rep\ay Protection ¥ Enabled ]

Connec tions

Name Status Action

(o= (@) (0 ) e ) (mmm)

This screen allows the entry of Internet Protocol Security (IPSec) data. The following fields should be
entered:

e Block Unauthorised IP
0 Enabled: click this checkbox to block unauthorized attempts, and then enter
0 Maximum Number of Authentication Failures: number allowed before blocking
O Block Period: time in seconds
e Anti-Replay Protection
0 Enabled: click this checkbox to provide anti-replay protection
e Connections: for each connection the following fields are displayed:
e Name: description of connection
e Status: status of connection
e Action: options for adding new entries or editing or deleting existing ones

Press the OK button to apply changes and go back to the Overview screen.

Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the Home screen.

Press the Settings button to go to the Internet Protocol Security (IPSec) Settings screen (see section
1.1.1).

Press the Log Settings button to refresh the screen.
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8.3.1. Internet Protocol Security (IPSec) Settings
()
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Press the Refresh button to update the status.

This screen displays the IPSec public key and allows it to be recreated.

Press the Recreate Key button to recreate the IPSec public key.

Press the Close button to go back to the VPN/Internet Protocol Security (IPSec) screen.

Press the Refresh button to refresh the screen.

8.3.2. IPSec Log Settings

)

)
|EN English %] Melcome sdmin | Go to Basic Mode | g Site Map | (1) Reocot | B Loout
/— Quick - 4 Internet = Local - A8
. r | < ]
Home S § phistin Ol .' A, Services - System ﬂ Sharteuts ’ Telephone \\.7‘ sMS
- -3 9

l EEEEEE Firewall Storage DONS Advanced

Sewlces

.7 IPSec Log Settings

A Enabling all of the IPSec log options may reduce ClobeSurfer's performance.

IKE Log Settings

[~ Message's Raw Bytes

[~ Message's Encryption and Decryption
[T Message's Input Structure

[T Message's Output Structurs

[ Verbose Automatic Keying

[ verbose IKE IPSec Interaction

[ verbose Private Keys

[ verbose Dead Peer Detection

[ verbose NAT Traversal Negotiation
[ verbose IKE Reject Packets

[T Print All IKE Messages Ignoring Rate Limit

IPSec Log Settings

[T Tunneling Code

[~ Tunneling Transmit Code
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This screen allows the customization of the IPSec log, by allowing the user to choose what data
is recorded. It is important to note the enabling many of these options may reduce GlobeSurfer®
[1I’'s performance.

The following checkboxes can be clicked:

o |IKE Log Settings

0 Message’s Raw Bytes

Message’s Encryption and Decryption
Message’s Input Structure
Message’s Output Structure
Verbose Automatic Keying
Verbose IKE IPSec Interaction
Verbose Private Keys
Verbose Dead Peer Detection
Verbose NAT Traversal Negotiation
Verbose IKE Reject Packets

0 Print All IKE Messages Ignoring Rate Limit
e |PSec Log Settings

O Tunneling Code
Tunneling Transmit Code
User-Space Communication Code
Transform Selection and Manipulation Code
Internal Route Table Manipulation Code
Secure Association Table Manipulation Code
Radij Tree Manipulation Code
Encryption Transforms Code
Authentication Transforms Code
Receive Code
IP Compression Transforms Code
Even More Verbose Output
Verbose Rejected Packets
Print All IPSec Messages Ignoring Rate Limit

OO O0OO0OO0OO0OO0OOo0OOo

O O0OO0OO0OO0O0O0O0OO0OO0OO0OO0OO0OOo

Press the OK button to apply changes and go back to the VPN/Internet Protocol Security
(IPSec) screen.

Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the VPN/Internet Protocol Security
(IPSec) screen.
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9. System

This area enables the user to configure system settings and perform maintenance functions.

From this screen you can click on the tabs at the top left hand side to route to the following detailed
screens:

e Qverview - system overview including version, release date, platform, load average (see section 9.1)
e Settings - configure systems settings, date and time parameters and set the clock (see section 9.2)

e Users - list of remote users/groups, and ability to add, edit or delete users/groups (see section 9.3)
e Network Connections - configure parameters of physical connections, LAN/WAN (see section 9.4)

e Monitor - monitors traffic within local network or between local network/Internet (see section 9.5)
e Routing - routing overview + enable RIP, IGMP, Domain Routing, BGP, OSPF, PPPoE (see section 9.6)
e Management - ability to configure UPnP, SNP and Remote Administration (see section 9.7)

e Maintenance - config file, reboot, restore settings, perform upgrade, diagnostics (see section 9.8)

e Objects and Rules - protocols, network objects, scheduler rules + X.509 certificates (see section 9.9)

9.1. Overview

—

OPTION GlobeSurfer Il
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M Seftings Users Network Connections WMonitor Routing Management Maintenance Objects and Rules |
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&> System Information

Gateway ID: O00CE365F6AB

Software Version: P1A08 Upgrade
Release Date: Jul 14 2008

Platform: BCM5354

System Has Been Up For: 2 days, 17 hours

Load Average (1/5/ 15 mins.): 0.02/0.01/0.00

This screen displays general system information:

e Gateway ID: displays the 12 character gateway ID.

e Software Version: displays the 5 character software version.

e Release Date: displays the date the software was released.

e Platform: displays the platform the software runs on.

e System Has Been Up For: shows the time in hours and minutes that the system has been running.
e Load Average: shows the average load over 1, 5 and 15 minutes.

Click on the Upgrade hyperlink to be routed to the Firmware upgrade screen in the Maintenance tab in
the System area (see section 9.8.5)
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9.2. System Settings

Access GlobeSurfer® Ill's system settings by clicking the Settings tab in the System area.

From this screen you can click on the tabs at the top right hand side to route to the following detailed
screens:

e Overview (see section 9.2.1)
e Date and Time (see section 9.2.2)

9.2.1. Overview/System Settings

To access the System Settings screen, click the Overview tab at the top right hand side of the Settings
screen in the System area.

i |

OPTION GIobeSurfer |||

(2 Rebao

S
? Telephone ’ ‘ sMs

M Date and Time

lceme admin | Go

o -

f ’“ A% auick L Intemet Local . /_,.,-—-w s
iy tome Z Setup 9§ Connection (12 Hetwork Y servees - Systany
o / . & N

l Overview !: ﬂ Users  Hetwork Connections  Monitor  Routing  Management  Maintenance  Objects and Rules

Settings

_:Z’ System Settings

/-:6){ Shortcuts ’

system

GlobeSurfer's Hostname:

Local Domain:

GlobeSurfer Management Console

Session Lifetime: Seconds

Management Application Ports

Primary HTTP Management Port:
Secondary HTTP Management Port:
Primary HTTPS Management Port:
Secondary HTTPS Management Port:
Primary Telnst Port:

Secondary Telnet Port:

Secure Telnet over S5L Port:
Jungo.net Part:

Jungo.net S5L Port:

The System Settings screen allows you to configure various system and management parameters:

System:
o GlobeSurfer® IlI’'s Hostname: hostname is the URL address of the GlobeSurfer® lil.
e Local Domain: specify your network’s local domain.

GlobeSurfer® Il Management Console:

e Automatic Refresh of System Monitoring Web Pages: select this checkbox to enable the automatic
refresh of system monitoring web pages.

e Warn User Before Network Configuration Changes: select this checkbox to activate user warnings
before network configuration changes take effect.
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e Session Lifetime: controls the session lifetime (seconds) for logins to the management console.
When the time has expired the login screen will appear again.

Management Application Ports: this section allows you to configure the following management
application ports:

e Primary HTTP Management Port

e Secondary HTTP Management Port
e Primary HTTPS Management Port

e Secondary HTTPS Management Port
e Primary Telnet Port

e Secondary Telnet Port

e Secure Telnet over SSL Port

e Jungo.net Port

e Jungo.net SSL Port

Management Application SSL Authentication Options:
e Primary HTTPS Management SSL Client Authentication: select from the drop down list:
e None
e Optional
e Required
e Secondary HTTPS Management SSL Client Authentication select from the drop down list:
e None
e Optional
e Required
e Secure Telnet over SSL Client Authentication: select from the drop down list:
e None
e Optional
e Required

System Logging:
e System Log Buffer Size: size in KB
e Remote System Notify Level: select from the drop down list:

e None
e Error
e Warning

e Information
e Persistent System Log: select this checkbox to keep the system log.

Security Logging:
e Security Log Buffer Size: size in KB
e Remote Security Notify Level: select from the drop down list:

e None
e Error
e Warning
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e Information
e Persistent Security Log: select this checkbox to keep the security log.

Outgoing Mail Server:
e Server: enter the hostname of your outgoing (SMTP) server.
e From Email Address: each email requires a from address and some outgoing servers refuse to
forward email without a valid from address for anti-spam considerations.
e Port: used to alter the server port, if your mail server does not use the standard port 25.
e Server Requires Authentication: select the checkbox if your outgoing email server requires
authentication, and then enter:
e User Name: your username
e Password: your password

Swap:
e Enabled: select this checkbox to enable swapping.
e Status: shows the swap status. Possible options are:

e Disabled
e |nactive
e Active

e Swap Size: enter the swap size in MB.

HTTP Interception:

e Intercept HTTP Traffic for Assisting with Internet Connectivity Problems: select this checkbox to
intercept HTTP traffic.

e Perform Web Authentication Over HTTPS: select this checkbox to perform web authentication over
HTTPS.

Host Information:
e Enable Auto Detection of Host Services: select this checkbox to enable automatic detection of host
services.

Installation Wizard:
e Use Installation Wizard Pre-configured Values: select this checkbox if you wish to use the
installation wizard’s pre-configured values.

LCD Settings:

e Screensaver Timeout: sets the time in seconds before the screensaver is displayed
e Go Home Timeout: sets the time in seconds for the Go Home timeout

e Contrast: sets the contrast level on the LCD
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Press the OK button to apply changes and go back to the Home screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the Home screen.

9.2.2. Date and Time

To access the Date and Time screen, click the Date and Time tab at the top right hand side of the
Settings screen in the System area.

COPTION GIobeSurfer III
f\‘? J F = ”_ ” O ” D e [ & e l_‘ﬂ‘ DDDDDD ”§ E— H %
(... r—— — = Fm———

Settings

+1) Date and Time e

cal Time: ul 31, 2008 02:06:17
Time Zone: [GnT (G000 ~

Daylight Saving Time
I Enabled
Start Time: Mar & 25 =] |00 1|00

Offset:

End Time oct =] [28]=] [0 : [oo
6 tes

© Time of Day (TOD)
& Network Time Protocel (NTP)

Action

H
]
H
m
<

Y%

Status: Got time update from server, Last Update: Wed Jul 30 11:27:49 2008

To configure date and time settings enter the following:

Localization:

e Local Time: shows the current date and time. This is set automatically if automatic update has been
chosen, or manually by pressing the Clock Set button at the bottom of the screen.

e Time Zone: select the local time zone from the pull-down menu.

Daylight Saving Time:

e Enabled: select this checkbox if you would like the Daylight Saving/British Summertime offset to be
made to the time in the time zone.

e Start Time: enter the date and time when the daylight saving offset should start from.

e End Time: enter the date and time when the daylight saving offset should end.

e Offset: enter the number of minutes that should be added during the daylight saving period.

Automatic Time Update:

e Enabled: select this checkbox If you want the GlobeSurfer® Ill to update the time automatically.
e Protocol: select the protocol to be used to perform the time update by selecting one of the two
following radio buttons:
0 Time of Day (TOD)
0 Network Time Protocol (NTP)

e Update Every: specify how often to perform the update (in hours).You can change the default
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timeserver address by clicking the New Entry link at the bottom of the section.

e Press the Sync Now button to synchronise the time.

e Status: shows the date and time when the time was last updated.

e Click on the edit icon in the Time Server table to modify an entry, or click on the New Entry
hyperlink or the add icon to add an entry. In both cases you will be routed to the Time Server
Settings screen (see section 9.2.2.1).

Press the OK button to apply changes and go back to the Home screen.

Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the Home screen.

Press the Clock Set button to go to the Clock Set screen.

Press the Refresh button to update the status and stay on this screen

9.2.2.1. Time Server Settings

To access the Time Server Settings screen, click the New Entry hyperlink from the Date and Time screen
in the System area.

=)

OPTION GlobeSurfer il

O O

- sd= | o Site Map
@k Shortouts ® Telephone S ‘ SMS

Overview

To configure time server settings enter the following:
e Time Server: enter server IP address or domain name

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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9.2.2.2. Clock Set

To access the Clock Set screen, click the Clock Set button on Date and Time screen in the System area.

GIobeSurfer III

B Logoy

:/‘) System “‘ "'lt' Shortcuts ”? Telephone ” % sMs

i Clock Set

Local Time:

Local Date: Jut =] [21]=] [2008 = ’
02 : [58 :[32

[ @ ox ][ @ oy ][ O caroet ]

To set the clock enter the following:
e Local Date: choose the current month, day and year from the drop down lists.
e Local Time : manually enter the current hours, minutes and seconds.

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

9.3. Users

Access the list of defined remote users by clicking the Users tab in the System area.

oPTION  GlobeSurfer Il

p
-
- { Internet F Local ] r ‘] 5
/ Setup ” 9 Connection " A ” o Services System H% Shartcuts Telephone ” \ SMS ’
Overview Settings m Network Connections Monitor Routing i Objects and Rule: J

Users

Full Name User Name Permissions Action
Administrator admin Administrator Permissions 3
Wireless Permissions
Microsoft File and Printer Sharing Access
New User P

Groups

Name Description Members Action

New Group P

©

You can add, edit and delete users allowed to access the GlobeSurfer® Il and your local network by
managing the user table as described in section 3.3.

For each user the following data is displayed:
e Full Name: the remote user’s full name
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e User Name: the name the remote user will use to access your local network
e Permissions: the remote user’s privileges on your local network
e Action: add, modify or delete

For each group the following data is displayed:
e Name
e Description
e Members
e Action: add, modify or delete

Click on the Microsoft File and Printer Sharing Access Permission hyperlink to be routed to the File
Server screen off the Storage tab in the Services area (see section 8.4.1).

Click on a specific User hyperlink or the edit icon in the Users table to modify an entry, or click on the
New User hyperlink or the add icon to add an entry. In both cases you will be routed to the User
Settings screen (see section 9.3.1).

Click on a specific Group hyperlink or the edit icon in the Groups table to modify an entry, or click on
the New Group hyperlink or the add icon to add an entry. In both cases you will be routed to the Group
Settings screen (see section 9.3.2).

Press the Close button to go back to the previous screen.

9.3.1. User Settings

To access the User Settings screen, click New User hyperlink from the Users screen in the System area.

—

OPTION

802.1X Authentication

Authentication Method: None &

Disk Managemen t

[ Enable User Home Directory

To configure user settings enter the following:
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General:
e Full Name: the remote user’s full name
e User Name: the name the remote user will use to access your local network
e New Password: type a new password for the remote user. If you do not want to
assign a password to the remote user leave this field empty. This field is case sensitive.
e Retype New Password: if a new password was assigned, type it again to verify correctness.
e Permissions: selecting the remote user’s privileges on your local network:
e Administrator Permissions: selecting this checkbox grants remote system setting
modification via the web-based management console or telnet
o Wireless Permissions: selecting this checkbox grants wireless permissions
e Microsoft File and Printer Sharing Access: selecting this checkbox grants access to
Microsoft’s file and printer sharing.
e Microsoft File and Printer Sharing Access: click on the hyperlink and you will be routed to
File Server screen off the Storage tab in the Services area (see section 8.4.1).
e Internet Printer Access: selecting this checkbox grants access to internet printers.
e Internet Printer Access: click on the hyperlink and you will be directed to the Print Server
screen off the Shared Printers tab in the Local Network area (see section 7.5).
e Remote Access by VPN: selecting this checkbox enables remote access by VPN

802.1X Authentication:
e Authentication Method: choose a method from the drop down list — options are:
O None
0o MD5
o TLS
o TTLS
Disk Management:
e Enable User Home Directory: selecting this checkbox enables the user’s home directory.

Email Notification:

e Click here to configure notification Mail Server: click on the hyperlink and you will be routed to the
System Settings Overview screen off the Settings tab in the System area (see section 9.2.1).

e Notification Address: enter the appropriate address

e Systems Notify Level: choose a method from the drop down list — options are:

O None
O Error
0 Warning

O Information
e Security Notify Level: choose a method from the drop down list — options are:

O None

O Error

0 Warning

0 Information

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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9.3.2. Group Settings

To access the Group Settings screen, click the New Group hyperlink from the Users screen in the
System area.

ra

OPTION GlobeSurfer Il
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To configure group settings enter the following:

General:
e Name: group name
e Description: group description

Group Members:
e Administrator: selecting this checkbox grants administrator status

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

9.4. Network Connections

GlobeSurfer® Ill supports various network connections, both physical and logical. The Network
Connections screen enables you to configure the various parameters of your physical connections, the
LAN and WAN, and create new connections, using tunneling protocols over existing connections, such
as PPP and VPN.

When clicking the Network Connections tab in the System area, the following typical screen will appear:
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This section describes the different network connections available with GlobeSurfer® Il in their order of
appearance in the Network Connections screen, as well as the connection types that you can create
using the Connection Wizard.

GlobeSurfer® Ill's default network connections are:

e LAN - Creating a home/SOHO network
e LAN Bridge (see section 9.4.2)
e LAN Ethernet (see section 9.4.3)
e LAN Wireless (see section 9.4.4)
e WAN - Internet Connection
e WAN Cellular (see section 9.4.5)

The logical network connections available with GlobeSurfer® Il are:

e Virtual Private Network over the Internet
e Point-to-Point Tunneling Protocol Virtual Private Network
e Layer 2 Tunneling Protocol over Internet Protocol Security
e Internet Protocol Security
e Point-to-Point Tunneling Protocol Server
e Layer 2 Tunneling Protocol Server
e Internet Protocol Security Server

e Advanced Connections
e Point-to-Point Protocol over Ethernet
e Network Bridging
e VLAN Interface
e Point-to-Point Tunneling Protocol
e Point-to-Point Tunneling Protocol Virtual Private Network
e Point-to-Point Tunneling Protocol Server
e Layer 2 Tunneling Protocol
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e Layer 2 Tunneling Protocol over Internet Protocol Security
e Layer 2 Tunneling Protocol Server

e Internet Protocol Security

e Internet Protocol Security Server

e Internet Protocol over Internet Protocol

e General Routing Encapsulation

9.4.1. Connection Wizard

The logical network connections can be easily created using the Connection Wizard. This wizard is
consists of a series of web-based management screens, intuitively structured to gather all the
information needed to create a logical connection.

In order to create a connection using the Connection Wizard, click the New Connection hyperlink in the
Network Connections screen. The Connection Wizard screen will appear.
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This screen presents you with the main connection types. Each option that you choose will lead you to
further options in a tree-like formation, adding more information with each step and narrowing down
the parameters towards the desired network connection.

Connect to a Virtual Private Network over the Internet: selecting this option will take you to the
Connect to a Virtual Private Network over the Internet screen. This section will help you connect
GlobeSurfer® Il to a business network using a Virtual Private Network (VPN) so you can work from
home, your workplace or another location.

GlobeSurfer® llI Page 90 of 180 TECHNICAL REFERENCE MANUAL



()

OPTION
O O WIRELESS TECHNOLOGY

EN ngll < [ = dmin | tode | Jo Sit= Mep | (1) Reboot | W Logou
/~ Quick \ Internet Local ) AR
-‘. Home / il w Connection Network Services - System m Shortcuts Telephone ; SMS
it -
l Overview  Seffings  Users  [IITCSUMWNNSINEY  Monitor  Routing  Management  Maintenance  Objects and Rules )
System

g~ Connect to a Virtual Private Network over the Internet

Choose your VPN connection type:

-Point

& VPN Client or Poi
Connect to your b
Virtual Private Netw

t from home or another location, using a
er the Internet

¢ VPN Server
Enable Virtual Private Network (VPN) connections to GlobeSurfer from other
locatians,

[ € Baok ][ P vext “ Qc;m.]

VPN Client or Point-To-Point: selecting this option will take you to the VPN Client or Point-To-Point
screen.

From here you can choose one of the following protocols to connect to a remote VPN server:

e Point-to-Point Tunneling Protocol Virtual Private Network (PPTP VPN): enable the secure
transfer of data to another location over the Internet, using name/password authentication

e Layer 2 Tunneling Protocol over Internet Protocol Security (L2TP IPSec VPN): enable the secure
transfer of data to another location over the Internet using private and public keys for
encryption and digital certificates and user name/password for authentication

e Internet Protocol Security (IPSec): enable the secure transfer of data to another location over
the Internet using private and public keys for encryption and digital certificates or shared secret
for authentication
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Choose one of the following protocols to connect to a remote VPN server:

@ Point-to-Point Tunneling Protocol Virtual Private Network (PPTP
VPN)

Enable secure transfer of data to ancther location over the Internet, using
user name/password authenticatio

¢ Layer 2 Tunneling Protocol over Internet Protocol Security (L2TP
IPSec VPN)
Enable secure transfer of data to another location over the Internet, using
public keys for encryption and digital certificates and user
word for authentication.

et Protocol Security (IPSec)
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VPN Server: selecting this option will take you to the VPN Server screen.
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From here you can choose one of the following VPN protocols to allow a remote host to connect to
GlobeSurfer® lll:
e Point-to-Point Tunneling Protocol Server (PPTP Server): enable Virtual Private Network (VPN)
connections to your home network from other locations
e lLayer 2 Tunneling Protocol Server (L2TP Server): enable Virtual Private Network (VPN)
connections to your home network from other locations
e Internet Protocol Security Server(IPSec Server): enable secure connections to GlobeSurfer® IlI
from other locations, using private and public keys for encryption and digital certificates or
shared secret for authentication
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Going back to the Connection Wizard page:

Advanced Connection: selecting this option will take you to the Advanced Connection screen. This
section is a central starting point for all the advanced logical network connections. In addition, it
provides the sequence for creating the Network Bridge and VLAN Interface connections.

From here you can choose your connection type:

e Point-to-Point Protocol over EthernetServer (PPTP Server): connect to the Internet using a PPP
tunnel over the Ethernet protocol

o Network Bridging: connect separate network interfaces to form one seamless LAN

e VLAN Interface: connect to an external virtual network

e Point-to-Point Tunneling Protocol (PPTP): connect to the Internet using a PPTP connection

e Point-to-Point Tunneling Protocol Virtual Private Network (PPTP VPN): enable secure transfer of
data to another location over the Internet, using user name/password authentication

e Point-to-Point Tunneling Protocol Server (PPTP Server): enable Virtual Private Network (VPN)
connections to your home network from other locations

e Layer 2 Tunneling Protocol (L2TP): connect to the Internet using an L2TP connection

e Layer 2 Tunneling Protocol over Internet Protocol Security (L2TP IPSec VPN): enable secure
transfer of data to another location over the Internet, using private and public keys for
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encryption and digital certificates and user name/password authentication

e Layer 2 Tunneling Protocol Server (L2TP Server): enable Virtual Private Network (VPN)
connections to your home network from other locations

e Internet Protocol Security (IPSec): enable secure transfer of data to another location over the
Internet, using private and public keys for encryption and digital certificates or shared secret for
authentication

e Internet Protocol Security Server (IPSec Server): enable secure connections to GlobeSurfer® lll
from other locations, using private and public keys for encryption and digital certificates or
shared secret for authentication

e [nternet Protocol over Internet Protocol (IPIP): enable transfer of data to another location over
the Internet, using a non-encrypted virtual private network

e General Routing Encapsulation (GRE): enable transfer of data to another location over the
Internet, using a non-encrypted virtual private network

=
Q0
eloome admin | Go to Basic Mode | gw Site Map | (1) Rebaat 3 El g
» -' | > | '
£ Quick Internet Local f—, it
4| Home 5 ” i@ 2 Services /.. ) system agindf  snhortcuts § Telephone SMS

. L '_/__ Setup A Connection Hetwork .;‘?.,_, | ) S \ { ‘

[ overview  settings  users o] Monitor  Routing _ Management  Maintensnce  Objscts and Rules ]

m

#~ Advanced Connection

Choose your connection type:

= Point-to-Point Protocol over Ethernet (FFPBE)
Connect to the Internet using a PPP tunnel over the Ethernet protocol

£ Network Bridging
Connect separate network interfaces to form one seamless LAN

" VLAN Interface
Connect to an external virtual network.

{ Point-to-Point Tunneling Protocol (PPTP)
Connect to the Internet using a PPTP connection.

£ Point-to-Point Tunneling Protocol Virtual Private Network (PPTP
VPN)

Enable secure transfer of data to another location over the Internet, using
user name/password authentication.

£ Point-to-Point Tunneling Protocol Server (PPTP Server)
Enable Virtual Private Netwark (WPN) connections ta your home netwark
from other locations.

¢ Layer 2 Tunneling Protocol (L2TP)
Connect to the Internet using an L2TP connection.

¢ Layer 2 Tunneling Protocol over Internet Protocol Security (L2TP
IPSec VPN)
Enable secure transfer of data to ancther location owver the Internet, using
private and public keys for encryption and digital certificates and user
name/password for authentication.

£ Layer 2 Tunneling Protocol Server (L2TP Server)
Enable Virtual Private Network (WVPN) connections to your home network
£ thar locas,

How to configure a LAN Bridge will be described in section 9.4.2. For more information on how to
configure the other advanced connections, please contact the Option customer support centre.

9.4.2. LAN Bridge

The LAN bridge connection is used to combine several LAN devices under one virtual network. For
example, creating one network for LAN Ethernet and LAN wireless devices.

Please note, that when a bridge is removed, its underlying devices inherit the bridge's DHCP settings.
For example, the removal of a bridge that is configured as DHCP client, automatically configures the
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LAN devices formerly constituting the bridge as DHCP clients, with the exact DHCP client configuration.

To configure an existing bridge or create a new one, perform the following steps:

e Click the New Connection hyperlink in the Network Connections screen. The Connection Wizard
screen will appear.

e Select the Advanced Connection radio button and click Next. The Advanced Connection screen
will appear.

e Select the Network Bridging radio button and click Next. The Bridge Options screen will appear.

)
O 0
EN English | " = sdmin | Go to
AP Quick Internst Local = Sy
3 ‘:1 Home / Setup e el Services < ) System .::‘“ﬁ Shortcuts Telephone ‘ sSMS
e ( v ‘»
werview Settings Users Network Connections Menitor Routing Management Maintenance Objects and Rules J
5

g~ Bridge Options

A bridge already exists in the network. Choose one of the following:

& Configure Existing Bridge (Recommended)
Configure the existing bridge by adding new connections or removing
existing connections.

¢ Add a New Bridge

I &= Back ]I > Next ” Ocancsll

Configure Existing Bridge: select this option and click Next. (This option will only appear if a bridge
exists). The Network Bridging screen will appear allowing you to add new connections or remove
existing ones, by checking or unchecking their respective check boxes. For example, checking the LAN
Wireless check box will add the Wireless LAN interface to the existing bridge.

O =
EN English | Wieloor tode | e Site Map | (1) Ra ut
-/7’ L Quick Internet Local J’/
\ ﬂ Home s services j System r(‘ Shortcuts Telephone R SMS
po 4 g etup Connection Network .‘ 4
l Overview g5 ers ‘Network Connections. Monitor Routing Management Maintenance Objects and Rules J
System
w P
g~ Network Bridging
Configure LAN Bridge properties:
Bridged Connections
Name Status
L' LAN Bridge Connected
¥ % LAN Ethernet Connected
2 LAN Wireless 802.11g Access Point Connected
I € Back Il ¥ Hext II QO cancel I

Add a New Bridge: select this option and click Next. A different Network Bridging screen will appear
allowing you to add a bridge over the unbridged connections, by checking their respective check boxes.
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oPTION GlobeSurfer lll

O 0
Wiclcome edmin | Go to Basic Mode | J Sit= Map | (1) Resoot | B Loaout | [EN English [

Vs ’ y %4 L= \ @
[ | Home Ay Quick fiacinet Lo Services = ) System i shortcuts Telephone 3 sMS
\ Setup Connection Hetwork A = &
P = . -
Overview  Seftings  Users [ISORSMGRUSRRIINS  pionitor  Routing  Management  Maintenance  Objects and Rules )|

System
’?\) Network Bridging

Configure your bridge properties:

|Bridged Connections |

Name Status
[T % LAN Ethernet Connected
[T ;i LAN wireless 802.11g Access Paoint Connected

(=)= ](o==]

Important notes:
e The same connections cannot be shared by two bridges.
e A bridge cannot be bridged.
e Bridged connections will lose their IP settings.

Click Next. The Connection Summary screen will appear, corresponding to your changes.

)

“oPTION GIobeSurfer 1]

OO
EN English [ Vielcome admin | Go to Bs

tode | Jo Sits Man | (1) Reboct | W Logout

f’ /*: Quick A Internst Local AR
| b Home v 4 Services - System Shortcuts Telephone R sms
) Setup Connection Hetwork A "4 R
S v = —
I Overview _ Seftings _ Users  [[ESPSCRPPRRSUN  mionitor  Routing Objects and Rules ]

Systemn
# .
#~ Connection Summary

You have successfully completed the steps needed to create the following connection:

Network Bridge
LAN Ethernet, LAN Wireless 802.11g Access Paint will be bridged
»ndgad connections are about to lose their IP settings. If the bridge is

the connections should be canfigured
+ GlobeSurfer Management Cansale might Iose its cannectivity

[ [T Edit the Newly Created Connection ]

Press Finish to create the connection.

(e=)(@m](0==]

Check the Edit the Newly Created Connection check box if you wish to be routed to the new
connection's configuration screen after clicking Finish. Click Finish to save the settings.

The new bridge will be added to the network connections list, and will be configurable like any other
bridge.

GlobeSurfer® Ill Page 95 of 180 TECHNICAL REFERENCE MANUAL




9.4.2.1. General

~

OPTION
O O WIRELESS TECHNOLOGY

From the Network Connections screen, if you click on a LAN Bridge connection, you will be routed to

the LAN Bridge Properties screen.

From this screen you can click on the tabs at the top left hand side to route to the following detailed

screens:

e General -

displays an overview of the LAN Bridge (see section 1.1.1.1)

e Settings — allows you to edit general LAN Bridge parameters (see section 9.4.2.2)

e Routing - allows you to set up your gateway to use static or dynamic routing (see section 0)

e Bridging - allows you to specify LAN devices to join under the network bridge (see section 9.4.2.4)
e Advanced - allows you to enable the firewall and add additional IP addresses (see section 9.4.2.5)

)
OPTION GIObeSurfer III
V' = < edmin | Go to Basic Mode | gw Sit= Map | (1) Rebact
- ’ - = @
‘-‘ 1:] Home ‘ " 2:52 ”w ‘E':"::‘rnf;imn " ;::j"wk “ a Services 67 System ‘,ﬁ Shartcuts Telephone ‘ ‘ SMS
e = b
Overview Seftings Users TManitor Routing Management Maintenance Objects and Rules

Underlying Device:

Connection Type:
Download Rate:
Upload Rate:
MAC Address:

1P Address:

‘=ubne|‘ Mask:

Total connection time:
Current connection time:

System
L1 ’ g
L’_ir LAN Bridge Properties
_J' General | Ssttings | Routing | EBridging | Advances |
Name: LAN Bridge
Device Name: bro
Status: Connected
Netwaork:

Bridge

100 Mbps

100 Mbps
00:0c:e3:65:f6:ac
192.168.1.1
1111

255.255.255.0

DHCF Server

10.1 [MB]

28.7 [MB]

69:57:22 [hh:mm:ss]
8:07:29 [hh:mm:ss]

l @ ox

I[ @ Apply || Q) cancal ]
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G
9.4.2.2. Settings
oot TheN GlobeSurfer Il
EIIEﬂ::h ~ Welcome admin | Go to Basic Mode | g Site Mag | {1) Reboot | W Logout
/:ﬁ = ’////) ‘;‘;‘Z‘; !ﬁ? e ” .; T ” a— Services ”67 System t.ﬁ,f\ Shortcuts ”? Telephone ” ~% sMs y
Overview wings_users Wionitor __routrs __ mansgem Objects ans Rues
lS{.'StelT\ J
e i LAN Bridge Properties
[[General | Settings | _Routing | Bridoing | Acvencea |

Internet Protocol

1P Address: 192 |[1es  |[1 [
Subnet Mask: 255 |[2s5 |[zs5 ][0

DNS Server [Use the Following DNS Server Addresses =]

IP Address Distribution

Start IP Address: 192 |[1es  |[1 [
End IP Address: 192 |[1es  |[1
Subnet Mask: 255 |[zs5  |[zs5 ][0

Lease Time in Minutes: a0

The top part of the configuration window displays general communication parameters. It is not
recommended to change the default values in this screen unless you are familiar with the networking
concepts they represent. Since your gateway is configured to operate with the default values, no
parameter modification is necessary.

You can view and configure the following general connection settings:
General
e Device Name: name of LAN bridge
e Status: options are:
e Connected
e Disconnected
e Schedule: this drop down list contains schedule information, options are:

e Always
e Network: this drop down list shows the network types, options are:
e LAN
e WAN
e DMZ

e Connection Type: this will be Bridge

e Physical Address: the physical address of the network card used for your network. Some cards allow
you to change this address.

e MTU: Maximum Transmission Unit. It specifies the largest packet size permitted for Internet
transmission. Options from the drop down list are:
e Automatic: the gateway will select the best MTU for your Internet connection — this is the

default setting

e Automatic by DHCP: the gateway will select the best MTU by DHCP
e Manual: this allows you to enter the largest packet size that will be transmitted. The
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recommended size is 1492. You should leave this value in the 1200 to 1500 range.
Internet Protocol - please note that according to the selection you make in the Internet Protocol drop
down list, the screen will refresh and display relevant configuration settings.
e Internet Protocol drop down list: select one of the following options:
e No IP Address: select if you require this connection to have no IP address.
e Obtain an IP Address Automatically: select if you require this connection to try to obtain its IP
address from a DHCP server.
o Use the Following IP Address: the LAN connection is usually configured using a permanent
(static) IP address. Your service provider should provide you with this address and subnet mask.
e |P Address: enter the IP address provided by your service provider
e Subnet Mask: enter the subnet mask

DNS Server - please note that according to the selection you make in the DNS Server drop down list, the
screen will refresh and display relevant configuration settings.
e DNS Server drop down list: select one of the following options:

e No DNS Server: select if you require this connection to have no DNS Server.

e Use the Following DNS Server Addresses: it is possible to specify IP addresses of primary and
secondary DNS servers if, for instance, local domain names should be handled by local name
servers. Note that for the Cellular WAN interface, DNS servers are configured separately.

e Primary DNS Server : enter server address
e Secondary DNS Server: enter server address

IP Address Distribution - this section allows you to configure the gateway's Dynamic Host Configuration
Protocol (DHCP) server parameters. The DHCP automatically assigns IP addresses to network PCs. If you
enable this feature, make sure that you also configure your network PCs as DHCP clients.

e |P Address Distribution drop down list: select one of the following options:

e Disabled: select if you would like to assign IP addresses to your network computers statically.

e DHCP Server: select if you are going to provide the range of IP addresses to assign.

e DHCP Relay: your gateway can act as a DHCP relay in case you would like to dynamically assign
IP addresses from a DHCP server other than your gateway's DHCP server. Note that when
selecting this option you must also change GlobeSurfer® IlI's WAN to work in routing mode.

e Start IP Address: the first IP address that may be assigned to a LAN host. Since the gateway's default
IP address is 192.168.1.1, this address must be 192.168.1.2 or greater.

e End IP Address: the last IP address in the range that can be used to automatically assign IP
addresses to LAN hosts.

e Subnet Mask: a mask used to determine to what subnet an IP address belongs. An example of a
subnet mask value is 255.255.0.0.

e Lease Time in Minutes: each device will be assigned an IP address by the DHCP server for this
amount of time, when it connects to the network. When the lease expires, the server will
determine if the computer has disconnected from the network. If it has, the server may reassign
this IP address to a newly-connected computer. This feature ensures that IP addresses that are not
in use will become available for other computers on the network.

e Provide Host Name If Not Specified by Client: click this checkbox if you would like the gateway to
assign a host name automatically for the DHCP client if it doesn’t have one
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e New IP Address hyperlink: this will appear on the screen if DHCP Relay has been chosen.
Press the OK button to apply changes and go back to the previous screen.

Press the Apply button to apply changes and stay on this screen.

Press the Cancel button to reject changes and go back to the previous screen.

If DHCP Relay has been chosen, click the New IP Address link. The DHCP Relay Server Address screen
will appear:

JOPTION GlobeSurfer III
00
Welcome adi 1) hoo f Logou
/:ﬁ Home };_ ?:;E: ”Q ‘é’;f"ﬂ";‘m" l; h:’::"ﬂm H‘?‘» Services ”<..:;] System ‘ ‘ "'ﬂ Shortouts ”0 Telephone ‘ ‘ SMS ’
lq i Overview Seftings _ Users Monitor __ Routing i Objects and Rules J
oystem
V)
5‘;!}? DHCP Relay Server Address
[ 1P Address: 1 In [0 o ]
e |P Address: specify the IP address of the DHCP server.
Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
9.4.2.3. Routing
)
= rruos GlobeSurfer Il
[E Engish =] mi o Sit= Map | (1) Revcot | I
‘ ﬁ Home }jf g::EE ” w g‘;ﬁ:‘z‘mn ‘ hzx’wk ” 5 Services %D system ‘ ﬁxﬁf Shortcuts Telephone ‘ 2\% SMS
l Overview Settings Users Manito Routing Managemen t Maintenance Objects and Rui J
System
[!_'_ 1]
5 LAN Bridge Properties
[ Genersl [ settings [ Routing | Erigging [ Advanced |

Routing Mode: Route =

Device Metric:
I Default Route
¥ Multicast - IGMP Proxy Internal

IGMP Query Version: IGMPY3 =

[T Routing Information Protocol (RIP)

Routing Table

Name Destination Gateway Netmask Metric Status Action

New Route

(o= (e )(o=)

You can choose to setup your gateway to use static or dynamic routing. Dynamic routing automatically
adjusts how packets travel on the network, whereas static routing specifies a fixed routing path to
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neighboring destinations.

Device Metric The device metric is a value used by the gateway to determine whether one route is
superior to another, considering parameters such as bandwidth, delay, and more.

Default Route Select this check box to define this device as the default route.

Multicast - IGMP Proxy Internal IGMP proxy enables the system to issue IGMP host messages on behalf
of hosts that the system discovered through standard IGMP interfaces. IGMP proxy enables the routing
of multicast packets according to the IGMP requests of LAN devices asking to join multicast groups.
Select the Multicast IGMP Proxy Internal check-box to enable this feature.

Routing Information Protocol (RIP) Select this check box to enable the Routing Information Protocol
(RIP). RIP determines a route based on the smallest hop count between source and destination. When
RIP is enabled, select the following:

Listen to RIP messages - select None, RIPv1, RIPv2 or RIPv1/2.

Send RIP messages - select None, RIPv1, RIPv2-broadcast or RIPv2-multicast.

Routing Table Allows you to add or modify routes when this device is active. Use the New Route button
to add a route or edit existing routes.

9.4.2.4. Bridging

-

oPTION GlobeSurfer Il

/. Quick I t = Local L= B

. s 2 Lodtiog 'ﬂ e Services e ) System =Y shortcuts
F Setup i Connec! tion Network . A ™ m

¥ 4 J Lo ) | = L )

I Overview w Seftings Users ’ atwor) lm r ! o a WMonitor Routing Management Maintenance Objects and Rules

1 A “
Lf.‘- LAN Bridge Properties

[ General | S=ttings | Routing [ Bridging | Asvenced |

Status sTP Action
", Connected
", Conned ted e
", Connected Ird

Bridge Filter

Source MAC Filter Destination Bridge Action
New Entry ]

The bridge section allows you to specify the LAN devices that you would like to join under the network
bridge.

Select the STP check box to enable the Spanning Tree Protocol on the device. You should use this to
ensure that there are no loops in your network configuration, and apply these settings in case your
network consists of multiple switches, or other bridges apart from those created by the gateway.

GlobeSurfer® llI Page 100 of 180 TECHNICAL REFERENCE MANUAL




~

OPTION

WIRELESS TECHNOLOGY

O 0O
9.4.2.5. Advanced
9 PT Loy GlobeSurfer IlI

/: » ‘J System
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f{’{ Setup !1? Connection | Network B Services ‘w shorteuts ? Telgpnons % s
J! = v AR,
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D—;y l LAN Bridge Properties

[[Genersl | settings | Routing | Sricsing | Advanced |_

[\nlema‘ Connection Firewall [ Enabled ]

|Add\!mr|allp Addresses |

IP Address Subnet Mask Action
1111 255.255.255.252 A
Mew IP Address = )

Your gateway's firewall helps protect your computer by preventing unauthorized users from gaining
access to it through a network such as the Internet. The firewall can be activated per network
connection.

To enable the firewall on this network connection, select the Enabled check box.

You can add alias names (additional IP addresses) to the gateway by clicking the New IP Address link.
This enables you to access the gateway using these aliases in addition to the 192.168.1.1.

9.4.3. LAN Ethernet
A LAN Ethernet connection connects computers to GlobeSurfer® Ill using Ethernet cables, either
directly or via network hubs and switches.

Note that available configuration options may vary depending on if the LAN Ethernet interface is part of
a bridge or not.
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9.4.3.1. General
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System
R "
,@ LAN Ethernet Properties

Name:

Device Name:
Status:

Network:
Connection Type:
Download Rate:
Upload Rate:

Received bytes:
Sent bytes:
Total connection time:
Current connection time:

LAN Ethernet

bem0.1

Connected

LAN

Ethernet

100 Mbps

100 Mbps
00:0c:e3:65:f6:ac
Disabled

0.0 [MB]

1.6 [ME]

70:27:45 [hhimmiss]
8:37:52 [hhimm:ss]

(o= (o )(0==])

.
9.4.3.2. Settings
~
EN English = slcoms admin | Go & Site Map | (1) Renoot | W Log
( ’ & Quick internet = el =5 3
< . /. 2\ 9 -
% . E] Home , di ks I’ R Services =) System m Shortcuts 9 Telephone \% SMS
Overview  Settings  Users Monitor  Routing  Management  Maintenance  Objects and Rules

Device Name:
Status:
Schedule:

Network:

Connection Type:
Physical Address:

MTU:

bemo.1
Connected
Always ¥
Ethernet
foc ez |{es  lim  |fac

Automatic ¥| 1500

[ @ ox I[ @ Apply ][ © cancel I

The top part of the configuration window displays general communication parameters. It is
recommended not to change the default values in this screen unless you are familiar with the
networking concepts they represent. Since your gateway is configured to operate with the default
values, no parameter modification is necessary. You can configure the following general connection
settings:

Physical Address The physical address of the network card used for your network. Some cards allow
you to change this address.

MTU MTU is the Maximum Transmission Unit. It specifies the largest packet size permitted for Internet
transmission. Manual, allows you to enter the largest packet size that will be transmitted. The
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recommended size, is 1492. You should leave this value in the 1200 to 1500 range. To have the gateway
select the best MTU for your Internet connection, select Automatic (default setting).

9.4.3.3. Advanced

“orTion GlobeSurfer Ii

lode | g Sit= Map | (1) Rebo
& Telephone . sMS
= H ’

i
m‘&x Shoricuts
([ ABEA,

Services ({.’ \ System
4 p=
es

[~ Enabled |

IAd(ImunaI 1P Addresses I

IP Address Subnet Mask Action
New IP Address b

Your gateway's firewall helps protect your computer by preventing unauthorized users from gaining
access to it through a network such as the Internet. The firewall can be activated per network
connection.

To enable the firewall on this network connection, select the check box.

You can add alias names (additional IP addresses) to the gateway by clicking the New IP Address link.
This enables you to access the gateway using these aliases in addition to the 192.168.1.1.

9.4.4. LAN Wireless
The LAN Wireless interface in the GlobeSurfer® Ill provides wireless connectivity for IEEE 802.11b/g
equipped WLAN clients. GlobeSurfer® Il integrates multiple layers of security. These include the IEEE
802.1x portbased authentication protocol, RADIUS client, EAP-MD5, EAP-TLS, EAP-TTLS, EAP-PEAP, Wi-
Fi Protected Access (WPA) and industry leading GlobeSurfer® Il Firewall and VPN applications. In
addition, GlobeSurfe's built-in authentication server enables home/SOHO users to define authorized
wireless users without the need for an external RADIUS server.

To configure the LAN Wireless connection:

e Click the Network Connections tab, the Network Connections screen will appear. Click the wireless
connection link (or its Edit action button) to view its properties. The LAN Wireless Properties screen
will appear.
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9.4.4.1. General
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System
1)) LAN Wireless 802.11g Access Point Properties
_JGenerat | sstings | wisless | Advances |
Name: LAN Wirsless 802.11g Access Poini
Device Name: etho
Status: Connected
Network: LaN
Connection Type: Wireless 802.11g Access Point
Download Rate: 54 Mbps
Upload Rate: 54 Mbps
s 00:0c:e3:65:f6:ab
Disabled
Disabled
Received bytes: 11.4 [MB]
Sent bytes: 35.3 [MB]
Total connection time: 71:31:46 [hh:mm:ss]
Current connection time: 9:13:53 [hh:mm:ss]
l @ ok ][ @ Apply ]l @ cancel ]
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9.4.4.2. Settings
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| Overview  Seftings _ Users Wonitor __ Routing Objects and Rules )
System
| LAN Wireless 802.11g Access Point Properties
[ g T |
Device Name: etho
Status: Connected
Schedule: ways
MNetwork: m

Connection Type:

Wireless 802.11g Access Point

Physical Address: 00:0c:e3:65:f6:ab

MTU: Automatic. >| 1500

l @ ox ]l @ anply ][ © cancel ]

The top part of the configuration window displays general communication parameters. It is
recommended not to change the default values in this screen unless you are familiar with the
networking concepts they represent. Since your gateway is configured to operate with the default
values, no parameter modification is necessary. You can configure the following general connection
settings:

Physical Address The physical address of the network card used for your network. Some cards allow
you to change this address.

MTU MTU is the Maximum Transmission Unit. It specifies the largest packet size permitted for Internet
transmission. Manual, allows you to enter the largest packet size that will be transmitted. The
recommended size, is 1492. You should leave this value in the 1200 to 1500 range. To have the gateway
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select the best MTU for your Internet connection, select Automatic (default setting).

9.4.4.3. Wireless

OPTION GlobeSurfer |||

Telephone Il ‘ LI

m; Shortcuts
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Setup Connection L 4 =
I
ettings sers et Conn Monitor o1 an ules

LAN Wireless 802.11g Access Point Properties

| eneral | setiings | Wireless | Advanoed |

Wireless Network (55ID): SEDDeborah
¥ 551D Broadceast
§02.11 Mode:
Channel:
Network Authentication:
MAC Filtering Mode:
MAC Filtering Table
MAC Address Action
New MAC Address >
Security Authentication Only =
Authentication Method: Web Authentication
[uvireless QoS (WMM) [~ Enabled ]
Transmission Rate: Aute =
CTS Protection Mode: None |=
CTS Protection Type: cts-only vl

The wireless access point settings are: SSID The SSID is the network name shared among all points in a
wireless network. The SSID must be identical for all points in the wireless network. It is case-sensitive
and must not exceed 32 characters (use any of the characters on the keyboard). Make sure this setting
is the same for all points in your wireless network. For added security, you should change the default
SSID to a unique name. SSID Broadcast Select this check box to enable the SSID's broadcast. SSID
broadcast is used in order to hide the name of the AP (SSID) from clients that should not be aware to its
existence. 802.11 Mode Select the Wireless communication standard that is compatible with you PC's
wireless card. You can work in either 802.11g, 802.11b or in mixed mode. Channel Select the
appropriate channel from the list provided to correspond with your network settings. All devices in
your wireless network must be broadcast on different channels in order to function correctly. Frame
Burst Frame Bursting is a method to increase the speed of 802.11g-based wireless networks by
unwrapping short 802.11g packets and rebundling them into a larger packet to reduce the impact of
mandatory gaps between packets. If you are experiencing problems with your wireless connection, try
to disable Frame Burst. Network Authentication The WPA network authentication method is Open
System Authentication, meaning that a network key is not used for authentication. When using the
802.1X WEP or Non-802.1X WEP security protocols, this field changes to a combo box, offering the
Shared Key Authentication method (which uses a network key for authentication), or both methods
combined. Transmission Rate The transmission rate is set according to the speed of your wireless
connection. Select the transmission rate from the drop down list, or select Auto to have GlobeSurfer®
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[l automatically use the fastest possible data transmission rate. CTS Protection Mode CTS Protection
Mode boosts your gateway's ability to intercept Wireless-G and 802.11b transmissions. Conversely, CTS
Protection Mode decreases performance. Leave this feature disabled unless you encounter severe
communication difficulties between the gateway and Wireless-G products. CTS Protection Type CTS
Protection Type defines if the CTS Protection Mode defined above should use CTS only or both RTS/CTS.
Beacon Interval A beacon is a packet broadcast by GlobeSurfer® lll to synchronize the wireless
network. The Beacon Interval value indicates how often the beacon is sent. DTIM Interval The Delivery
Traffic Indication Message (DTIM) is a countdown value that informs wireless clients of the next
opportunity to receive multicast and broadcast messages. This value ranges between 1 and 16384.
Fragmentation Threshold Packets that are larger than this threshold are fragmented into multiple
packets. Try to increase the fragmentation threshold if you encounter high packet error rates. Do not
set the threshold too low, since this can result in reduced networking performance. RTS Threshold
GlobeSurfer® lll sends Request to Send (RTS) packets to the Wireless client in order to negotiate the
dispatching of data. The Wireless client responds with a Clear to Send (CTS) packet, signaling that
transmission can commence. In case packets are smaller than the preset threshold, the RTC/CTS
mechanism is not active. If you encounter inconsistent data flow, try a minor reduction of the RTS
threshold size. MAC Filtering Mode You can filter wireless users according to their MAC address, either
allowing or denying access. Choose the action to be performed by selecting it from the drop down
menu. Then use the MAC Filtering Settings option to add and remove MAC Addresses to the list of
allowed or denied clients.

To configure your wireless security, enable this feature by checking its Enabled check-box on the
Configure LAN Wireless Access Point screen. The screen will refresh, displaying the wireless security
options. Click Apply to if you wish to save this change.

Stations Security Type Select the type of security protocol for securing your wireless network. Choose
between WPA, WPA2, WPA and WPA2, 802.1x WEP, and Non-802.1x WEP. The screen will refresh,
presenting each protocol's configuration respectively.

e WPA - a data encryption method for 802.11 wireless LANSs.

Authentication Method Select the authentication method you would like to
use. You can choose between Pre-Shared Key and 802.1x.

Pre-Shared Key This entry appears only if you had selected this
authentication method. Enter your encryption key in the Pre-Shared Key field.

You can use either an ASCIl or a Hex value by selecting the value type in the combo box provided.
Encryption Algorithm Select whether to use the Temporal Key Integrity Protocol (TKIP) or the Advanced
Encryption Standard (AES) for the encryption algorithm. Group Key Update Interval Defines the time
interval in seconds for updating a group key.

o WPA2 — an enhanced version of WPA, and defines the 802.11i protocol.
Authentication Method Select the authentication method you would like to
use. You can choose between Pre-Shared Key and 802.1x.

Pre-Shared Key This entry appears only if you had selected this

authentication method. Enter your encryption key in the Pre-Shared Key field.
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You can use either an ASCII or a Hex value by selecting the value type in the
combo box provided.

Encryption Algorithm The encryption algorithm used for WPA2 is the
Advanced Encryption Standard (AES).

Group Key Update Interval Defines the time interval in seconds for
updating a group key.

e WPA and WPA2 Mixed Mode — a mixed data encryption mode.
Authentication Method Select the authentication method you would like to
use. You can choose between Pre-Shared Key and 802.1x.

Pre-Shared Key This entry appears only if you had selected this
authentication method. Enter your encryption key in the Pre-Shared Key field.
You can use either an ASCII or a Hex value by selecting the value type in the
combo box provided.

Encryption Algorithm The encryption algorithm used for WPA and WPA2 is a either the Temporal Key
Integrity Protocol (TKIP) or the Advanced Encryption Standard (AES). Group Key Update Interval
Defines the time interval in seconds for updating a group key.

e 802.1x WEP - a data encryption method utilizing a statically or automatically defined key for
wireless clients that use 802.1x for authentication and WEP for encryption. You may define up to
four keys but use only one at a time.

Generate Keys Automatically Select this option to generate the encryption
keys automatically rather than entering them manually. The screen will refresh,
hiding the table of keys described below.

Group Key Update Interval Defines the time interval in seconds for

updating a group key.

Active Select the encryption key to be activated.

Encryption Key Type the encryption key until the entire field is filled. The

key cannot be shorter than the field's length.

Format Select the character type for the key: Hex or ASCII.

Key Length Select the key length in bits: 40 or 104 bits.

The encryption key must be defined in the wireless Windows client as well. This is done in the
Connection Properties Configuration window. If you have manually defined the encryption key, you
must also specify it in this window. If you have chosen the automatic key generation, check the “The
key is provided for me automatically” check box instead.
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john_smith properties

Aszociation | Authentication | Connection

M ebwark, name [S510);
Wirelezs network key

Thiz netwark requires a key for the following:

M etwork Authentication: Shared |
Data encryption: [WEP 2
Metwork key: [eunve
Confirn netwark, key: (awene

k.ey index [advanced): 1 : .;

[] The key iz provided for me automatically

[ ak. l [ Cahcel

1 Inthe Network Authentication combo box, select “Shared”.
In the Data Encryption combo box, select “WEP”.
3 Enter your encryption key in both the Network key and the Confirm network key fields.

N

e Non-802.1x WEP - a data encryption method utilizing a statically-defined key for wireless clients
that do not use 802.1x for authentication but WEP for encryption.

This method's configuration is virtually identical to the 802.1x WEP method described above,
excluding the automatic key generation and the group key update interval specification. Please
refer to the 802.1x WEP section above when configuring this method. Remember that the static key
must be defined in the wireless Windows client as well.

Select one of the following Internet Protocol options from the Internet Protocol drop down menu:
e No IP Address

e Obtain an IP Address Automatically

e Use the Following IP Address

Please note that according to the selection you make in the 'Internet Protocol' drop down menu, the
screen will refresh and display relevant configuration settings.

No IP Address Select No IP Address if you require that this connection will have no IP address.
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Obtain Address Automatically Select Obtain Address Automatically if you require that this connection
will try to obtain its IP address from a DHCP server.

Use the Following IP Address The LAN connection is usually configured using a permanent (static) IP
address. Your service provider should provide you with this address, and subnet mask.

It is possible to specify IP addresses of primary and secondary DNS servers if for instance local domain
names should be handled by local name servers. Note that for the Cellular WAN interface, DNS servers
are configured separately.

The IP Address Distribution section allows you to configure the gateway's Dynamic Host Configuration
Protocol (DHCP) server parameters. The DHCP automatically assigns IP addresses to network PCs. If you
enable this feature, make sure that you also configure your network PCs as DHCP clients.

Select one of the following options from the IP Address Distribution combo-box:
e DHCP Server Start IP Address The first IP address that may be assigned to a LAN host. Since the
gateway's default IP address is 192.168.1.1, this address must be
192.168.1.2 or greater.

End IP Address The last IP address in the range that can be used to automatically assign IP
addresses to LAN hosts.

Subnet Mask A mask used to determine to what subnet an IP address belongs. An example of a
subnet mask value is 255.255.0.0.

WINS server If you use a Windows Internet Naming Service (WINS), specify the WINS server
address in this field.

Lease Time In Minutes Each device will be assigned an IP address by the DHCP server for a this
amount of time, when it connects to the network. When the lease expires the server will
determine if the computer has disconnected from the network. If it has, the server may reassign
this IP address to a newly-connected computer. This feature ensures that IP addresses that are
not in use will become available for other computers on the network.

Provide Host Name If Not Specified by Client If the DHCP client does not have a host name, the
gateway will automatically assign one for him.

e DHCP Relay Your gateway can act as a DHCP relay in case you would like to dynamically assign IP
addresses from a DHCP server other than your gateway's DHCP server. Note that when selecting
this option you must also change GlobeSurfer® IllI's WAN to work in routing mode.

7. After selecting DHCP Relay from the drop down menu, a New IP Address link will appear:

Click the New IP Address link. The DHCP Relay Server Address screen will appear:
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1 Specify the IP address of the DHCP server.
2 Click OK to save the settings.

¢ Disabled Select Disabled from the combo-box if you would like to statically assign IP addresses to
your network computers.

You can choose to setup your gateway to use static or dynamic routing. Dynamic routing automatically
adjusts how packets travel on the network, whereas static routing specifies a fixed routing path to
neighboring destinations.

Device Metric The device metric is a value used by the gateway to determine whether one route is
superior to another, considering parameters such as bandwidth, delay, and more.

Default Route Select this check box to define this device as the default route.

Multicast - IGMP Proxy Internal IGMP proxy enables the system to issue IGMP host messages on behalf
of hosts that the system discovered through standard IGMP interfaces. IGMP proxy enables the routing
of multicast packets according to the IGMP requests of LAN devices asking to join multicast groups.
Select the Multicast IGMP Proxy Internal check-box to enable this feature.

Routing Information Protocol (RIP) Select this check box to enable the Routing Information Protocol
(RIP). RIP determines a route based on the smallest hop count between source and destination. When
RIP is enabled, select the following:

Listen to RIP messages - select None, RIPv1, RIPv2 or RIPv1/2.

Send RIP messages - select None, RIPv1, RIPv2-broadcast or RIPv2-multicast.

Routing Table Allows you to add or modify routes when this device is active. Use the New Route button
to add a route or edit existing routes.

9.4.4.4. Advanced

Your gateway's firewall helps protect your computer by preventing unauthorized users from gaining
access to it through a network such as the Internet. The firewall can be activated per network
connection.

To enable the firewall on this network connection, select the Enabled check box.

You can add alias names (additional IP addresses) to the gateway by clicking the New IP Address link.
This enables you to access the gateway using these aliases in addition to the 192.168.1.1.

9.4.5. WAN Cellular

The WAN Cellular connection connects the GlobeSurfer® lll to the Internet and other networks through
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the GSM and UMTS mobile telecommunications standards. The WAN Cellular Properties screen displays
a summary of the connection properties.

9.4.5.1.

General

.".r'\
OQOPTION
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e -

Objects and Rules
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’ Telephone \‘ SMs
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[ Overview _ Seffings

Users Network Connections lonitor

Routing

System
;p WAN Cellular Properties

_J"General [ settings | Routing | Advanced |

Name:

Device Name:
Status:

Network:
Connection Type:
1P Address:
Subnet Mask:
DNS Server:

Access point name:
Operator:

Signal strength:
Connection status:
Received bytes:

Sent bytes:

Total connection time:
Current connection time:

Status working
WAN

Cellular
10.34.68.204
255.255.255.0
149.254.201.126
149.254.192.126
general.t-mobile.uk
T-Mobile

Low (-97 dBm)
Connected

5.5 [MB]

7.4 [MB]

72:17:10 [hh:mm:ss]
10:29:18 [hh:mm:ss]
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9.4.5.2.

Settings
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System
511) WAN Cellular Properties
1
[ General [ settings | Routing | Advancea |
Device Name: ethl
Status: Status working
Schedule:
Network:
Connection Type: Cellular
MTU: Automatic ] 1500
Internet Protocol
[T Override Subnet Mask
[DNS Server Obtain NS Server Address Automatically =] ]
UMTS
Access point name: generalt-mobile.uk
Network Authentication: None |=
Login User Name (czs= sensitive):
Login Password:
Network type: Automatic -
UMTS connect method: & Connect Manually
¢ Automatically cennect upon traffic
€ Always connected
z £ imoiin: o &
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The top part of the configuration window displays general communication parameters. It is
recommended not to change the default values in this screen unless you are familiar with the
networking concepts they represent. Since your gateway is configured to operate with the default
values, no parameter modification is necessary. You can configure the following general connection
settings:

MTU MTU is the Maximum Transmission Unit. It specifies the largest packet size permitted for Internet
transmission. Manual, allows you to enter the largest packet size that will be transmitted. The
recommended size, is 1492. You should leave this value in the 1200 to 1500 range. To have the gateway
select the best MTU for your Internet connection, select Automatic (default setting).

Select one of the following Internet Protocol options from the Internet Protocol drop down menu:
e No IP Address

e Obtain an IP Address Automatically

e Use the Following IP Address

Please note that according to the selection you make in the Internet Protocol drop down menu, the
screen will refresh and display relevant configuration settings.

No IP Address Select No IP Address if you require that this connection will have no IP address.

Obtain Address Automatically Select Obtain Address Automatically if you require that this connection
will try to obtain its IP address from a DHCP server.

Use the Following IP Address The LAN connection is usually configured using a permanent (static) IP
address. Your service provider should provide you with this address, and subnet mask.

It is possible to specify IP addresses of primary and secondary DNS servers if for instance local domain
names should be handled by local name servers. Note that for the Cellular WAN interface, DNS servers
are configured separately.

If the Internet Protocol setting mentioned above is set to Obtain an IP address automatically, then
there is also an option to configure the DNS Server setting to obtain DNS Server settings automatically.
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9.4.5.3. Routing
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You can choose to setup your gateway to use static or dynamic routing. Dynamic routing automatically
adjusts how packets travel on the network, whereas static routing specifies a fixed routing path to
neighboring destinations.

Routing Mode When Advanced routing is selected, select one of the following
Routing modes: Route Use route mode if you want your GlobeSurfer® Il to function as a router
between two networks.

NAPT Network Address and Port Translation (NAPT) refers to network address translation
involving the mapping of port numbers, allowing multiple machines to share a single IP address.
Use NAPT if your LAN encompasses multiple devices, a topology that necessitates port
translation in addition to address translation. Device Metric The device metric is a value used by
the gateway to determine whether one route is superior to another, considering parameters
such as bandwidth, delay, and more.

Default Route Select this check box to define this device as the default route.

Multicast - IGMP Proxy Internal IGMP proxy enables the system to issue IGMP host messages on behalf
of hosts that the system discovered through standard IGMP interfaces. IGMP proxy enables the routing
of multicast packets according to the IGMP requests of LAN devices asking to join multicast groups.
Select the Multicast IGMP Proxy Internal check-box to enable this feature.

Routing Information Protocol (RIP) Select this check box to enable the Routing Information Protocol
(RIP). RIP determines a route based on the smallest hop count between source and destination. When
RIP is enabled, select the following:

e Listen to RIP messages - select None, RIPv1, RIPv2 or RIPv1/2.
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e Send RIP messages - select None, RIPv1, RIPv2-broadcast or RIPv2-multicast.

Routing Table Allows you to add or modify routes when this device is active. Use the 'New Route'
button to add a route or edit existing routes.

9.4.5.4. Advanced
0P TION GlobeSurfer Il

EN English [« =
f ’ ” Quick I = oca = B
£ uic nternet oca . = e .
Fgl Home y 4 § Lo l’ Netarori Services e ) system ,m / shorteuts @ Telephone % SMS
s 5 1 <¢/ \

j WAN Cellular Properties

Routing Mode: -

Device Metric: 20
[¥ Default Route

[ Multicast - IGMP Proxy Default

7 Routing Information Protocal (RIP)

Routing Table

Name Destination Gateway Hetmask Metric Status Action
New Route >
[ @ ox

[ @ neoy ][ © cance ]

Your gateway's firewall helps protect your computer by preventing unauthorized users from gaining
access to it through a network such as the Internet. The firewall can be activated per network
connection.

To enable the firewall on this network connection, select the 'Enabled' check box.

9.4.6. Configuring your Wireless Windows' XP clients

If your PC has wireless capabilities, Microsoft Windows XP will automatically recognize this and create
a wireless connection for you. You can view this connection under Window's Network Connections.

Note: The following description and images are in accordance with Microsoft® Windows® XP, Version
2002, running Service Pack 2.

1 Open your Network Connections window from Window 's Control Panel.

2 Double-click the wireless connection icon. The Wireless Network Connection screen will appear,
displaying all available wireless networks in your vicinity. If your gateway is connected and active,
you will see GlobeSurfer® lll's wireless connection. Note that the connection's status is Not
connected and defined as Unsecured wireless network.
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3 Click the connection once to mark it and then press the Connect button at the bottom of the
screen. After the connection is established, its status will change to Connected:
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( WJ) john_smith Connected i‘i’
Unsecured wireless network Hﬁﬂﬂﬂ

An icon will appear in the notification area, announcing the successful initiation of the wireless
connection.

j,) Wireless Connection

One ar more wireless networks are avaiable,

To see a list of available networks, dick here.

You can now use GlobeSurfer® Ill's wireless network from the configured PC. However, so can any other
user with a wireless PC, which happens to be in your network's radio range. Such a user has access to
any disk shares available in your network. To prevent this scenario, the next logical step is to secure
your wireless network, allowing only specific users to connect.
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From this screen you can click on the tabs at the top right hand side to route to the following detailed

screens:

e Network (see section 9.5.1)
e CPU (see section 9.5.2)
e Log (see section 9.5.3)

9.5.1.

To access the Network Connections screen, click the Network tab at the top right hand side of the

Network Connection

Monitor screen in the System area.
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1P Address
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Access point name
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Signal strength
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Connected

33.1 [MB]

17.5 [MB]

11023

65684

34668685
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0

0

61:20:46 [hh:mm:ss]
61:20:15 [hh:mm:ss]

I (D close l'Autcmahc Refresh DHI l Reset Slahsllnall @) Refresh ]

------- = admin '
- &)
Quick Internet I Local (//" -
¢ Services = ) System o Shortcuts Telephone SMS
Setup w Connection ’ Network e 3 (™ ¢
Use Hetwork Cannection: Routing __ Management __ Maintenance Objects and Rules
i CPU | Log|
' Network Connections
Name LAN Ethernet LAN Wireless 802.11g Access Paint WAN Cellular
Device Name ben0.1 etho ethi
Status Connected Connected Status working
Network LAN LAN WAN
Underlying Device
11g Access Point
Connection Type Bridge Ethernet Wireless 802.11g Access Point Cellular
Download Rate 100 Mbps 100 Mbps 54 Mbps
Upload Rate 100 Mbps 100 Mbps 54 Mbps
MAC Address 00:0c:e3:65:f6:ac 00:0c:e3:65:f6:ac 00:0c:e3:65:f6:ab
1P Address 10.24.68.204

This screen displays a table summarizing the monitored connection data. GlobeSurfer® lll constantly

monitors traffic within the local network and between the local network and the Internet. You can view
statistical information about data received from and transmitted to the Internet (WAN) and to
computers in the local network (LAN).

Click on the LAN Bridge hyperlink to be routed to the LAN Bridge Properties screen in the Network
Connections tab in the System area (see section 9.4.2)

Click on the LAN Ethernet hyperlink to be routed to the LAN Ethernet Properties screen in the Network
Connections tab in the System area (see section 9.4.3)
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Click on the LAN Wireless 802.1g Access Point hyperlink to be routed to the LAN Wireless 802.11g
Access Point Properties screen in the Network Connections tab in the System area (see section 9.4.4)

Click on the WAN Cellular hyperlink to be routed to the WAN Cellular Properties screen in the Network
Connections tab in the System area (see section 9.4.5)

Click on the IP Address Distribution hyperlink to be routed to the IP Address Distribution screen in the
Network Connections tab in the Services (see section 8.6.2)

Press the Close button to go to the Home screen.

Press the Automatic Refresh Off button to keep the screen as it is and not constantly update.
Press the Automatic Refresh On button to constantly update the displayed parameters.

Press the Reset Statistics button to reset the Received bytes (MB), Sent bytes(MB), Received Packets,
Sent Packets, Received bytes, Sent bytes, Receive Errors, Receive Drops and Current connection time
fields to zero.

Press the Refresh button to update the display manually.

9.5.2. CPU

To access the CPU screen, click the CPU tab at the top right hand side of the Monitor screen in the
System area.
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System Has Been Up For: 2 days, 13 hours
Load Average (1/5/ 15 mins.): 0.24/0.26 / 0.29

Gateway 1D: ODDCE365F6AB

Process Total Virtual Memory (VmData) Heap size (VmSize)

1252 kB
openrg 5248 kB 13592 kB
1ztpd 788 kB 1540 kB
pluto 1120 kB 2450 kB
smbd 1872 kB 6516 kB
smbd 1872 kB 6516 kB
nmbd 1508 kB 3260 kB
_pluto_adns 1032 kB 1924 kB

(@ core ) [rommtemarenon) (@ sevesn

This screen shows various details of all the processes in the system and the current uptime.

Press the Close button to go to the Home screen.

Press the Automatic Refresh Off button to keep the screen as it is and not refresh automatically.
Press the Automatic Refresh On button to enable the screen to be refreshed automatically at regular
intervals.
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Press the Refresh button to refresh the screen manually.

9.5.3. System Log
To access the System Log screen, click the Log tab at the top right hand side of the Monitor screen in

the System area.

GlobeSurfer lll
[~ | e [ ]

50 to device br0 port D
device bro port 0
-junge.net
Managemen 3

Libautil

Jul 30 2
ul 30 2

Jul 30 2

Jul 30 2

Jul 30 2 3 2008 1GMP device bro port 0
Jul 30 2 s 2008 1GMP ce bro port

ul 30 2 cos Kernel
ul 30 oos LibIutil
ul 30

al 30

Jul 30

o0 2008 Libautil

o 2008 Libautil
o 2008 Libautil
2008 Libautil

30 1 o led
Jul 30 18:09:28 2008 IGME.

=
0 to device bro port @

This screen displays the system log. Filters on the log are displayed and can be added, modified and
deleted. For each filter the following data is shown:
e Component: components the filter applies to: choose from the drop down list
e Severity: events of this severity or higher will appear in the log: choose from the drop down list:
O None
Emergency
Alert
Critical
Error
Warning
Notice
Information
0 Debug
e Action: add, modify or delete

O O O0OO0OO0OO0o0OOo

Click the New Filter hyperlink to add a new filter.
Press the Apply Filters button to apply the filters you have set up, to the log.
Press the Reset Filters button to delete all filters.

For each log entry the following data is shown:
e Time: date and time stamp
e Component: area of system where event happened
e Severity: level of severity of log entry
e Details: description of log entry. Warnings are shown in orange. Errors are shown in red.
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Press the Close button to go to the Home screen.

Press the Clear Log button to delete all the log entries.

Press the Download log button to save the log to an Excel spreadsheet.
Press the Refresh button to update the data.

9.6. Routing

Access GlobeSurfer® Ill's routing settings by clicking the Routing tab in the System area.

From this screen you can click on the tabs at the top right hand side to route to the following detailed
screens:

e General (see section 9.6.1)

e BGP and OSPF (see section 9.6.2)

e PPoOE Relay (see section 9.6.3)

9.6.1. General/Routing

To access the General/Routing screen, click the General tab at the top right hand side of the Routing
screen in the System area.

“orTioN GlobeSurfer I

“ - i
L%  Quick Sl Internet : Local R Al
‘;; el w el I’ e Services (= D system m shortcuts Telephone ‘ sMs

Settings  Users  MNetwork Connections __Monitor Wanagement __ Maintenance Objects and Rules ]

‘S

'Ci‘ Home
Overview

ST

el BGP and OSPF | PPPOE Relay

F, Routing

Routing Table

Name Destination Gateway Netmask Metric Status Action
New Route &

Routing Information Pratocol (RIP) [T Enabled

[T Poison Reverse

[T Do not Advertise Direct Connected Routes

Internet Group Management Protocol (IGMP) 7 Enabled

[¥ IGMP Fast Leave
[ IGMP Multicast to Unicast

[Domaln Routing {add route entry according to interface from which DNS record is received) ™ Enabled ]

(o= J(em (@]

For each route the following data is displayed:
e Name: the type of network device (LAN Bridge or WAN Cellular).

e Destination: the destination is the destination host, subnet address, network address,
or default route. The destination for a default route is 0.0.0.0.
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Gateway: the IP address of the GlobeSurfer® Ill.

Netmask: the network mask is used in conjunction with the destination to determine
when a route is used.

Metric: a measurement of the preference of a route. Typically, the lowest metric is the
most preferred route. If multiple routes exist to a given destination network, the route
with the lowest metric is used.

Status

Action: add, modify or delete

You can add, edit and delete routing rules from the routing table in
the manner described in section 3.3.

Click the New Route icon to go to the Route Settings screen (see section 9.6.1.1)

The following data can be modified:

Routing Information Protocol (RIP): select this checkbox in order to enable connections
previously defined to use RIP. If this checkbox is not selected, RIP will be disabled for all
connections, including those defined to use RIP.

O Poison Reverse: select this checkbox set Poison Reverse

0 Do not Advertise Direct Connected Routes: select this checkbox if you do not wish to
advertise direct connected routes

Internet Group Management Protocol (IGMP): GlobeSurfer® Il provides support for IGMP
multicasting, which allows hosts connected to a network to be updated whenever an important
change occurs in the network. A multicast is simply a message that is sent simultaneously to a
pre-defined group of recipients. When you join a multicast group you will receive all messages
addressed to the group, much like what happens when an e-mail message is sent to a mailing
list. IGMP multicasting may be useful when connected to the Internet through a router. When
an application running on a LAN computer sends out a request to join a multicast group,
GlobeSurfer® Il will listen and intercept this group's messages, sending them to the subscribed
application. Select this checkbox to enable this feature.

O IGMP Fast Leave: select this checkbox to set IGMP Fast Leave
0 IGMP Multicast to Unicast: select this checkbox to set IGMP Multicast to Unicast

Domain Routing: when GlobeSurfer® llI's DNS server receives a reply from an external DNS
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server, it will add a routing entry for the IP address of the reply through the device from which it

arrived. This means that future packets from this IP address will be routed through the device
from which the reply arrived. Select the checkbox to enable domain routing.

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

9.6.1.1. Route Settings

—

OPTION GlobeSurfer lll
elcorme admin | Ga o Sasic Made | o site bap | (1} Resoot |  Logo

. — -
‘% auick Local ! :
’ Setup ‘ Connection | Network AR ) System g $ S phnE ‘ ‘ o
., ¢ = AR, |

Overview  Sefiings _ Users  Network Connections __ Monitar m tin WManagement  Maintenance Objects and Rules ]

Al BGP and OSFF | PPPoE Relay

|I’ Route Settings

Name:

Destination:
Netmask:
Gateway: 1] AL 0 |0

Metric: 0

When adding a routing rule, you need to specify:
e Name: select the type of network device (LAN Bridge or WAN Cellular).

e Destination: the destination is the destination host, subnet address, network address,
or default route. The destination for a default route is 0.0.0.0.

e Netmask: the network mask is used in conjunction with the destination to determine
when a route is used.

e Gateway: enter the IP address of the GlobeSurfer® lil.

e Metric: a measurement of the preference of a route. Typically, the lowest metric is the
most preferred route. If multiple routes exist to a given destination network, the route
with the lowest metric is used.

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.
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9.6.2.

BGP and OSPF

To access the BGP and OSPF screen, click the BGP and OSPF tab at the top right hand side of the
Routing screen in the System area.

)

DO PTION
0o

GlobeSurf

er I

thr %L

/_’ Home -'-/7‘
lL:E‘\V ﬂ, ﬁ

Quick
Setup

@

internet
Connection

e

Local
Network

[ Overviev w___ Seftings _ Users

Network Connec! tions __ Monitor M ting Managemei

]

m Shortcuts
1

o B ode | gw Site Map
? Telephone ” X

SMS

Routing

' ‘P’ BGP and OSPF

fle=za PPPoER|

Border Gateway Protocol (BGP)

[7 Enabled

BGP Configuration File

rauter bgp <AS number>
Iog syslog

Open Shortest Path First (OSPF) [ Enabled

OSPF Configuraticn File

router ospf

Iog syslog

Zebra (required for BGP and 05PF)

Zebra Configuration File

interface eth’

log syslog

I @ ox II @ apply ][ O cancel I

The following data can be modified:
e Border Gateway Protocol (BGP): select this checkbox to enable BGP, then enter:
e BGP Configuration File: by clicking on the Set Default Value button
e Zebra Configuration File: by clicking on the Set Default Value button
e Open Shortest Path First (OSPF): select this checkbox to enable OSPF, then enter:
e OSPF Configuration File: by clicking on the Set Default Value button
e Zebra Configuration File: by clicking on the Set Default Value button
Press the OK button to apply changes and go back to the previous screen.

Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.
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9.6.3. PPPoE Relay

To access the PPPoE screen, click the PPPoE tab at the top right hand side of the Routing screen in the
System area.

)
= slcame sdmin | Go to Basic Meds | g Site Map | (1) Reboot | B Logout
| - | R |

£ Quick Internet Local e — g 31

y St u pisiiis, [ ] gine &) services <.,_ 7 system vl Shortcuts “ Telephone ‘ SMS
‘ L2 JR . L& ) AR ~ . J
[ Setiings__Users__ Network Connotions__ Wonitor _ [NUIR]_ Management Waintenance Obeots and Rules ]
,f!w_" General | BGP and OSPF
¢ @; PPPoE Relay
v

1 [¥ Enabled l
oK ” @ appty U O cance 4 l

The following data can be modified:

e Point-to-Point Protocol over Ethernet (PPPoE): select this checkbox to enable PPPoE. This is a
specification for connecting users on an Ethernet network to the Internet by using a broadband
connection (typically through a DSL modem).

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

9.7. Management
Access GlobeSurfer® lll's management settings by clicking the Management tab in the System area.
From this screen you can click on the tabs at the top right hand side to route to the following screens:
e Universal Plug and Play (see section 9.7.1)

e Simple Network Management Protocol (SNMP) (see section 9.7.2)
e Remote Administration (see section 9.7.3)

9.7.1. Universal Plug and Play

To access the UPnP screen, click the Universal Plug and Play tab at the top right hand side of the
Management screen in the System area.
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OPTION GlobeSurfer Il

O 6

i 2 ( 1
Services ‘/“ ~ ) system Sy shortcuts Z® Telephone ‘ sms ‘
Ohbjsots 2o Billes

1 Simple Network Management Protocal {SHMP) | Remote Administration
o

The following data can be modified:
e Allow Other Network Users to Control GlobeSurfer® IlI’s Network Features: select this checkbox
to enable the UPnP feature. This will enable you to define UPnP services on any LAN host.

e Enable Automatic Cleanup of Old Unused UPnP Services: select this checkbox to enable
automatic cleanup of invalid rules. When enabled, this feature checks validity of all the UPnP
services and rules every 5 minutes. Any UPnP defined service that is found to be old and not in
use is removed, unless any user defined rule (see Security screen) depends on it. This feature is
disabled by default. Since there is a limitation on the maximum number of UPnP defined
services to 256, you should want to enable the cleanup feature if you might exceed this limit. In
the case where the limit might be exceeded UPnP services are not deleted when disconnecting a
computer without proper shutdown of the UpnP application (e.g. messenger). Thus, if you are
running a boingo, services may often not be deleted, and will eventually lead to exhaustion of
rules and services, and no new services could be defined. In this scenario the cleanup feature
will find services that are no longer valid and will remove them, preventing services exhaustion.

e WAN Connection Publication: select an option from the drop down list:
e Publish Only the Main WAN Connection
e Publish All WAN Connections

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

9.7.2. Simple Network Management Protocol (SNMP)

To access the SNMP screen, click the Simple Network Management Protocol tab at the top right hand
side of the Management screen in the System area.
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GlobeSurter Il

Objects and Rules

e

SNMP enables network management systems to remotely configure and monitor GlobeSurfer® lIl. Your
Internet service provider (ISP) may use SNMP in order to identify and resolve technical problems. Your
ISP should provide technical information regarding the properties of GlobeSurfer® 1lI's SNMP agent.

The following SNMP parameters can be modified, as provided by your Internet service provider:

e Enabled: select this checkbox to enable SNMP

e Allow Incoming WAN Access to SNMP: select this checkbox to allow incoming WAN access

e SNMP community strings are passwords used in SNMP messages between the management
system and GlobeSurfer® .

e Read-Only Community Name: a read-only community allows the manager to monitor
GlobeSurfer® llI.

e Read-Write Community Name: a read-write community allows the manager to both
monitor and configure GlobeSurfer® IIl.

e Trusted Peer: enter the IP address, or subnets of addresses, that identify which remote
management stations are allowed to perform SNMP operations on GlobeSurfer® lll, choose one
of the following from the drop down list:

e Any Address
e Specify an IP Address
e Specify a Subnet

e SNMP Traps: messages sent by GlobeSurfer® lll to a remote management station, in order to
notify the manager about the occurrence of important events or serious conditions.
GlobeSurfer® Il supports both SNMP version 1 and SNMP version 2c traps.

e Enabled: select this checkbox to enable SNMP traps, and then enter:
e Version: select one of the following from the drop down list:
= SNMPv1
= SNMP v2c
e Destination
e Community

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.
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9.7.3. Remote Administration

To access the Remote Administration screen, click the Remote Administration tab at the top right hand
side of the Management screen in the System area.

0y
O O
N Engl =icome admin | Go to Basic Mode | e Site Map | {1) Resoot | B Logout
& Quick e Ints t = Local / = 3 b
> uic nterne ocal ) N
- Vi o t: M
3 g sl " ot &) senices e ) System q Shortcuts ? Telephone ‘ SMS
! .‘6 ) 2 = - I\ )
[ Overview  Settings  Users  Metwork Connections  Monitor  Routing | anagement I TR Objects and Rules ]

nt

emote Administration

Universal Plug and Play | Simple Network Management Protocol (SHMP} 2
A R

-/-5 ) Allowing remote administration to GlobeSurfer is a security risk.

Allow Incoming WAN Access to Web-Management

[T Using Primary HTTP Port (80)

[ using Secondary HTTP Port (8080)
[T Using Primary HTTPS Port (443)

[ Using Secondary HTTPS Port (8443)

Allow Incoming WAN Access to the Telnet Server

[T Using Primary Telnet Port (23)
[ Using Secondary Telnet Port (8023)
[ Using Secure Telnet over SSL Port (992)

SHMP

¥ Enabled

[ Allow Incoming WAN Access to SNMP

Diagnostic Tools

Allow Incoming WAN ICMP Echo Requests (e.q. pings and ICMP traceroute
queries)
T allow Ic ming WAN 1 IDD T route (e

It is possible to access and control GlobeSurfer® Il not only from within the home network, but also
from the Internet. This allows you to view or change settings while travelling. It also enables you to
allow your ISP to change settings or help you troubleshoot functionality or communication issues from
a remote location.

Remote access to GlobeSurfer® Ill is blocked by default to ensure the security of your home network.
However, remote access is supported by the following services, and you may use the Remote
Administration screen to selectively enable these services if they are needed.

Note: Web-Management, Telnet and SSH may be used to modify settings of the firewall or disable it.
The user may also change local IP addresses and other settings, making it difficult or impossible to
access the gateway from the home network. Therefore, remote access to Telnet or HTTP services
should be blocked and should only be permitted when absolutely necessary.
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O O
The following data can be modified:

e Allow Incoming WAN Access to Web-Management: used to obtain access to the Web-based
Management and gain access to all system settings and parameters (using a browser). Both
secure (HTTPS) and non-secure (HTTP) access is available. Select the checkboxes required:

e Using Primary HTTP Port (80)

e Using Secondary HTTP Port (8080)
e Using Primary HTTPS Port (443)

e Using Secondary HTTPS Port (8443)

e Allow Incoming WAN Access to the Telnet Server: used to create a command-line session and
gain access to all system settings and parameters (using a text-based terminal).
e Using Primary Telnet Port (23)
e Using Secondary Telnet Port (8023)
e Using Secure Telnet over SSL Port (992)

e SNMP: used to allow Simple Network Management Protocol (SNMP) requests to remotely
configure and monitor GlobeSurfer® IlI". For more information, please refer to section 9.7.2.
e Enabled: select this checkbox to enable SNMP
e Allow Incoming WAN Access to SNMP select this checkbox to allow incoming WAN access

e Diagnostic Tools: used for troubleshooting and remote system management by you or your
Internet Service Provider. The utilities that can be used are Ping and Traceroute (over UDP).
e Allow Incoming WAN ICMP Echo Requests (e.g. pings and ICMP traceroute queries): select
this checkbox to allow incoming WAN ICMP echo requests
e Allow Incoming WAN UDP Traceroute Queries: select this checkbox to allow incoming WAN
UDP traceroute queries

e Additional Jnet Ports

e Allow Jnet Commands From Remote Upgrade Server: select this checkbox to allow Jnet
commands from a remote upgrade server

e Remote Upgrade Server URL: click on this hyperlink to route to the Firmware upgrade screen
in the Maintenance tab in the System area (see section 9.8.5).

e Enable Incoming Jnet Requests to Port 7020: select this checkbox to enable incoming Jnet
requests to port 7020 and then click on this hyperlink to route to the System Settings screen
in the Settings tab in the System area (see section 9.2.1)

e Allow Incoming WAN Access to Jnet: select this checkbox to allow incoming WAN access to
Jnet

e Enable Incoming Jnet-SSL Requests to Port 7021: select this checkbox to enable incoming
Jnet-SSL requests to port 7021 and then click on this hyperlink to route to the System
Settings screen in the Settings tab in the System area (see section 9.2.1)

e Allow Incoming WAN Access to Jnet-SSL: select this checkbox to allow incoming WAN access
to Jnet-SSL
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Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

9.8. Maintenance

Access GlobeSurfer® lll's maintenance settings by clicking the Maintenance tab in the System area.

From this screen you can click on the tabs at the top right hand side to route to the following detailed
screens:

e About GlobeSurfer® Il (see section 9.8.1)

e Configuration File (see section 9.8.2)

e Reboot (see section 9.8.3)

e Restore Factory Settings (see section 9.8.4)

e Firmware upgrade (see section 9.8.5)

e Diagnostics (see section 9.8.6)

9.8.1. About GlobeSurfer® Il

To access the About GlobeSurfer® Ill screen, click the About GlobeSurfer® Il tab at the top right hand
side of the Maintenance screen in the System area.

'S
elie)
EN Englis =loome sdmin | Go to Besic Mode | fe Site Map | (1) Rescot | W Logou
- Y, i}
[ ' i (% Quick Internet Ia Local fen L, System a3 sn ; Teleph SMS
-y RS ;ef' Setup w Connection Network e 3 srvices ""1 < B m‘ oricdts - elephone ‘ 8
: s

Settings  Users  Network Connections onitor __ Routing _ Management Loiied  Objeots and Rules )

Configuration File | Reboot | Restore Factory Settings | Firmware upgrade | Diagnostics

i  About GlobeSurfer Il

Software Version: P1AOS Upgrade
Release Date: Jul 14 2008
Platfarm: BCM5354
Medem firmware version: 1.3.2.0Hd
Hardware Version: 2.0
Hardware Serial Number: GT248730DX
IMSI: 234308950032747
IMEI: 004401440945687
| @ ciose

This screen shows technical information regarding GlobeSurfer® Il including:
e Software Version

e Release Date

e Platform

e Modem firmware version

e Hardware Version

e Hardware Serial Number

e |MSI

o |MEI
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Click on the Upgrade hyperlink in the top right hand corner to upgrade. This routes you to the Firmware
upgrade screen in the Maintenance tab in the System area (see section 9.8.5).

Press the Close button to go back to the Home screen.

9.8.2. Configuration File

To access the Configuration File screen, click the Configuration File tab at the top right hand side of the
Maintenance screen in the System area.
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Click the Upload Configuration File button to load a configuration file and restart GlobeSurfer® Ill. This
routes you to the Upload Configuration File screen (see section 9.8.2.1).

Click the Download Configuration File button to save a copy of the configuration file.
Press the Close button to go to the Home screen.

9.8.2.1. Upload Configuration File

To access the Upload Configuration File screen, click the Upload Configuration File button in the
Configuration File screen.
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«J Upload Configuration File

Browse to locate the file, then press OK to begin the configuration file uploading process.

[ Configuration File Browse.. ]

@oc || O cance

Press Browse to locate the configuration file.

Press the OK button to begin the configuration file uploading process.
Press the Cancel button to reject changes and go to the Home screen.

9.8.3. Reboot

To access the Reboot screen, click the Reboot tab at the top right hand side of the Maintenance screen
in the System area.

)
EN English & elcoms admin | Go 1o site Mzp | (1) Reboat | T Logout
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Maintenance
2 ﬂ] About Globe Surfer Il | Configuration File [[IER24] Restore Factory Seffings | Firmware upgrade | Diagnostios
Are you sure you want to reboot GlobeSurfer 7
l ©x I

Press the OK button to reboot GlobeSurfer® Ill. This may take one minute. To re-enter the management
console after rebooting GlobeSurfer® lll, clock the browser’s Refresh button.

Press the Cancel button to cancel the reboot and go to the Home screen.

9.8.4. Restore Factory Settings

To access the Restore Factory Settings screen, click the Restore Factory Settings tab at the top right
hand side of the Maintenance screen in the System area.
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« Network Connections (All connected DHCP clients will need to request new IP addresses)
Also, GlobeSurfer will have to reboot

Are you sure you want to revert GlobeSurfer's configuration to the factory defaults?
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You may sometimes wish to restore GlobeSurfer® IIl’s factory default settings This may happen, for
example, when you wish to build a new network from the beginning, or when you cannot recall
changes made to the network and wish to go back to the default configuration.

Note: All web-based management settings and parameters, not only those in the Advanced section, will
be restored to their default values. This includes the administrator password - a user-specified
password will no longer be valid.

Press the OK button to restore GlobeSurfer® 1lI’'s configuration to the factory defaults.

Press the Cancel button to cancel the restore and go to the Home screen.

9.8.5. Firmware upgrade

To access the Firmware upgrade screen, click the Firmware upgrade tab at the top right hand side of
the Maintenance screen in the System area.
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GlobeSurfer® lll offers a built-in mechanism for upgrading its software, without losing any of your
custom configurations and settings. The software is upgraded by loading a software image file that you
have previously downloaded from the Internet or received on CD.
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Note: You can only use files with an rmt extension when performing the firmware upgrade procedure.

Enter the path of the software image file, or press the Browse button to browse for the firmware
upgrade file on your PC.

Press the OK button to begin the firmware upgrading process.
Press the Cancel button to cancel the upgrade and go to the Home screen.

The file will start loading into your GlobeSurfer® lll. When loading is completed, a confirmation screen
will appear, asking you if you want to upgrade to the new version.

Press the OK button to begin the firmware upgrading process. The upgrade process will begin and
should take no longer than one minute to complete.

Press the Cancel button to cancel the upgrade and go to the Home screen.

When the upgrading is ready the GlobeSurfer® Ill will automatically reboot. The new software version
will run, maintaining your custom configurations and settings.

9.8.6. Diagnostics

To access the Diagnostics screen, click the Diagnostics tab at the top right hand side of the Maintenance
screen in the System area.
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-:&,f Shortcuts
A

Settings  Users  Network Connections __ Monitor __ Routing  Management Objects and Rules

About Globe Surfer Ill | Configuration File | Reboot | Restore Factory Settings | Firmware upgrade |[EETE

Diagnostics

Ping (ICMP Echa)

Destination:

Number of pings:

Status:

ARP

Destination: 0 7 A

Status:

Traceroute

Destination:

Status:

Press the Refresh button to update the status

l Close I Refrash

The Diagnostics screen can assist you in testing network connectivity and viewing statistics, such as the
number of packets transmitted and received, round-trip time and success status.
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The following data can be modified:
e Ping (ICMP Echo): this can be used to diagnose network connectivity:
e Destination: enter the IP address or URL to be tested
e Number of pings: enter the number of pings you would like to perform
e Status: shows the current status
e Press the Go button to run the ping diagnostic. In a few seconds, diagnostic statistics will
be displayed. If no new information is displayed, press the Refresh button.

e Address Resolution Protocol (ARP): this is a method for finding a host’s hardware address when
only its network layer address is known:
e Destination: enter the IP address or URL to be tested
e Status: shows the current status
e Press the Go button to run the ARP diagnostic

e Traceroute: this can be used to perform a traceroute:
e Destination: enter the IP address or URL to be tested
e Status: shows the current status
e Press the Go button to run the traceroute. The screen will be constantly refreshed. To
stop the trace and view the results, press the Cancel button.

Press the Close button to go to the Home screen.
Press the Refresh button to refresh the screen and update the status fields.

9.9. Objects and Rules

Access GlobeSurfer® lll's objects and rules settings by clicking the Objects and Rules tab in the System
area.

From this screen you can click on the tabs at the top right hand side to route to the following detailed
screens:

e Protocols (see section 9.9.1)

e Network Objects (see section 9.9.2)

e Scheduler Rules (see section 9.9.3)

e Certificates (see section 9.9.4)

9.9.1. Protocols

To access the Protocols screen, click the Protocols tab at the top right hand side of the Objects and
Rules screen in the System area.
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Protocols Ports
TCP Any -> 21
TCP Any -> 80
TCP Any -> 443
TCP Any -> 143
UDP Any -> 1701
ICMP Echo Request
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UDP Any -> 161

TCP Any -= 23

UDP 1024-65535 -> 69

UDP 32769-65535 -> 33434-33523

TRERRRRRRRRRR

New Entry

@ close || Advance d>> I

The Protocols feature incorporates a list of preset and user-defined applications and common port
settings. You can use protocols in various security features such as Access Control and Port Forwarding.
You may add new protocols to support new applications or edit existing ones according to your needs.
For each protocol the following data is displayed:

e Protocols

e Ports

e Action: add, modify or delete

Click on a Protocol hyperlink or the edit icon in the table to modify an entry, or click on the New Entry
hyperlink or the add icon to add an entry. In both cases you will be routed to the Edit Service screen.

Press the Close button to go to the previous screen.
Press the Advanced button to display an extended version of the screen with more protocols.
Press the Basic button to display a limited version of the screen with fewer protocols.
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Enter the following data:
e Service Name: name of the service
e Service Description: description of the service

For each server port the following data is displayed:
e Protocol
e Server Ports
e Action: add, modify or delete

For each opened port the following data is displayed:
e Protocol
e Opened Ports
e Action: add, modify or delete

Click on a Protocol hyperlink or the edit icon in the Server Ports table to modify an entry, or click on the
New Server Ports hyperlink or the add icon to add an entry. In both cases you will be routed to the Edit

Service Server Ports screen.

Click on a Protocol hyperlink or the edit icon in the Opened Ports table to modify an entry, or click on
the New Opened Ports hyperlink or the add icon to add an entry. In both cases you will be routed to the

Edit Service Opened Ports screen.

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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Network Objects | Scheduler Rules | Certificates

You may choose any of the protocols available in the drop down list, or add a new one by selecting
Other. When selecting a protocol from the drop down list, the screen will refresh, presenting the
appropriate fields to enter for that protocol. Select a protocol and enter the relevant information.

The following fields should be entered:
e Protocol: choose from the drop down list:
e TCP, then enter
= Source Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values
= Destination Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values
e UDP, then enter
= Source Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values
= Destination Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values
e [CMP, then enter
= |CMP Message by choosing from the drop down list:
e Echo Reply
o Network Unreachable
e Host Unreachable
e Protocol Unreachable
e Port Unreachable
e Destination Network Unknown
e Destination Host Unknown
e Redirect for Network

GlobeSurfer® llI Page 137 of 180 TECHNICAL REFERENCE MANUAL



~

OPTION
O O WIRELESS TECHNOLOGY

e Redirect for Host
e Echo Request

e Other
e GRE
e ESP
e AH

e Other, then enter
=  Protocol Number

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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Source Ports:
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You may choose any of the protocols available in the drop down list, or add a new one by selecting
Other. When selecting a protocol from the drop down list, the screen will refresh, presenting the
appropriate fields to enter for that protocol. Select a protocol and enter the relevant information.

The following fields should be entered:
e Protocol: choose from the drop down list:
e TCP, then enter
= Source Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values
= Destination Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values
e Same as Initiating Ports
e UDP, then enter
= Source Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values
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= Destination Ports, then choose from the drop down list:
e Any
e Single, then enter port number
e Range, then enter range values
e Same as Initiating Ports

e |ICMP, then enter

= |CMP Message by choosing from the drop down list:
e Echo Reply
e Network Unreachable
e Host Unreachable
e Protocol Unreachable
e Port Unreachable
e Destination Network Unknown
e Destination Host Unknown
e Redirect for Network
e Redirect for Host
e Echo Request

e Other
e GRE
e ESP
e AH

e Other, then enter
=  Protocol Number

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

9.9.2. Network Objects

To access the Network Objects screen, click the Network Objects tab at the top right hand side of the
Objects and Rules screen in the System area.
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A Network Object is a set of host names, IP addresses or MAC addresses. Security rules can be applied to a distinct LAN subset using Network Objects,

Network Object lems Action
New Entry

[ Q@ close l

Network Objects is a method used to abstractly define a set of LAN hosts, according to one or more
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MAC address, IP address and host name. Defining such a group can assist when configuring system
rules. For example, network objects can be used when configuring GlobeSurfer® Ill's security filtering
settings such as IP address filtering, host name filtering or MAC address filtering.

You can use network objects in order to apply security rules based on host names instead of IP
addresses. This may be useful, since IP addresses change from time to time. Moreover, it is possible to
define network objects according to MAC addresses, making rule application more persistent against
network configuration settings.

For each network object the following data is displayed:
e Network Object
e [tems
e Action: add, modify or delete

Click on the New Entry hyperlink or the add icon to add an entry. You will be routed to the Edit Network
Object screen (see below).

Press the Close button to go to the previous screen
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Enter the following data:
e Description: name of the network object

Click on the New Entry hyperlink or the add icon to add an entry. You will be routed to the Edit Item
screen (see below).

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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You may choose any of the object types available in the drop down list. When selecting an object type
from the drop down list, the screen will refresh, presenting the appropriate fields to enter for that

object type. Select an object type and enter the relevant information.

The source address should be entered in one of the following:
e Network Object Type: choose from the drop down list:
e |P Address, then enter
= |P address
I[P Subnet, then enter
= Subnet IP Address
= Subnet Mask
e [P Range, then enter
=  From IP Address
= To IP Address
e MAC Address, then enter
= MAC Address
= MAC Mask
e Host Name, then enter
= Host Name
e DHCP Option, then choose from the drop down list:
= 60:Vendor Class ID
= 61:ClientID
= 77:UserClass ID
= then enter the appropriate ID

Press the OK button to apply changes and go back to the previous screen.

Press the Cancel button to reject changes and go back to the previous screen.
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9.9.3. Scheduler Rules

To access the Scheduler Rules screen, click the Scheduler Rules tab at the top right hand side of the
Objects and Rules screen in the System area.
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| Scheduler Rules
52y
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New Entry @
l (D ciose | &) Refresh l

Scheduler rules are used for limiting the activation of settings, such as firewall rules, to specific time
periods, specified in days of the week, and hours.

For each scheduler rule the following data is displayed:

e Name
e Settings
e Status

e Action: add, modify or delete

Click on the New Entry hyperlink or the add icon to add an entry. You will be routed to the Edit
Scheduler Rule screen (see below).

Press the Close button to go to the previous screen.

Press the Refresh button to refresh the screen.
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Cﬂ Edit Scheduler Rule
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Rule Activity Settings
& Rule will be Active at the Scheduled Time

€ Rule will be Inactive at the Scheduled Time

Time Segments Action
New Time Segment Entry »

Enter the following data:
e Name: name for the rule
e Rule Activity settings: choose from the following radio buttons to specify if the rule will be
active/inactive during the designated time period:
e Rule will be Active at the Scheduled Time
e Rule will be Inactive at the Scheduled Time

Click on the New Time Segment hyperlink or the add icon to add an entry. You will be routed to the
Edit Time Segment screen (see below).

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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Enter the following data:
e Days of Week: select days of the week when the rule should apply
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Click on the New Hours Range hyperlink or the add icon to add an entry. You will be routed to the Edit
Hour Range screen (see below).

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

=

OPTION GlobeSurfer llI

This screen allows the entry of the hours during the day when the rules will apply. The following fields
should be entered:

e Start Time in hours and minutes

e End Time in hours and minutes

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

9.9.4. Certificates

9.9.4.1. Overview

Public-key cryptography uses a pair of keys: a public key and a corresponding private key. These keys
can play opposite roles, either encrypting or decrypting data. Your public key is made known to the
world, while your private key is kept secret.

The public and private keys are mathematically associated; however it is computationally infeasible to
deduce the private key from the public key. Anyone who has the public key can encrypt information
that can only be decrypted with the matching private key. Similarly, the person with the private key can
encrypt information that can only be decrypted with the matching public key.

Technically, both public and private keys are large numbers that work with cryptographic algorithms to
produce encrypted material. The primary benefit of public-key cryptography is that it allows people
who have no pre-existing security arrangement to authenticate each other and exchange messages
securely.
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GlobeSurfer® Il makes use of public-key cryptography to encrypt and authenticate keys for the
encryption of Wireless and VPN data communication, the Web Based Management (WBM) utility, and
secured telnet.

9.9.4.2. Digital Certificates

When working with public-key cryptography, you should be careful and make sure that you are using
the correct person’s public key. Man-in-the-middle attacks pose a potential threat, where anill-
intending 3rd party posts a phoney key with the name and user ID of an intended recipient. Data
transfer that is intercepted by the owner of the counterfeit key can fall in the wrong hands. Digital
certificates provide a means for establishing whether a public key truly belongs to the supposed owner.
It is a digital form of credential. It has information on it that identifies you, and an authorised statement
to the effect that someone else has confirmed your identity.

Digital certificates are used to foil attempts by an ill-intending party to use an unauthorized public key.
A digital certificate consists of the following:
e A public key
e Certificate information: the “identity” of the user, such as name, user ID and so on.
e Digital signatures: a statement stating that the information enclosed in the certificate has been
vouched for by a Certificate Authority (CA).

Binding this information together, a certificate is a public key with identification forms attached,
coupled with a stamp of approval by a trusted party.

9.9.4.3. X.509 Certificate Format

GlobeSurfer® Il supports X.509 certificates that comply with the ITU-T X.509 international standard. An
X.509 certificate is a collection of a standard set of fields containing information about a user or device
and their corresponding public key. The X.509 standard defines what information goes into the
certificate, and describes how to encode it (the data format). All X.509 certificates have the following
data:

e The certificate holder’s public key, together with an algorithm identifier that specifies which
cryptosystem the key belongs to and any associated key parameters.

e The serial number of the certificate: the entity (application or person) that created the
certificate is responsible for assigning it a unique serial number to distinguish it from other
certificates it issues. This information is used in numerous ways; for example when a certificate
is revoked, its serial number is placed on a Certificate Revocation List (CRL).

e The certificate holder’s unique identifier: this name is intended to be unique across the Internet.
A DN consists of multiple subsections and may look something like this: CN=Option Wireless
Sweden AB, EMAIL=info@option.com, OU=Development Department, O=Option Wireless
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Sweden AB, C=SE .(These refer to the subject’s Common Name, Organizational Unit,
Organization and Country.)

The certificate’s validity period: the certificate’s start date/time and expiration date/time -
indicates when the certificate will expire.

The unique name of the certificate issuer: the unique name of the entity that signed the
certificate. This is normally a CA. Using the certificate implies trusting the entity that signed this
certificate. (Note that in some cases, such as root or top-level CA certificates, the issuer signs its
own certificate.)

The digital signature of the issuer: the signature using the private key of the entity that issued
the certificate.

The signature algorithm identifier: identifies the algorithm used by the CA to sign the certificate.

GlobeSurfer® 111 Certificate Stores

GlobeSurfer® [l maintains two certificate stores:

e GlobeSurfer® Il Local Store: this store contains a list of approved certificates that are used to
identify GlobeSurfer® Ill to its clients. The list also includes certificate requests that are pending a
CA’s endorsement. You can obtain certificates for GlobeSurfer® Il using the following methods:

Requesting an X509 Certificate: this method creates both a private and a matching public key.
The public key is then sent to the CA to be certified.

Creating a Self-Signed Certificate: this method is the same as requesting a certificate, only the
authentication of the public key does not require a CA. This is mainly intended for use within
small organizations.

Loading a PKCS#12 Format Certificate: this method loads a certificate using an already available
and certified set of private and public keys.

Certificate Authority (CA) Store: this store contains a list of the trusted certificate authorities, which

is used to check certificates presented by GlobeSurfer® lll clients.

9.9.4.4. Requesting an X509 Certificate

To obtain an X509 certificate, you must ask a CA to issue you one. You provide your public key, proof
that you possess the corresponding private key, and some specific information about yourself. You then
digitally sign the information and send the whole package — the certificate request — to the CA. The CA
then performs some due diligence in verifying that the information you provided is correct and, if so,
generates the certificate and returns it.
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You might think of an X509 certificate as looking like a standard paper certificate with a public key
taped to it. It has your name and some information about you on it, plus the signature of the person
who issued it to you.

Click the Certificates tab in the top right hand corner of the Objects and Rules screen in the System
area. The GlobeSurfer® llI’s Local screen will appear.
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Click the Create Certificate Request button. The Create X509 Request screen will appear.
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Enter the following certification request parameters:
e Certificate Name

e Subject

e Organization
e State

e Country

Click the Generate button. A screen will appear stating that the certification request is being generated.
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Press the Refresh button to update the data
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After a short while, press the Refresh button, until the Save Certificate Request screen appears.
Click the Save Certificate Request button and save the request to a file.

Click the Close button. The main GlobeSurfer® Ill's Local screen will reappear, listing your certificate as
Unsigned.

In this state, the request file may be opened at any time by pressing the Save icon under the Action
column and then Open in the dialogue box (Windows only).

After receiving a reply from the CA in form of a .pem file, click the Upload Certificate link. The Load
GlobeSurfer® IllI’s Local Certificate screen will appear.
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Use the Browse button to browse to the signed certificate .pem file. Leave the password entry empty
and press Load to load the signed certificate. The GlobeSurfer® Ill’s Local screen will appear, displaying
the certificate name and issuer.
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Action
+

upload Certificate

[ @ close ll:rem Certificate Requesll I Create Self Signed Certificate

You can click the Save icon under the Action column, and then Open in the dialogue box to view the
Certificate window (Windows only) box to save the certificate to a file.

Certificate 2]

General | petails | Certification Path |

=
=iw Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: ORname_Jungo: OpenRG Products Group

Issued by: CORname_Jungo: Openfi Producks Group

valid from 03/06/2004 to 29/05/2024

Inskall CertiFicate...l Issuer Statement |

You can also click the Edit icon under the Action column to view the Certificate Details screen.
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Overview

Seftings
;t)\ec s and Rules

'_ ‘| Certificate Details

Users  Network Connections  Monitor _ Routing __ Management  Maintenance

= ]
) Services ‘e ) System m
v ’

Shortcuts

Telephone

X ‘ SMS
—

]

Protocols | Network Objects | Scheduler Rules [[EEnTea

Qwner: Globesurfer
Name: GlobeSurfer
Subject: C=US, CN=0Rname_Jungo: OpenRG Products Group
Issuer: C=US, CN=0ORname_Jungo: OpenRG Products Group
validity Period:

Not Before: Jun 3 11:11:43 2004 GMT

Not After: May 29 11:11:43 2024 GMT

(@ )(@wn |[Ocm )

9.9.4.5.

A default self-signed certificate is included in GlobeSurfer® Ill, in order to enable certificate demanding
services such as HTTPS. Note that if deleted, this certificate is restored when GlobeSurfer® Ill's Restore
Factory Settings operation is run (see section 9.8.4).

Creating a Self-Signed Certificate

To create a self-signed certificate, click the Certificates tab in the top right hand corner of the Objects
and Rules screen in the System area. The GlobeSurfer® llI’s Local screen will appear.

Y S

TOPTION
00

GIobeSurfer III

EN Englsh ¥ w = | e Sit= Map | (1) Retoot | B Lo
~—» o )
[ &7 Quick 4 Internet Local o {
X M

J m" Home } Setin w e Ratidore Services ) System Shortcuts Telephone % SMS

Overview _ Seftings _ Users __ Network Connections __ Monitor __ Routing __ Management __ Maintenance i : ]
Objects and Rules

Protocols | Network Objects | Scheduler Rules |[EETTE

|4/ Globesurfer's Local

GlobeSurfer's Local -Cie

Name Issuer Action
GlobeSurfer C=US, CN=0Rname_Jungo: OpenRG Products Group JB \ a
Upload Certificate A;.’

l @ close ]ICrEaIE Certifiate Requesll ICrEate Self Signed Cenlﬁcale]

Click the Create Self Signed Certificate button. The Create Self Signed X509 Certificate screen will
appear.

GlobeSurfer® Ill
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B: &
EN English Welcome sdmin | G5 to Basic Mods | d Site Mep | (1) Retoot | T Logout

, . /‘— Quick Internet Local | S
\‘ Home ’ i H @ i i | services < ) Ssystem Shorteuts Telephone o sMs
Overview  Settings Users Network G Monitor  Routing Management  Mai J
er]ec[s and Rules
I Protocols | Hetwork Objects | Scheduler Rules [[Err ey
Create Self Signed X509 Certificate
Certificate Name:
Subject:
Organization:
State:
Country: |Unteg States =l

Enter the following certification request parameters:
e Certificate Name
e Subject
e Organization
e State
e Country

Click the Generate button. A screen will appear stating that the certification request is being generated.

“orTion GlobeSurfer Il

EN :ngh hix Welcome admin | Go o Basic Mode | e Site Map | (1) Retoot | B Logou
[ 45  Quick W Internet Local N B o f’a %
ﬂ’ Home: et it etk J  services ;... D system Shortcuts Telephone % sMs
M T —
Overview __ Seftings __ Users __ Network Connections __Wlonifor __ Routing __Management __ Maintenance o3/ S ER Ry )
Objects and Rules
Protocols | Hetwork Objects | Scheduler Rules |[ERrer|

'ﬂ;J New Self Signed X509 Certificate

‘E) Generating certificate. This can take some time. Please wait

Press the Refresh button to update the data.

ot

After a short while, press the Refresh button, until the Certificate Details screen appears.
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3 ;ﬂJ Setup

8
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@J System ’ Mj

Telephone

Services ’

Local
Hetwork

Management

4 Internet
w Connection

Routing

]

Protocols | Network Objects | Scheduler Rules [[FEnTe Y

[IETLTLELCT S Objects and Rules.

Network Connections _ Monitor

Overview

Seftings __ Users

Objects and Rules

"| Certificate Details

Qwner: Globesurfer
Name: GlobeSurfer
Subject: C=US, CN=0Rname_Jungo: OpenRG Products Group
Issuer: C=US, CN=0ORname_Jungo: OpenRG Products Group
validity Period:

Not Before: Jun 3 11:11:43 2004 GMT

Not After: May 29 11:11:43 2024 GMT

(o= )(e=](o=]

Click the OK. The main GlobeSurfer® Ill's Local screen will reappear, displaying the certificate name and
issuer.

O
EN English ¥ w = sdmin | G2 o = | @ Site Map | ot | B Lo
3 T - AR
/r, /— Quick sl Internet Local ]/
4 | B
fl/ Home £ R F i l’ i Services = D system Shorteuts Telephone % sMS
e e =3 —
l Overview Settings Users Networlk C Monitor  Routing i ji J
Objects and Rules
‘— — Protocols | Network Objects | Scheduler Rules
.
4 GlobeSurfer's Local
Globe Surfer's Local -Ci;
Name Issuer Action
GlobeSurfer C=US, CN=0Rname_Jungo: OpenRG Products Group Bigt
upload Certificate )

[ @ close ][Crem Certificate Requesl] [Crea{e Self Signed Ceniﬁ:ale]

9.9.4.6. Loading a PKCS#12 Format Certificate

You can also load certificates in PKCS#12 format (usually stored in .p12 files) to GlobeSurfer® llI’s
certificate store. You must first obtain the .p12 file, containing the private and public keys and optional
CA certificates.

Click the Certificates tab in the top right hand corner of the Objects and Rules screen in the System
area. The GlobeSurfer® llI’s Local screen will appear.

GlobeSurfer® Ill Page 152 of 180 TECHNICAL REFERENCE MANUAL



R &)
TOPTION
O O RELESS TECHNOLOG

o * GlobeSurfer I

EN English & Welcome admin |
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f’ // Quick % Internet Local , ol

‘ ‘ Home ” i ” !& it eiorE o) services > System Shortcuts Telephone

Ohbjects and Rules

Overview _ Seftings __ Users __ Network C. WMonitor __Routing
Ol)]ecrs and Rules
= Protocols | Network Objects | Scheduler Rules

‘:',J GlobeSurfer's Local

= | o site Map | (1) Reboct | B Logout

Issuer
By

Name
C=Us, CN=0Rname_Jungo: OpenRG Products Group
b

GlobeSurfer
upload Certificate

[ () close ][Creaketeniﬂr.a:eﬂequesl][Creare SeIIEignedCertiﬁl:ale]

Click the Upload Certificate link. The Load GlobeSurfer® IlI’s Local Certificate screen will appear.

o GlobeSurfer Il

TOPTION
00
Welcome admin | @o to Basic Mode | ghe Site Map | () Reboot | T Logout

EN Engish ¥
A 3
4 internet Local ) : ./

w it ey .| services ﬁ System m Shortcuts ’ Telephone

/’" & o
‘\ g tome “ et
Protocols | Hetwork Objects | Scheduler Rules

Network Connections __ Monitor

\\\ SMS

Routing __ Management __Maintenance

Overview  Seftings _ Users

Ol)]ec}s and Rules

‘_:'J Load GlobeSurfer's Local Certificate

Browse to locate sither PEM-sncoded signed certificate or Personal Information Exchange PKCS#212 file (.PFX,.P12), then press Upload.

Certificate File: I e

Pers una\ Informatian Exchange PKCS#12 File Password {lsave empty if m

o
gt

Use the Browse button to browse to the .p12 file. If the private key is encrypted using a password, type
it in the password entry (otherwise leave the entry empty) and press Load to load the certificate. The
GlobeSurfer® lllI’s Local screen will appear, displaying the certificate name and issuer.

o GlobeSurfer Il

TOPTION
0o
Welcome admin | Go to Basic Mooe | g Site Map | (1) Reboot | W Logou

EN Englsh =
3 [«]
’ | Home /" Quick W internet Local ! services => System =3l Shoricuts Telephone
- w ;V Setup w Connection Network ?_,, e w
Protosols | Network Objects | Schaduler Rulas

Network Connections __ Monitor __ Routing

<

Wanagement _ Maintenznce

Overview  Settings _ Users

Ol)]ec}s and Rules

‘:’J GlobeSurfer's Local

Hame Issuer
By

Globesurfer C=Us, CN=0Rname_lungo: OpenRG Products Group
*

Upload Certificate

[ @ close ][Crealecamﬂnateﬂequesl][Crea[e SellilgnedCerhﬁ:aIe]

If the .p12 file contained any CA certificates, they will be displayed in the CA store (click the CAs tab to
view the CA certificates.
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10. Shortcuts

This page displays icon shortcuts in alphabetical order for many of the GlobeSurfer® Ill functions to
enable quick and easy access to all areas.

( )
d= | ghe Site Map | (1) Reboot | W Logout | [EN English [
Vo /.;. " 3
{ ’ﬂ’ Home 5 ?;‘:‘:: 'g;f‘:"::'mn h:f‘i'om Services : D) syatem ﬂ Shortcuts Telephone m\% sMS
F . == "
\ R
S\
m Shortcuts
by - — = - =
/ ; g i
i [—= =
— L—¥F R
About BGP OSPF Backup and Restore Certificates Configuration File DNS Server Diagnostics
- Ty
'ﬁ’» < S — t’:ﬂ.! a a [
- Y= =2 @5 2 &=
2 W ¢ - b n s L2
File Server Firewall Firmware Upgrade 1P Address Distribution 1PSec L2TP Server Network Connections
- Ly e f
W 5 : (= L I
1 &y : e x@
\ (e = Parsanal D :
Network Monitor Network Cbjects PPPoE Relay PPTP Server Pérennial Domam Neigio Print Server Protocols

(Dynamic DNS)

O

Reboot

-

Simple Network
Management Protocol
(SNMP)

Routing

Remote Administration

N

System Log

Restore Factary Settings SIM setup Scheduler Shared Storage

R & e

Unlock device Users WINS Server

System Settings

Click on the shortcut you require, and you will be routed immediately to the correct page.

Shortcuts available are:
e About

e BGP OSPF

e Backup and Restore
e Certificates

e Configuration File

e DNS Server
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e Diagnostics

e File Server

e Firewall

e Firmware Upgrade

e |P Address Distribution
e |PSec

e L2TP Server

e Network Connections

e Network Monitor

o Network Objects

e PPPoOE Relay

e PPTP Server

e Personal Domain Name (Dynamic DNS)
e Print Server

e Protocols

e Reboot

e Remote Administration
e Restore Factory Settings
e Routing

e SIM setup

e Scheduler

e Shared Storage

e Simple Network Management Protocol (SNMP)
e System Log

e System Settings

e Time Settings

e Unlock device

e Users

e WINS Server
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11. Telephone

GlobeSurfer® lll is equipped with a telephony connector and can replace a regular fixed line service
(POTS). In order to setup fixed line telephony to make phone calls through GlobeSurfer® Ill, connect
GlobeSurfer® Il to the first telephony plug. Note that you should configure your country in the
GlobeSurfer® Il Installation wizard, see section 4.3.

From this screen you can click on the tabs at the top left hand side to route to the following detailed
screens:

e Missed calls — list of calls received but not answered (see section 11.1)

e Incoming calls — list of calls received and answered (see section 11.2)

e Qutgoing calls — calls initiated from your phones (see section 11.3)

e Telephone settings — controls behaviour of fixed line telephony (see section 11.4)

e Call Forwarding — allows you to forward calls to other numbers (see section 11.5)

e Call Waiting — allows you to activate or deactivate call waiting (see section 11.6)

e Caller ID — allows you to identify the telephone number of caller (see section 11.7)

e SIM setup — allows you to change or enable the SIM PIN number (see section 11.8)

11.1. Missed calls

The Missed calls screen shows a list of calls, with Caller ID if received, that were not answered including
a time stamp of the event. By clicking Clear Log you will erase the history of missed calls.

OPTION GlobeSurfer il

[$ Telephone M ‘ SMS

11.2. Incoming calls

The Incoming calls screen shows calls, with Caller ID if received, that were received and answered
including a time stamp and duration of the event. By clicking Clear Log you will erase the history of
incoming calls.
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F xiermet i Lo et £ D system ”‘ 257 shortcuts ] Telephone % sms
e =
Telephone
? Incoming calls
Humber Start Time End Time Duration
=3

11.3. Outgoing calls

The Outgoing calls screen shows calls, with Caller ID, that have been initiated from your telephones
using GlobeSurfer® lll including a time stamp and duration of the event. By clicking Clear Log you will
erase the history of outgoing calls.

GlobeSurfer lll
& — Jef —— | - ]

rrrrrrr Start Time End Time Duration

11.4. Telephone settings

The Telephone settings screen controls the behaviour of the fixed line telephony support
of GlobeSurfer® Ill.

S "!3? Imternet II o Lo " D e ":’/* system "‘i’ﬂz shortcuts ”? Tetephone | @ o |
Outgoing cais _ |ORUNURRN o rorarsing Call Waiting__Catier 10 10 setun
Telephone
? Telephone settings
Caller 1D: ETSIDTMF e

International Dialing Code

¥ Enabled
& Enabled

[(@ox J[ @een [ @coree )

Use the Telephone settings screen to make the following settings:
e Caller ID: select from the following options:
O ETSIDTMF
ETSI FSK ring pulse
ETSI FSK dualtone
ETSI FSK Line reversal + dualtone
ETSI FSK during ring
Bellcore
Australia

O O0OO0OO0OO0Oo
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e [International Dialing Code: enter the prefix for the country

e Dialling timeout (seconds): type in the number of seconds to set the delay between pressing a dial-
key on phone and when the call is placed

e Use # to end dialling: clicking this checkbox allows you to press the # key instead of waiting for the
timeout

e Call log: clicking this checkbox keeps a log of incoming, outgoing and missed calls

Press the OK button to apply changes and go back to the previous screen.
Press the Apply button to apply changes and stay on this screen.
Press the Cancel button to reject changes and go back to the previous screen.

11.5. Call Forwarding

The Call Forwarding screen allows you to forward calls to other numbers when there is no answer, or
the number is unreachable or busy.

)

e i GlobeSurfer Il

cat | I Logout | [E lish

| Go to Basic Mode | e Site Map | (1) Re EN Eng
el
& \
424/  shoricut: Telephone % SMS
M orteuts ? pl ‘

Welsome admin

-
g L v
Hetwork —
I

Caller ID

o 2 Intermet
r Setup w Connection
s utgoing calls ings I

Call Viaiting SIM setup

Telephone

? Call Forwarding

All calls

Number;
Status:Deactivated

Ho answer

Number;
Status:Deactivated

Unreachable

Number
Status:Deactivated

Activate H Deactivate ][:Ies-rn—:a-]

Busy

Number;
Status:Deactivated

Activate II Deactivate ][ :Ias'n.'r:a']
| @) Refresh

Use the Call Forwarding screen to make the following settings:

e Deactivate all: clicking this button will deactivate all the call forwarding set up on the page, for all
calls, no answer, unreachable and busy calls

e Clear all numbers: clicking this button will delete all the telephone numbers set up on the page for
all calls, no answer, unreachable and busy calls

e Check all: clicking this button will check all the statuses on the page for all calls, no answer,
unreachable and busy calls
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e All calls: the following options apply to all calls:
Activate: clicking this button will forward all calls to the number provided
Deactivate: clicking this button will stop the forwarding of all calls
Clear number: clicking this button will delete the number provided
Number: enter the phone number to forward all calls to
O Status: displays the status of all call forwarding as Activated or Deactivated
e No answer: the following options apply to unanswered calls:
0 Activate: clicking this button will forward unanswered calls to the number provided
Deactivate: clicking this button will stop the forwarding of unanswered calls
Clear number: clicking this button will delete the phone number provided
Number: enter the phone number to forward unanswered calls to
Status: displays the status of unanswered call forwarding as Activated or Deactivated

O O OO

O O 0O

e Unreachable: the following options apply to calls when the number is unreachable:
0 Activate: clicking this button will forward unreachable calls to the phone number
provided
Deactivate: clicking this button will stop the forwarding of unreachable calls
Clear number: clicking this button will delete the phone number provided
Number: enter the phone number to forward calls to when the number is unreachable
O Status: displays the status of unreachable call forwarding as Activated or Deactivated
e Busy: the following options apply to calls when the number is busy:
0 Activate: clicking this button will forward busy calls to the phone number provided
Deactivate: clicking this button will stop the forwarding of busy calls
Clear number: clicking this button will delete the phone number provided
Number: enter the phone number to forward calls to when the number is busy
Status: displays the status of busy call forwarding as Activated or Deactivated

O O O

O O OO

Press the Refresh button to refresh the screen.

11.6. Call Waiting

The Call Waiting screen allows you to activate or deactivate call waiting functionality.

—

OPTION GlobeSurfer I

O O

| T |
<) ,;' Shortcuts SMS
L/ |-®

Incoming calls Outgoing calls __ Telephone settings ___Call Forwarding

W call waiting

Call Waiting:
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Use the Call Waiting screen to make the following settings:
e Call Waiting: displays the status of the call waiting functionality as Activated or Deactivated

e Activate: clicking this button will activate call waiting
e Deactivate: clicking this button will deactivate call waiting

Press the Refresh button to refresh the screen.

11.7. Caller ID

The Caller ID screen allows the system to identify the telephone number of the caller on either inbound
or outbound calls.

~

OPTION GIobeSurfer Il

Q0
p | (1) Renoo

EN English
- /'i . —. .
' 7  Quick \mema! Local s = o o "
@ “. Home s s “ w HHHHHHHH ’ Iﬂ i ” i 4 Services - _, System “ #J Shortcuts Telephone SMS
& F 2 w
[ Missedcalls___Incoming calls __ Outgoing calls __ Telephone setings __ Call Forwarding ___Call Waiting SIM setup

& Caller ID

Incoming identification Off

Outgoing identification on

Use the Caller ID screen to make the following settings:
e Incoming identification: the following options apply to incoming telephone calls:

O Status: displays On or Off

0 Activate: clicking this button will activate identification of caller for incoming calls

0 Deactivate: clicking this button will deactivate identification of caller for incoming calls
e Qutgoing identification: the following options apply to outgoing telephone calls:

O Status: displays On or Off

0 Activate: clicking this button will activate identification of caller for outgoing calls

0 Deactivate: clicking this button will deactivate identification of caller for outgoing calls

Press the Refresh button to refresh the screen.

11.8. SIM setup

The SIM card in the GlobeSurfer® lll requires a PIN code to be entered before it can be used. The PIN
code you receive from your ISP can be changed to a PIN code of your own. By default the PIN code is
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required but it can be stored in the GlobeSurfer® Il after the first use so that you don’t have to enter it
more than once. These settings can be changed but note that you should disconnect before doing any
changes to the SIM setup.

From this screen you can click on the tabs at the top right hand side to route to the following detailed
screens:

e SIM PIN change — change the PIN on your SIM card (see section 11.8.1)

e SIM PIN enable — activates the use of a PIN on the SIM card (see section 1.1.1)

e SIM PIN2 change — change the PIN2 on your SIM card (see section 11.8.3)

e Unlock device —if your device is locked, it can be unlocked from here (see section 1.1.1)

11.8.1. SIM PIN change

—

OPTION GlobeSurfer Il

Quick nternet Local

& ' -
Setup w Connection lﬁ Network
y >

Telephone

]
/’""\ . FNTE
Services a ) System o Shortcuts & Telephone ‘ SMS
@ ”v " 1/ I =

TR |

SIM PIN enable | 5IM PINZ change | Unlock device

To change the PIN of your SIM card or save the PIN on GlobeSurfer® lll, perform the following:

e Enter the PIN code in the first field to be able to change any settings.

e To be forced to enter the PIN code each time the GlobeSurfer® Il is started, de-select the Enabled
checkbox at Save PIN.

e |f you want to change the PIN code, enter a new PIN code in the New PIN code and Verify new PIN
code fields.

Press the OK button to apply changes and go back to the previous screen.
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11.8.2. SIM PIN enable
COPTION GlobeSurfer Il

' ‘£ quick internst = Local / -~ B
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& o Al

o ; - N3
5 ! Q Telephone 3 % sMS
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l Missed calls  Incomin gcalls  Outgoingcalls  Telephone settings  Call Forwarding  Call Waiting  Caller ID

SIM setup

‘@ SIM PIN enable

S PN change (EMTEGTEGENY SIM PIN2 change | Unlock device

PIN code:

PIN enabled: ™ Enabled

Use the SIM PIN enable screen to make the following changes:

e PIN code: enter the PIN code you wish to use

e PIN enabled: clicking this checkbox enables the PIN on your SIM card — to disable the PIN, de-select
the checkbox

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

11.8.3. SIM PIN2 change
= -

JOPTION GlobeSurfer Il
C D

EN Engiis| 2lcome admin | Go to Basic Mode | g Site Map | (1) Retoat | T Logout
.’q' _,;’l( Quick - Internet = oot ’ f— .-ﬁl T 2

{ J ) tome % ] w Hisins i@ s = Services & D system W Shortcuts i elephone % sMS

= > J RO - =
[ Missed calls ncoming calls  Outgoing calls  Telephone settings  Call Forwarding  Call Waiting  Caller 1D m

SIM setup
SIM PIN change | SIM PIN enable BT Egn e Unlock device

@ SIM PIN2 change

The PIN code cannot be changed as PIN is not enabled

@ox

Use the SIM PIN2 change screen to make the following changes:
e New PIN2 code: enter the new PIN code you wish to use
e Verify new PIN2 code: enter the new PIN code again exactly as before to confirm the entry

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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11.8.4. Unlock device

In case the GlobeSurfer® Il is locked to a specific ISP, it can be unlocked with a code that you should be
able to get from your ISP. Normally there are certain conditions that must be fulfilled to be able to
unlock the device.
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SIM PIN2 change

< Unlock device

To unlock the GlobeSurfer® lll:

e Click the Unlock device tab -
appear.
e Unlock code: the unlock code from your ISP.

if the GlobeSurfer® Il really is locked, the Unlock device screen will

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.

12. SMS

The GlobeSurfer® Il can send and receive SMS text messages. It supports both incoming and outgoing
concatenated messages, and it can send flash-SMSs.

When the GlobeSurfer® Ill receives a new SMS text message, this is indicated by an envelope symbol
shown on the GlobeSurfer® Il display.

From this screen you can click on the tabs at the top left hand side to route to the following detailed
screens:

e SMS create — allows you to type in a new SMS message (see section 12.1)

e Inbox - SMSs received + ability to reply/delete/archive/forward (see section 12.2)
e Qutbox — list of SMSs in outbox (see section 12.3)

e Sent— list of SMSs sent out + ability to delete/forward/archive (see section 12.4)
e Drafts — list of SMSs saved as drafts and not yet sent out (see section 12.5)

e Templates — list of SMSs that can be used as template for future (see section 12.6)
e Archive — list of archived inbound or sent SMSs (see section 12.7)

e SIM card — list of SMSs stored on SIM card in GlobeSurfer® Il (see section 12.8)

e Settings - set SMSC number to send SMSs from GlobeSurfer® Il (see section 12.9)
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12.1. SMS Create

Creating and sending SMS text messages:

e Select the SMS Create tab.

e Type your message text in the SMS message field.

e The Characters left field shows how much space is left.

e Enter the mobile number of the person you want to contact in the Phone numbers field. Use the
standard mobile number format: +4976123456 for international, and 076123456 for national
numbers.

Tip: You can enter several numbers separated by commas (no spaces allowed), up to a maximum of ten
phone numbers.

—~
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e You can select the Flash SMS Enabled checkbox if you want the message text displayed immediately
when received (not supported by all phones).

e Click Send SMS when ready to send. You will be redirected to an intermediate page that gives you
information about the send progress. After the SMS text message has been successfully sent, it will
be stored in the Sent folder, see section 12.4. Alternatively you can:

e Click Save as draft to save in the Drafts folder for completion later, see section 12.5.
e Click Save as template to save the message as a template for future use, see section 12.6.

Tip: GlobeSurfer® Il supports concatenated SMS, which works as follows: if you want to send a longer
than standard SMS of 160 characters you can type almost the equivalent of 4 standard messages (up to

609 characters). When you send the message it will be counted as separate messages.

Note: When you send an SMS, you may incur a charge depending on your subscription with your
mobile operator.

Press the Cancel button to reject changes and go back to the previous screen.
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12.2. Inbox

Handling SMS text messages in the Inbox:
e Select the Inbox tab to display the messages, with unread message in bold.
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e Click the SMS that you want to read. The message text is shown.
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e When you have read the SMS you can click on:
o Reply: the message text is displayed in the SMS create tab with the phone number of the sender
already filled in.
e Delete: the SMS is permanently removed without confirmation.
e Save to archive: the SMS is moved to the Archive tab, see section 12.7.
e Forward: the message text is displayed in the SMS create tab ready for you to enter a phone
number.

Press the Cancel button to reject changes and go back to the previous screen.

To delete an SMS from the list of messages in the Inbox tab:

e Select the Inbox tab.

e Click the Remove icon for the message that you want to delete; the SMS is permanently removed
without confirmation.
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12.3. Outbox

After a SMS text message has been sent from your GlobeSurfer® Il it will be stored temporarily in the
Outbox folder until it is sent.
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12.4. Sent

After a SMS text message has been sent from your GlobeSurfer® Il it will be stored in the Sent folder.
From here it is possible to open any sent message and choose to delete, forward or save it to the
archive (see section 12.7).

i
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12.5. Drafts

While creating a new SMS text message from the SMS create tab it is possible to choose to save it as
draft instead of sending it directly. This SMS will then be accessible from the Drafts folder. When
clicking on an SMS in the Drafts folder, you will be directed back to the SMS create tab where it can be
finalised.

Note that when an SMS text message in the Drafts folder has been opened and then sent, it will be
removed from the Drafts folder.
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12.6. Templates

From the SMS create tab it is possible to choose to save a text message as a template instead of
sending it directly. When a message is saved as a template, it can be loaded from the Templates folder.
This is convenient when SMS messages are often sent to the same recipient or with similar content.

To remove a template, simply click the remove icon for that specific template.
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12.7. Archive

SMS text messages from Inbox or Sent folders can be stored in the archive. When selecting the Archive
tab, stored messages are listed and it is possible to open any message and choose to delete, forward or
reply to that message.
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12.8. SIM card

The SIM card tab shows SMS text messages that are stored on the SIM card inserted in the
GlobeSurfer® lll. After opening an SMS from the SIM card folder you can choose to delete it, reply to it,
forward it or save it to the Archive folder.
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12.9. Settings

On the Settings tab it is possible to define the SMSC number which is the number to the Short Message
Service Centre that will be used for sending SMS messages from your GlobeSurfer® Il unit. This number
is usually already filled in by default, but if necessary you can use the Settings tab to change it.

Press the OK button to apply changes and go back to the previous screen.
Press the Cancel button to reject changes and go back to the previous screen.
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ALG Application-Level Gateway

API Application Programming Interface
CPE Customer Premise Equipment

DHCP Dynamic Host Configuration Protocol
DMZ Demilitarized Zone

DNS Domain Name System

DOCSIS Data Over Cable Service Interface Specification
DSL Digital Subscriber Line

FTP File Transfer Protocol

HomePNA Home Phoneline Network Alliance
HTTP HyperText Transport Protocol

IAD Integrated Access Device

ICMP Internet Control Message Protocol
IGMP Internet Group Multicast Protocol

IP Internet Protocol

IPSec IP Security

LAN Local Area Network

MAC Media Access Control

MTU Maximum Transmission Unit

NAPT Network Address Port Translation
OAM Operations and Maintenance

OEM Original Equipment Manufacturer
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PDA Personal Digital Assistant

POP3 Post Office Protocol 3

POTS Plain Old Telephony Service

PPP Point-to-Point Protocol

PPTP Point-to-Point Tunnelling Protocol
RG Residential Gateway

RIP Routing Information Protocol
SNMP Simple Network Management Protocol
SPI Stateful Packet Inspection

TCP Transmission Control Protocol
TFTP Trivial File Transfer Protocol

UDP User Datagram Protocol

UPnP Universal Plug and Play

URL Universal Resource Locator

USB Universal Serial Bus

VPN Virtual Private Network

WAN Wide Area Network
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Glossary

100Base-T Also known as Fast Ethernet, an Ethernet cable standard with a data transfer rate of up to
100 Mbps.

10Base-T An older Ethernet cable standard with a data transfer rate of up to 10 Mbps.

802.11, 802.11b A family of IEEE (Institute of Electrical and Electronics Engineers) defined specifications
for wireless networks. Includes the 802.11b standard, which supports high-speed (up to 11 Mbps)
wireless data transmission.

802.3 The IEEE (Institute of Electrical and Electronics Engineers - defined specification that describes
the characteristics of Ethernet (wired) connections.

Access point A device that exchanges data between computers on a network. An access point typically
does not have any Firewall or NAT capabilities.

Ad hoc network A solely wireless computer-to-computer network. Unlike an infrastructure network, an
ad hoc network does not include a gateway router.

Adapter Also known as a network interface card (NIC). An expansion card or other device used to
provide network access to a computer, printer, or other device.

Administrator A person responsible for planning, configuring, and managing the day-to-day operation
of a computer network. The duties of an administrator include installing new workstations and other
devices, adding and removing individuals from the list of authorized users, archiving files, overseeing
password protection and other security measures, monitoring usage of shared resources, and handling
malfunctioning equipment.

Authentication The process of identifying an individual, usually based on a username and password. In
security systems, authentication is distinct from authorization, which is the process of giving individuals
access to system objects based on their identity. Authentication merely ensures that the individual is
who he or she claims to be, but says nothing about the access rights of the individual.

Bandwidth The amount of information, or size of file, that can be sent through a network connection at
one time. A connection with more bandwidth can transfer information more quickly.

Bridge A device that forwards packets of information from one segment of a network to another. A
bridge forwards only those packets necessary for communication between the segments.

Broadband connection A high-speed connection, typically 256 Kbps or faster. Broadband services
include cable modems and DSL.

Broadband modem A device that enables a broadband connection to access the Internet. The two
most common types of broadband modems are cable modems, which rely on cable television
infrastructure, and DSL modems, which rely on telephone lines operating at DSL speeds.
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Broadcast Broadcasting sends a message to everyone on the network whereas multicasting sends a
message to a select list of recipients.

Bus A set of hardware lines used for data transfer among the components of a computer system. A bus
essentially allows different parts of the system to share data. For example, a bus connects the disk-
drive controller, memory and input/output ports to the microprocessor.

Cable modem A device that enables a broadband connection to access the Internet. Cable modems rely
on cable television infrastructure, in other words, the data travels on the same lines as your cable
television.

Caller ID A service within telephony networks that enables the receiver of a call to see the number
calling.

CAT 5 cable Abbreviation for Category 5 cable. A type of Ethernet cable that has a maximum data rate
of 100 Mbps.

Channel A path or link through which information passes between two devices.

CHAP Challenge Handshake Authentication Protocol, a type of authentication in which the
authentication agent (typically a network server) sends the client program a random value that is used
only once and an ID value. The sender and peer must share a predefined secret.

Client Any computer or program that connects to, or requests the services of, another computer or
program on a network. For a local area network or the Internet, a client is a computer that uses shared
network resources provided by a server.

Client/server network A network of two or more computers that rely on a central server to mediate
the connections or provide additional system resources. This dependence on a server differentiating a
client/server network from a peer-to-peer network.

Computer name A name that uniquely identifies a computer on the network so that all its shared
resources can be accessed by other computers on the network. One computer name cannot be the
same as any other computer or domain name on the network.

Crossover cable A type of cable that facilitates network communications. A crossover cable is a cable
that is used to interconnect two computers by crossing over (reversing) their respective pin contacts.

DHCP Acronym for ‘Dynamic Host Configuration Protocol’. A TCP/IP protocol that automatically assigns
temporary IP addresses to computers on a local area network (LAN). GlobeSurfer® IIl supports the use
of DHCP. You can use DHCP to share one Internet connection with multiple computers on a network.
Dial-up connection An Internet connection of limited duration that uses a public telephone network
rather than a dedicated circuit or some other type of private network.

DMZ Acronym for ‘demilitarized zone’. A collection of devices and subnets placed between a private
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network and the Internet to help protect the private network from unauthorized Internet users.

DNS Acronym for ‘Domain Name System’. A data query service chiefly used on the Internet for
translating host names into Internet addresses. The DNS database maps DNS domain names to IP
addresses, so that users can locate computers and services through user-friendly names.

Domain In a networked computer environment, a collection of computers that share a common
domain database and security policy. A domain is administered as a unit with common rules and
procedures, and each domain has a unique name.

Domain name An address of a network connection that identifies the owner of that address in a
hierarchical format: server.organization.type. For example, www.whitehouse.gov identifies the Web
server at the White House, which is part of the U.S. government.

Drive An area of storage that is formatted with a file system and has a drive letter. The storage can be a
floppy disk (which is often represented by drive A), a hard disk (usually drive C), a CD-ROM (usually
drive D), or another type of disk. You can view the contents of a drive by clicking the drive’s icon in
Windows Explorer or My Computer. Drive C (also known as the hard disk), contains the computer’s
operating system and the programs that have been installed on the computer. It also has the capacity
to store many of the files and folders that you create.

Driver Within a networking context, a device that mediates communication between a computer and a
network adapter installed on that computer.

DSL Acronym for ‘Digital Subscriber Line’. A constant, high-speed digital connection to the Internet that
uses standard copper telephone wires.

DSL modem A device that enables a broadband connection to access the Internet. DSL modems rely on
telephone lines that operate at DSL speeds.

Duplex A mode of connection. Full-duplex transmission allows for the simultaneous transfer of
information between the sender and the receiver. Half-duplex transmission allows for the transfer of
information in only one direction at a time.

Dynamic IP address The IP address assigned (using the DHCP protocol) to a device that requires it. A
dynamic IP address can also be assigned to a gateway or router by an ISP.

Edge computer The computer on a network that connects the network to the Internet. Other devices
on the network connect to this computer. The computer running the most current, reliable operating
system is the best choice to designate as the edge computer.

Encryption The translation of data into a secret code. Encryption is the most effective way to achieve
data security. To read an encrypted file, you must have access to a secret key or password that enables
you to decrypt it.
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Ethernet A networking standard that uses cables to provide network access. Ethernet is the most
widely-installed technology to connect computers together.

Ethernet cable A type of cable that facilitates network communications. An Ethernet cable comes in a
couple of flavors. there is twisted pair, and coax Ethernet cables. Each of these allow data to travel at
10Mbit per second.

Firewall A security system that helps protect a network from external threats, such as hacker attacks,
originating outside the network. A hardware Firewall is a connection routing device that has specific
data checking settings and that helps protect all of the devices connected to it.

Firmware Software information stored in nonvolatile memory on a device.

Flash memory A type of memory that does not lose data when power is removed from it. Flash
memory is commonly used as a supplement to or replacement for hard disks in portable computers. In
this context, flash memory either is built in to the unit or, more commonly, is available as a PC Card that
can be plugged in to a PCMCIA slot.

FTP Acronym for ‘File Transfer Protocol’. The standard Internet protocol for downloading, or
transferring, files from one computer to another.

Gateway A device that acts as a central point for networked devices, receives transmitted messages,
and forwards them. GlobeSurfer® Ill can link many computers on a single network, and can share an
encrypted Internet connection with wired and wireless devices.

Gateway address The IP address you use when you make a connection outside your immediate
network.

Hexadecimal A numbering system that uses 16 rather than 10 as the base for representing numbers. It
is therefore referred to as a base-16 numbering system. The hexadecimal system uses the digits O
through 9 and the letters A through F (uppercase or lowercase) to represent the decimal numbers 0
through 15. For example, the hexadecimal letter D represents the decimal number 13. One
hexadecimal digit is equivalent to 4 bits, and 1 byte can be expressed by two hexadecimal digits.

HomePNA An industry standard that ensures that through existing telephone lines and a registered
jack, computer users on a home network can share resources (such as an Internet connection, files, and
printers) without interfering with regular telephone service. HomePNA currently offers data
transmission speeds of up to 10 Mbps.

HomeRF An industry standard that combines 802.11b and portable phone standards for home
networking. It uses frequency hopping (switching of radio frequencies within a given bandwidth to
reduce the risk of unauthorized signal interception). HomeRF offers data transmission speeds of up to
1.6 Mbps at distances of up to 150 feet.

Host name The DNS name of a device on a network, used to simplify the process of locating computers
on a network.
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Hub A device that has multiple ports and that serves as a central connection point for communication
lines from all devices on a network. When data arrives at one port, it is copied to the other ports.

IEEE Acronym for ‘Institute of Electrical and Electronics Engineers’. A society of engineering and
electronics professionals that develops standards for the electrical, electronics, computer engineering,
and science-related industries. The IEEE (Eye-triple-E) is a non-profit, technical professional association
of more than 377,000 individual members in 150 countries. The full name is the Institute of Electrical
and Electronics Engineers, Inc., although the organization is most popularly known and referred to by
the letters I-E-E-E.

Infrastructure network A network configuration in which wireless devices connect to a wireless access
point (such as GlobeSurfer® Ill) instead of connecting to each other directly.

Internet domain In a networked computer environment, a collection of computers that share a
common domain database and security policy. A domain is administered as a unit with common rules
and procedures, and each domain has a unique name.

Intranet A network within an organization that uses Internet technologies (such a Web browser for
viewing information) and protocols (such as TCP/IP), but is available only to certain people, such as
employees of a company. Also called a private network. Some intranets offer access to the Internet, but
such connections are directed through a Firewall.

IP Acronym for ‘Internet Protocol’. The protocol within TCP/IP that is used to send data between
computers over the Internet. More specifically, this protocol governs the routing of data messages,
which are transmitted in smaller components called packets.

IP address Acronym for ‘Internet Protocol’ address. IP is the protocol within TCP/IP that is used to send
data between computers over the Internet. An IP address is an assigned number used to identify a
computer that is connected to a network through TCP/IP. An IP address consists of four numbers (each
of which can be no greater than 255) separated by periods, such as 192.168.1.1.

ISO/0SI reference model Abbreviation for International Organization for Standardization Open Systems
Interconnection reference model. An architecture that standardizes levels of service and types of
interaction for computers that exchange information through a communications network. The ISO/OSI
reference model separates computer-to-computer communications into seven protocol layers, or
levels; each builds on and relies on the standards contained in the levels below it. The lowest of the
seven layers deals solely with hardware links; the highest deals with software interactions at the
program level. It is a fundamental blueprint designed to help guide the creation of hardware and
software for networks.

ISP Acronym for ‘Internet service provider’. A company that provides individuals or companies access to
the Internet.

Kbps Abbreviation of ‘kilobits per second’. Data transfer speed, as through a modem or on a network,
measured in multiples of 1,000 bits per second.
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LAN Acronym for ‘local area network’. A group of computers and other devices dispersed over a
relatively limited area (for example, a building) and connected by a communications link that enables
any device to interact with any other on the network.

MAC address Abbreviation for ‘media access control’ address. The address that is used for
communication between network adapters on the same subnet. Each network adapter is manufactured
with its own unique MAC address.

MAC layer Abbreviation for ‘media access control’ layer. The lower of two sub layers that make up the
data-link layer in the ISO/OSI reference model. The MAC layer manages access to the physical network,
so a protocol like Ethernet works at this layer.

Mapping A process that allows one computer to communicate with a resource located on another
computer on the network. For example, if you want to access a folder that resides on another
computer, you map to that folder, as long as the computer that holds the folder has been configured to
share it.

Mbps Abbreviation of ‘megabits per second’. A unit of bandwidth measurement that defines the speed
at which information can be transferred through a network or Ethernet cable. One megabyte is roughly
equivalent to eight megabits.

Modem A device that transmits and receives information between computers.

MPPE Microsoft Point to Point Encryption (MPPE) is a means of representing Point to Point Protocol
(PPP) packets in an encrypted form.

Multicast To transmit a single message to a select group of recipients. A simple example of multicasting
is sending an e-mail message to a mailing list. Teleconferencing and videoconferencing also use
multicasting, but require more robust protocols and networks.

NAT Acronym for ‘network address translation’. The process of converting between IP addresses used
within a private network and Internet IP addresses. NAT enables all of the computers on a network to
share one IP address.

Network A collection of two or more computers that are connected to each other through wired or
wireless means. These computers can share access to the Internet and the use of files, printers, and
other equipment.

Network adapter Also known as a ‘network interface card’ (NIC). An expansion card or other device
used to provide network access to a computer, printer, or other device.

Network name The single name of a grouping of computers that are linked together to form a network.
Network printer A printer that is not connected directly to a computer, but is instead connected

directly to a network through a wired or wireless connection.

Packet A unit of information transmitted as a whole from one device to another on a network.
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PAP Password Authentication Protocol, the most basic form of authentication, in which a user’s name
and password are transmitted over a network and compared to a table of name-password pairs.
Typically, the passwords stored in the table are encrypted. The Basic Authentication feature built into
the HTTP protocol uses PAP.

PC Card A peripheral device that adds memory, mass storage, modem capability, or other networking
services to portable computers.

PCI Acronym for ‘Peripheral Component Interconnect’. A specific bus type designed to be used with
devices that have high bandwidth requirements.

PCl card A card designed to fit into a PCl expansion slot in a personal computer. PCl cards provide
additional functionality; for example, two types of PCl cards are video adapters and network interface
cards. See PCI.

PCl expansion slot A connection socket designed to accommodate PCl cards.

PCMCIA Acronym for ‘Personal Computer Memory Card International Association’. A nonprofit
organization of manufacturers and vendors formed to promote a common technical standard for PC
Card-based peripherals and the slot designed to hold them, primarily on portable computers and
intelligent electronic devices.

Peer-to-peer network A network of two or more computers that communicate without using a central
server. This lack of reliance on a server differentiates a peer-to-peer network from a client/server
network.

PING A protocol for testing whether a particular computer is connected to the Internet by sending a
packet to the computer’s IP address and waiting for a response.

Plug and Play A set of specifications that allows a computer to automatically detect and configure
various peripheral devices, such as monitors, modems, and printers.

Port A physical connection through which data is transferred between a computer and other devices
(such as a monitor, modem, or printer), a network, or another computer. Also, a software channel for
network communications.

PPPoE Acronym for ‘Point-to-Point Protocol over Ethernet’. A specification for connecting users on an
Ethernet network to the Internet by using a broadband connection (typically through a DSL modem).

PPTP IP Security, a set of protocols developed to support secure exchange of packets at the IP layer.
IPsec has been deployed widely to implement Virtual Private Networks (VPNs).

PPTP Point-to-Point Tunneling Protocol, a technology for creating Virtual Private Networks (VPNs).
Because the Internet is essentially an open network, the Point-to-Point Tunneling Protocol (PPTP) is
used to ensure that messages transmitted from one VPN node to another are secure. With PPTP, users
can dial in to their corporate network via the Internet.
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Profile A computer-based record that contains an individual network’s software settings and
identification information.

Protocol A set of rules that computers use to communicate with each other over a network.

Resource Any type of hardware (such as a modem or printer) or software (such as an application, file,
or game) that users can share on a network.

Restore factory defaults The term used to describe the process of erasing your base station’s current
settings to restore factory settings. You accomplish this by pressing the Reset button and holding it for
five or more seconds. Note that this is different from resetting the base station.

RJ-11 connector An attachment used to join a telephone line to a device such as a modem or the
external telephone lines.

RJ-45 connector An attachment found on the ends of all Ethernet cables that connects Ethernet (wired)
cables to other devices and computers

Server A computer that provides shared resources, such as storage space or processing power, to
network users.

Shared folder A folder (on a computer) that has been made available for other people to use on a
network.

Shared printer A printer (connected to a computer) that has been made available for other people to
use on a network.

Sharing To make the resources associated with one computer available to users of other computers on
a network.

SNTP Acronym for ‘Simple Network Time Protocol’. A protocol that enables client computers to
synchronize their clocks with a time server over the Internet.

SSID Acronym for ‘Service Set Identifier’, also known as a wireless network name. An SSID value
uniquely identifies your network and is case sensitive.

Static IP address A permanent Internet address of a computer (assigned by an ISP).

Straight-through cable A type of cable that facilitates network communications. An Ethernet cable
comes in a couple of flavors. There is twisted pair, and coax Ethernet cables. Each of these allow data to
travel at 10Mbit per second. Unlike the Crossover cable, straight-through cable has the same order of
pin contacts on each end-plug of the cable.

Subnet A distinct network that forms part of a larger computer network. Subnets are connected
through routers and can use a shared network address to connect to the Internet.

Subnet mask Typically, a subnet may represent all the machines at one geographic location, in one
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building, or on the same local area network (LAN). Having an organization’s network divided into sub-
nets allows it to be connected to the Internet with a single shared network address. Similar in form to
an IP address and typically provided by an ISP. An example of a subnet mask value is 255.255.0.0.

Switch A central device that functions similarly to a hub, forwarding packets to specific ports rather
than broadcasting every packet to every port. A switch is more efficient when used on a high-volume
network.

Switched network A communications network that uses switching to establish a connection between
parties.

Switching A communications method that uses temporary rather than permanent connections to
establish a link or to route information between two parties. In computer networks, message switching
and packet switching allow any two parties to exchange information. Messages are routed (switched)
through intermediary stations that together serve to connect the sender and the receiver.

TCP/IP Acronym for ‘Transmission Control Protocol/Internet Protocol’. A networking protocol that
allows computers to communicate across interconnected networks and the Internet. Every computer
on the Internet communicates by using TCP/IP.

Throughput The data transfer rate of a network, measured as the number of kilobytes per second
transmitted.

USB Acronym for ‘universal serial bus’. USB (Universal Serial Bus) is a plug-and-play interface between a
computer and add-on devices (such as audio players, joysticks, keyboards, telephones, scanners, and
printers). With USB, a new device can be added to your computer without having to add an adapter
card or even having to turn the computer off.

USB adapter A device that connects to a USB port.

USB connector The plug end of the USB cable that is connected to a USB port. It is about half an inch
wide, rectangular and somewhat flat.

USB port A rectangular slot in a computer into which a USB connector is inserted.

UTP Acronym for ‘unshielded twisted pair’. A cable that contains one or more twisted pairs of wires
without additional shielding. It's more flexible and takes less space than a shielded twisted pair (STP)
cable, but has less bandwidth.

Virtual server One of multiple Web sites running on the same server, each with a unique domain name
and IP address.

VPN A Virtual Private Network (VPN) is a private Network that makes use of the public
telecommunication infrastructure, maintaining privacy through the use of a tunneling Protocol and
security procedures.
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WAN Acronym for ‘wide area network’. A geographically widespread network that might include many
linked local area networks.

Wi-Fi A term commonly used to mean the wireless 802.11b standard.

Wireless Refers to technology that connects computers without the use of wires and cables. Wireless
devices use radio transmission to connect computers on a network to one another. Radio signals can be
transmitted through walls, ceilings, and floors, so you can connect computers that are in different
rooms in the house without physically attaching them to one another.

Wireless access point A device that exchanges data between wireless computers or between wireless
computers and wired computers on a network.

Wireless network name The single name of a grouping of computers that are linked together to form a
network.

Wireless security A wireless network encryption mechanism that helps to protect data transmitted
over wireless networks.

WLAN Acronym for wireless local area network. A network that exclusively relies on wireless
technology for device connections.
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